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o ERE—LEINGS
o ERFHAGISITEAEING X
o  ERUIHEGS
o  ERUMIfFER T SITIRIER
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1.2.1 Be &R
1.eRIREmR . BHEEEO P It EEMEE
2IRFIREBEE
3EREE

122 e ELR
£IR 1 i@id Console FXEFRE Router A9 CLI
B
TR 2 EERSENEE

# BERBRMEE

<Huawei>display version

Huawei Versatile Routing Platform Software

VRP (R) software, Version 5.160 (AR651C V300R019C00SPC100)
Copyright (C) 2011-2016 HUAWEI TECH CO., LTD

Huawei AR651C Router uptime is 0 week, 0 day, 0 hour, 53 minutes
BKP 0 version information:

1.PCB Version : AR01IBAK2C VER.B
2. If Supporting PoE : No
3. Board Type : AR651C

4. MPU Slot Quantity : 1
5. LPU Slot Quantity : 1

I 3 RRIEEEARS

# {24 Router B93> Datacom-Router

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
[Huawei]

UEATIREE EEM B HEHNE TR AYE

[Huawei]sysname Datacom-Router
[Datacom-Router]

UEATIR &S E4E £ 7 Datacom-router ,

LS BRREEEINEE, BENAITIRM T SHENEENEEGS . AMETHF(FERXL
e, ENMEBRIRNESREHGSOIEMEARNGSITUE T . BEEEX IR, &
BEHEASNAGRSTHE, REHITHENAGSHITEE

# BENZEOECERZOAY 1P bl

[Datacom-Router]inter A TAB #r25S
[Datacom-Router]interface Il “interface ” B —OJHHIFKEF

[Datacom-Router]interface g HEHA TAB #r2a55

HCIA-Datacom SEMHE S8 R
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[Datacom-Router]interface GigabitEthernet /1 “GigabitEthernet ” E/E—aJHtHIF5EF
[Datacom-Router]interface GigabitEthernet 0/0/1 [Ez7/7 7

BAGSHNENEEFIE LN EE, K F<tab>iE, TJUERERENXET, FHERiX
IIN=BaLE—frrtiZkEs, SN, EESLT T <tab>ig, aTHIMARNXES, BF
ALANPIEETEEAIXET . a0

“inter"+TAB, BEZHBIIE TLAinterFFkiVai< R Binterface, MapSEE(ER
interface, ELHZZIRTABASTA .

[Datacom-Router-GigabitEthernet0/0/1]
UEATELEHN 2 T# GigabitEthernet0/0/1 F92EE]
[Datacom-Router-GigabitEthernet0/0/1]i?
icmp  <Group> icmp command group
igmp  Specify parameters for IGMP
ip <Group> ip command group
ipsec  Specify IPSec(IP Security) configuration information
ipv6  <Group> ipv6 command group
isis  Configure interface parameters for ISIS

LAFMAGSR, MRERSEHGSFKBFIFFL— I HINFR, TLMERS
SRERLAZ 15 R FFSL P X B RN, 10

EGigabitEthernet0/0/HEOMET, BN “i” +?", NARREFIME TRE “i” FFk
RS SRIENAIR, MATRIARTABRE S, tBEAFEh e, Heh, “iemp” , “igmp”

FHXHEF, “<Group> icmp command group” , “Specify parameters for IGMP” &
TS KBEFROHEIR
[Datacom-Router-GigabitEthernet0/0/1]ip ?
accounting <Group> accounting command group
address <Group> address command group
binding Enable binding of an interface with a VPN instance
fast-forwarding Enable fast forwarding
forward-broadcast Specify IP directed broadcast information
netstream IP netstream feature
verify IP verify

BAN—FOREDXEF, FREUSESR 27 , WRZMEHXEF, WIIHEER
KEFREBSER, 0
“ip? +=H&+ 27, NEEBTRAABUIpAXEFIIEH S SXINAIERE

[Datacom-Router-GigabitEthernet0/0/1]ip address ?

IP_ADDR<X.X.X.X> IP address

bootp-alloc IP address allocated by BOOTP

dhcp-alloc IP address allocated by DHCP

unnumbered Share an address with another interface
[Datacom-Router-GigabitEthernet0/0/1]ip address 192.168.1.1 ?

INTEGER<0-32> Length of IP address mask

IP_ADDR<X.X.X.X> IP address mask
[Datacom-Router-GigabitEthernet0/0/1]ip address 192.168.1.1 24 ?

sub Indicate a subordinate address

<cr> Please press ENTER to execute command

“<er>” RRZNERBRBFHSH, EEENLZERIRHRT,

[Datacom-Router-GigabitEthernet0/0/1]dis this
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#
interface GigabitEthernet0/0/1

ip address 192.168.1.1 255.255.255.0
#

display thissp SFXREELRINENETERE. WTFRELIETEEMRIEESH, R5H
BIESHERE, UARET;, MWTFELESH, BEXBFPESERE, (BUNRXLSHIER
wIRERINIRER, UAFETR. isERATRERE.

IREIFATEXEFRA, DEISSINET, JMANFREEILEME—RIXHEFRT,
AILARI N RO T . iZIseiRtt 7T —FHEERYIMA S, BEITFRSRIESE.
an:

AEEOTER dis this”, BARBMATENGS, (EETIARIETE dis this"AYds
£ A display this", FFEmSAILUEERIT. £UANEE “discu” . “dcu” EEF
“display current-configuration”,

[Datacom-Router-GigabitEthernet0/0/1]quit
quitds <SRN SR EIREIZIRIRRAIRE, MNREAFIE, WREHRES

# LLATATEO IP I EEIR, E2ZZitbtELE S interface GigabitEthernet 0/0/2 121

[Datacom-Router]interface GigabitEthernet 0/0/1
[Datacom-Router-GigabitEthernet0/0/1]undo ip address

= ESMIBRGigabitEthernet0/0/1RIIPHEIFEE , BNSF4iblbhRFEERE
Han<SRINundoXE=F, BIAundodiiT. undofpLiT—RARIKEREER . ZAXE
PNNREEMFERECE . IFERE &R SEHBIMAIundoir 1T,

[Datacom-Router]interface GigabitEthernet 0/0/2
[Datacom-Router-GigabitEthernet0/0/2]ip address 192.168.1.1 24
[Datacom-Router-GigabitEthernet0/0/2]quit

# BEERTINERE

[Datacom-Router]display current-configuration
[V200R003C00]
#
sysname Datacom-Router
#
snmp-agent local-engineid 800007DB03000000000000
snmp-agent
#
clock timezone China-Standard-Time minus 08:00:00
#
portal local-server load portalpage.zip
#
drop illegal-mac alarm
#
set cpu-usage threshold 80 restore 75
#
aaa
authentication-scheme default
authorization-scheme default
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accounting-scheme default
domain default
domain default_admin

local-user admin password cipher %$%$K8m.Nt84DZ}e#<0"8bmE3Uw}%$%$
local-user admin service-type http

--- More ----

HITE—DSE, QD%JJ_TEI’J{:W BiI—REE, RASEmEERHER, L,U'j'@ﬁﬁlt'
BE., WHNEEREENRESSSHEM “---- More ----" B9=FHE, ILASATLAE
THEAN<Ctri+CT<Ctri+z>, IR RS mHSHMIT,

2 BN, él_ ;&mTT—Jﬁ% Bo

3EALRER, R M 1TER.

TR 4 RELELAES
# IREIZEAFRE

[Datacom-Router]quit

<Datacom-Router>

PRY EidquitipSsh, BaJLlUEE:

1.returnip<y, ZapLOIEHANE FTERREZIFAFPRE.
2.ctri+zREERE, ZRERTTEHUNE TERRLOZIFAFPE.

# RFECE

<Datacom-Router>save
The current configuration will be written to the device.
Are you sure to continue? (y/n)[n]:y IEZBIN y KN BEE
It will take several minutes to save configuration file, please wait
Configuration file had been saved successfully
Note: The configuration file will take effect after being activated

LB E EERTIRF!

RAFEdHSTAILMEXRENHERE, MXLERERWRTN, NREFELFRET
KA TNREBRNAEY, EEEKREH, FEFArEiERFIRENHS . FLlEE
saveHIERFRIABEHESRERIECENH, tBAILUBEm<$ “save configuration-
file” FIRRFIRLREERIFMHEEPIEENHFR .. ZnSBERR FAEIIRAS
BIEENEE S

# LWRARIECE S T —REsIFRERECE

<Datacom-Router>compare configuration
The current configuration is the same as the next startup configuration file.

LRI ES RSB EX 45—

L5 RIERENXHRS
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# BERIRIER FRIEIIE

<Datacom-Router>dir
Directory of flash:/

ldx Attr Size(Byte) Date Time(LMT) FileName

0 -rw- 126,538,240 Jul 04 2016 17:57:22 ar651c- v300r019c00Sspc100.cc
1 -rw- 22,622 Feb 20 2020 10:35:18 mon_file.txt
2 -rw- 737 Feb 20 2020 10:38:36 vrpcfg.zip
3 drw- - Jul 04 2016 18:51:04 CPM_ENCRYPTED_FOLDER
4 -rw- 783 Jul 10 2018 14:46:16 default_local.cer
5 -rw- 0 Sep 11 2017 00:00:54 brdxpon_snmp_cfg.efs
6 drw- - Sep 11 2017 00:01:22 update
7 drw- - Sep 11 2017 00:01:48 shelldir
8 drw- - Sep 21 2019 17:14:24 localuser
9 drw- - Sep 15 2017 04:35:52 dhcp

10 -rw- 509 Feb 20 2020 10:38:40 private-data.txt

11 -rw- 2,686 Dec 19 2019 15:05:18 mon_lpu_file.txt

12 -rw- 3,072 Dec 18 2019 18:15:54 Boot_LogFile

510,484 KB total available (386,456 KB free)

vrpcfg.zip: BEEXH. BEEXMHWALL “.cfg” g% “zip” fEAT ESE.
ar651c- v300r019c00Sspc100.cc: RGFIRE . RFAEIGEMML “.cc” 1ERTRBE.

B2l

# BERIRYECERFRIITAE A test.cfg

<Datacom-Router>save test.cfg

Are you sure to save the configuration to test.cfg? (y/n)[n]:y BB y Fiih
It will take several minutes to save configuration file, please wait.......
Configuration file had been saved successfully
Note: The configuration file will take effect after being activated
# BIXEEIBAR FRIXHSIER
<Datacom-Router>dir
Directory of flash:/
ldx Attr Size(Byte) Date Time(LMT) FileName
0 -rw- 126,538,240 Jul 04 2016 17:57:22 ar651c- v300r019c00Sspc100.cc
1 -rw- 22,622 Feb 20 2020 10:35:18 mon_file.txt
2 -rw- 737 Feb 20 2020 10:38:36 vrpcfg.zip
3 drw- = Jul 04 2016 18:51:04 CPM_ENCRYPTED_FOLDER
4 -rw- 783 Jul 10 2018 14:46:16 default_local.cer
5 -rw- 0 Sep 11 2017 00:00:54 brdxpon_snmp_cfg.efs
6 drw- - Sep 11 2017 00:01:22 update
7 drw- - Sep 11 2017 00:01:48 shelldir
8 drw- - Sep 21 2019 17:14:24 localuser
9 drw- - Sep 15 2017 04:35:52 dhcp
10 -rw- 1,404 Feb 20 2020 11:55:17 test.cfg
11 -rw- 509 Feb 20 2020 11:55:18 private-data.txt
12 -rw- 2,686 Dec 19 2019 15:05:18 mon_Ipu_file.txt
13 -rw- 3,072 Dec 18 2019 18:15:54 Boot_LogFile

510,484 KB total available (386,452 KB free)
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BEX fHRIFRED)!

# IEZMX R ENIRE TR S {ERECE X 4

<Datacom-Router>startup saved-configuration test.cfg
This operation will take several minutes, please wait.....
Info: Succeeded in setting the file for booting system

# BF T~ —IXEsIFTRRI 4

<Datacom-Router>display startup

MainBoard:
Startup system software: flash:/ ar651c- v300r019c00Sspc100.cc
Next startup system software: flash:/ ar651c- v300r019c00Sspc100.cc
Backup system software for next startup: null
Startup saved-configuration file: flash:/vrpcfg.zip
Next startup saved-configuration file: flash:/test.cfg
Startup license file: null
Next startup license file: null
Startup patch package: null
Next startup patch package: null
Startup voice-files: null
Next startup voice-files: null

display startupip ¢ FAIREEREAXN TREEXNRFRG . SHEFRHE. BE

M. LicenseXff. #NT HLIRIEEXHE.

# BEENH

<Datacom-Router>reset saved-configuration

This will delete the configuration in the flash memory.
The device configuratio

ns will be erased to reconfigure.

Are you sure? (y/n)[n]:y IIEEZEA y 054

Clear the configuration in the device successfully.

IR E BEIRE

<Datacom-Router>reboot

Info: The system is comparing the configuration, please wait.
System will reboot! Continue ? [y/n]:y

Info: system is rebooting ,please wait...
R ER
<Datacom-Router>

REE/ETH

1.3 E5RIGIE

B o

IFBHIN y FeGih 54
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1.4 BeESE

i

o

1.5 BZ5SMIINE
LARIBESS 2.6 WSMUIBERIDIE, EHTAEHSIRLN VRP ROIIRLRL.

2898 5 PfERA T reset saved-configuration a8 BRRECERNE, NTAERERIRERIEERK

PAREE?

1.6 Mg

Thaes 3::
<Ctrl+A> B erre s E SR TRIFF L
<Ctrl+B> BRI RN — DT
<Ctrl+C> (=L SRIEERATAITIEE
<Ctrl+D> IR SRR BRI
<Ctrl+E> BretrgaERE—1TRIRE
<Ctrl+F> B rmas—1 =5
<Ctrl+H> MIBRSAREMAI—FFF
<Ctrl+K> FEIEEET MR IEIF HAVIERE

<Ctrl+N>B§1 YehR ERAERSEPXPRIF—FHS
<Ctrl+P>3f; T JEhR ERAERSEPXPRIBI—5FKHS
<Ctrl+T> BAES “?7
<Ctrl+W> BRSNS —FFE (F)
<Ctrl+x> MIpRS AR M RIFRF
<Ctrl+Y> bR E R E AN BNFRF
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<Ctrl+z> IREEIFEFRRE
<Ctrl+]> 22 | FIF N ROE R R i i
<Esc+B> BiraEgs— R (F)
<Esc+D> MR AMR— =R (F)
<Esc+F> Brtraags— 1 FEE (F)

+1-1 REGTREE
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2 I EEXEERY IP

g
R

2.1 SC45—: IPv4 4gilt 5z IPv4 BRFREMECIE

2.1.1 SEIGN 4B
2.1.1.1 XFACLE

IPv4 ( Internet Protocol Version 4 ) 2 TCP/IP MY iER BRI OEINY Z—. B IL{EFE TCP/IP
SEBRNNREEE, 1ZES 0S| 2EERINEERITN . MERIRMT TIEEEIRE

WiRSS, BIMSEREDBNARTRALELEE, 51 9H (B2 1P HER ) BTk

BRIAEBEEMNETRESNNIER., BHEBRMEES IP IiLERIKREZEER, KHNT
MR RRITRE
ACIRRGET 1PV st LR IPv4 SIS ERVECE, FENFRIBFRMALAIIENRE,

2.1.1.2 SLIGHRY

RN IPv4 AR B 5%

I2A# LoopBack IEORMEARSENX

2R EIERBNF 4R

RS SIERNEE S A IERE SRR
EREI PING TEMIXMEEEEM

R RIS HESSIEENEE S A 5N An R

2.1.1.3 SEIGZEM1 A

R2
GE0/0/3 ® GE0/0/4
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BT

E2-1 1Pv4 fghtRz 1Pv4 BRERERHSCISIRFS

2.1.1.4 LI 5=

R1. R2. R3#ERHZFEMBHIMXIRE, NAEFTEESHENAIEGE, FLMXEMEZZENE

BEETE,
2.1.2 LTSS ECE
2.1.2.1 BeE B

1 BcE IR LREOIRY 1P bl
2 BeERH SRR EEXEE

2.1.2.2 FL B
TR 1 RREMAES
# 18%BWA

B o

IR 2 SEIEMBELNEIED P EIFRESIEHMRE

# BEEIRMR FAIEOIAE, XUARL A6

[R1]display ip interface brief

*down: administratively down

down: standby

(I): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 3

The number of interface that is DOWN in Physical is 5
The number of interface that is UP in Protocol is 1

The number of interface that is DOWN in Protocol is 10

Interface IP Address/Mask Physical Protocol
GigabitEthernet0/0/1 unassigned up down
GigabitEthernet0/0/2 unassigned up down
GigabitEthernet0/0/3 unassigned up down

display ip interface brieffs$FREEZOSIPIEXNEEREE, ©FIPHELE. FME

3. YRKSHCRSLUR A TR RSSO B F

2BIR1_LAYGigabitEthernet0/0/1F#0GigabitEthernet0/0/3#E O F sk AL &P, FRLA
IP Address/Mask=fE& Hunassignedjf7, Protocol=FE&adownikZ:, Physical=2E&upik

N O

# ERKMR CAYBMARER, XA RL J96)

[R1]display ip routing-table
Route Flags: R - relay, D - download to fib
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Routing Tables: Public

Destinations : 4 Routes : 4
Destination/Mask Proto Pre Cost Flags NextHop
127.0.0.0/8 Direct 0 0 D 127.00.1
127.0.0.1/32 Direct 0 0 D 127.00.1
127.255.255.255/32 Direct 0 0 D 127.0.0.1
255.255.255.255/32 Direct 0 0 D 127.0.0.1

InLoopBack091g% LBAACIERAIIAEZO, E2—MFHEY. EERILoopBackizEO,

Interface

InLoopBackO
InLoopBackO
InLoopBack0
InLoopBack0

InLoopBackO#Z{FFEIAEIHENE127.0.0.1/8, FIKIZW B RXLANBIEIRES . ZEOL

AYIPHENE R A RTLACKERRY, tBAETRENIINGT .

IR 3 EEREYIEEON P it
# IRIB T RE B IRAHSEAVIRECIRY 1P Hthtit

EREHES 0O IP Address/Mask
GigabitEthernet0/0/1 10.0.13.1/24
! GigabitEthernet0/0/3 10.0.12.1/24
GigabitEthernet0/0/3 10.0.12.2/24
"2 GigabitEthernet0/0/4 10.0.23.2/24
GigabitEthernet0/0/1 10.0.13.3/24
R GigabitEthernet0/0/3 10.0.23.3/24

#F2-1 E RO 1P

<R1>system-view

[R1]interface GigabitEthernet0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.13.1 24
[R1-GigabitEthernet0/0/1]quit

[R1]interface GigabitEthernet0/0/3
[R1-GigabitEthernet0/0/3]ip address 10.0.12.1 24
[R1-GigabitEthernet0/0/3]quit

<R2>system-view

[R2]interface GigabitEthernet0/0/3
[R2-GigabitEthernet0/0/3]ip address 10.0.12.2 24
[R2-GigabitEthernet0/0/3]quit

[R2]interface GigabitEthernet0/0/4
[R2-GigabitEthernet0/0/4]ip address 10.0.23.2 24
[R2-GigabitEthernet0/0/4]quit

<R3>system-view
[R3]interface GigabitEthernet0/0/1
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[R3-GigabitEthernet0/0/1]ip address 10.0.13.3 24
[R3-GigabitEthernet0/0/1]quit

[R3]interface GigabitEthernet0/0/3
[R3-GigabitEthernet0/0/3]ip address 10.0.23.3 24
[R3-GigabitEthernet0/0/3]quit

# {FF8 ping TENLXEAE M

[R1]ping 10.0.12.2

PING 10.0.12.2: 56 data bytes, press CTRL_C to break

Reply from 10.0.12.2: bytes=56 Sequence=1 ttI=255 time=70 ms
Reply from 10.0.12.2: bytes=56 Sequence=2 ttI=255 time=50 ms
Reply from 10.0.12.2: bytes=56 Sequence=3 ttI=255 time=40 ms
Reply from 10.0.12.2: bytes=56 Sequence=4 ttI=255 time=30 ms
Reply from 10.0.12.2: bytes=56 Sequence=5 ttl=255 time=50 ms

--- 10.0.12.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 30/48/70 ms

[R1]ping 10.0.13.3

PING 10.0.13.3: 56 data bytes, press CTRL_C to break

Reply from 10.0.13.3: bytes=56 Sequence=1 ttl=255 time=50 ms
Reply from 10.0.13.3: bytes=56 Sequence=2 ttl=255 time=60 ms
Reply from 10.0.13.3: bytes=56 Sequence=3 ttl=255 time=50 ms
Reply from 10.0.13.3: bytes=56 Sequence=4 ttl=255 time=30 ms
Reply from 10.0.13.3: bytes=56 Sequence=5 ttl=255 time=30 ms

--- 10.0.13.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 30/44/60 ms

# BFE R1 IIRHAE

[R1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public
Destinations : 10

Destination/Mask

10.0.12.0/24
10.0.12.1/32
10.0.12.255/32
10.0.13.0/24
10.0.13.1/32
10.0.13.255/32
127.0.0.0/8
127.0.0.1/32

Proto

Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

Pre Cost
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

Routes : 10

vllvilvilvavlvaviv

Flags NextHop

10.0.12.1
127.0.0.1
127.0.0.1
10.0.13.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

Interface

GigabitEthernet0/0/3
GigabitEthernet0/0/3
GigabitEthernet0/0/3
GigabitEthernet0/0/1
GigabitEthernet0/0/1
GigabitEthernet0/0/1
InLoopBack0

InLoopBack0
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127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
AILIES, EEOPHITRESTRZE, SIS MEOBEMER T =5EEKH. 25
= .

=:
1. IEEEOREMERIIEER .

2. FEmEOIPHEEAY IR .

3. 1EEEOFREMER BB AY IR
i ENEHEEIEKEN32098H .

B4 BIEFHEE LoopBack £

# 1ZBR T RECEIREAY LoopBack M

EREREE 0 IP Address/Mask
R1 LoopBackO 10.0.1.1/32
R2 LoopBackO 10.0.1.2/32
R3 LoopBackO 10.0.1.3/32

222-2 1%%% LoopBack [ IP

LoopBackiZOEFiR&E LANEEREO, ZiEEO SIS EURIGINEEEIE LA F
. EEEIBCERAYEZEO .. LoopBackizOelZEERIEF T XiAiZiEO, BNLoopBack
EOYE RS EMUGKZA FUPKES. —fERT, LoopBackiz{FFE32{(u#&E
3, {FFLoopBackiEz—ixBEII T BARY:

1. E—EIRHENEE N, R —RIRSER.

2. (FRZEOMIHE ARSI IMYOSPFArouter id,

3. BEftiREME I sEHRIREIE.

ANSLIS{E A LoopBackiZ &I Z Fir o

[R1]interface LoopBackO
[R1-LoopBackOQ]ip address 10.0.1.1 32

[R2]interface LoopBack0
[R2-LoopBackO0]ip address 10.0.1.2 32

[R3]interface LoopBack0
[R3-LoopBack0]ip address 10.0.1.3 32

# BEEIRE LRIIRAER, LARL H6)

[R1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public
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Destinations : 11

Destination/Mask Proto  Pre
10.0.1.1/32
10.0.12.0/24
10.0.12.1/32
10.0.12.255/32
10.0.13.0/24
10.0.13.1/32
10.0.13.255/32
127.0.0.0/8
127.0.0.1/32

127.255.255.255/32 Direct

255.255.255.255/32  Direct

UEATELEL R T 1A B H

Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

O O OO OO OO O o o

Routes : 11

Cost Flags NextHop
127.0.0.1
10.0.12.1
127.0.0.1
127.0.0.1
10.0.13.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

OO0 O0OO0OO0OO0OOOOoOOoO o
00000000 OUg

# ML LoopBack £ Z [ERIEXIE 4

[R1]ping -a 10.0.1.1 10.0.1.2

PING 10.0.1.2: 56 data bytes, press CTRL_C to break

Request time out
Request time out
Request time out
Request time out
Request time out

--- 10.0.1.2 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

Interface

LoopBack0
GigabitEthernet0/0/3
GigabitEthernet0/0/3
GigabitEthernet0/0/3
GigabitEthernet0/0/1
GigabitEthernet0/0/1
GigabitEthernet0/0/1
InLoopBack0
InLoopBack0
InLoopBack0
InLoopBack0

ping -a source-ip-address destination-ip-addressan< FARIEE &IXICMP ECHO-
REQUESTHRIZATIR Pt Rz B RTIPHELE . AT FRE RS LIS B RIKiZ B AIPRIIRHSR

B, FrLATIEPINGE

FIB 5 EERSSIKE

# 7£ R1 L& ZEIX R2 #1 R3 HY LoopBack0 #EOHIIEHKZHE

[R1]ip route-static 10.0.1.2 32 10.0.12.2
[R1]ip route-static 10.0.1.3 32 10.0.13.3

# & R1 NIBER
[R1]display ip routing-table

Route Flags: R - relay, D - download to fib

Routing Tables: Public
Destinations : 13

Destination/Mask Proto

Pre Cost

Routes : 13

Flags

NextHop

Interface
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10.0.1.1/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.1.2/32 Static 60 0 RD 10.0.12.2 GigabitEthernet0/0/3
10.0.1.3/32 Static 60 0 RD 10.0.13.3 GigabitEthernet0/0/1

10.0.12.0/24 Direct 0 0 D 10.0.12.1 GigabitEthernet0/0/3
10.0.12.1/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/3
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/3
10.0.13.0/24 Direct 0 0 D 10.0.13.1 GigabitEthernet0/0/1
10.0.13.1/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/1
10.0.13.255/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/1
127.0.0.0/8  Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

BLERIEFSEEMWNNE T \P EEAIFH

# MmN
[R1]ping -a 10.0.1.1 10.0.1.2
PING 10.0.1.2: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 10.0.1.2 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

IFETE% PING B R2 A9 LoopBack0 #2[7, B ULATR2 L£8EFIR1 A9LoopBack0 A955H

# 1£ R2 Ei5NZEX R1 A9 LoopBacko AYEEH
[R2]ip route-static 10.0.1.1 32 10.0.12.1

# B
<R1>ping -a 10.0.1.1 10.0.1.2
PING 10.0.1.2: 56 data bytes, press CTRL_C to break
Reply from 10.0.1.2: bytes=56 Sequence=1 tt|=255 time=60 ms
Reply from 10.0.1.2: bytes=56 Sequence=2 tt|=255 time=30 ms
Reply from 10.0.1.2: bytes=56 Sequence=3 tt|=255 time=10 ms
Reply from 10.0.1.2: bytes=56 Sequence=4 tt|=255 time=50 ms
Reply from 10.0.1.2: bytes=56 Sequence=5 tt|=255 time=30 ms

--- 10.0.1.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 10/36/60 ms

UEATRL A9 LoopBack0 E4557LAFTR2 A9 LoopBack0 ZLHI G 1E .,

# STRRIRISHFZBRIECE
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[R2]ip route-static 10.0.1.3 32 10.0.23.3

[R3]ip route-static 10.0.1.1 32 10.0.13.1
[R3]ip route-static 10.0.1.2 32 10.0.23.2

# 1ZEBITNLIKIREHEERY LoopBack0 O 2 [@HVELEE
IR 6 FEE R1->R3->R2 {EJ9 R1 A3 LoopBack0 Zl R2 Y LoopBack0 2RI D I&R

# BCE R1 1 R2 LAYESSIRH
[R1]ip route-static 10.0.1.2 32 10.0.13.3 preference 100

[R2]ip route-static 10.0.1.1 32 10.0.23.3 preference 100

# BF& R1F1R2 FHUREAZE

[R1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 13 Routes : 13
Destination/Mask Proto Pre Cost Flags  NextHop Interface
10.0.1.1/32 Direct 0 0 D 127.0.01 LoopBack0
10.0.1.2/32 Static 60 0 RD 10.0.12.2 GigabitEthernet0/0/3
10.0.1.3/32 Static 60 0 RD 10.0.13.3 GigabitEthernet0/0/1
10.0.12.0/24 Direct 0 0 D 10.0.121 GigabitEthernet0/0/3
10.0.12.1/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/3
10.0.12.255/32 Direct 0 0 D 127.0.01 GigabitEthernet0/0/3
10.0.13.0/24 Direct 0 0 D 10.0.131 GigabitEthernet0/0/1
10.0.13.1/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/1
10.0.13.255/32 Direct 0 0 D 127.0.01 GigabitEthernet0/0/1
127.0.0.0/8  Direct 0 0 D 127.0.01 InLoopBackO
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32  Direct 0 0 D 127.0.0.1 InLoopBack0
[R2]display ip routing-table
Route Flags: R - relay, D - download to fib
Routing Tables: Public
Destinations : 13 Routes : 13
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 Static 60 O RD 10.0.12.1 GigabitEthernet0/0/3
10.0.1.2/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.1.3/32 Static 60 O RD 10.0.23.3 GigabitEthernet0/0/4
10.0.12.0/24 Direct 0 0 D 10.0.12.2 GigabitEthernet0/0/3
10.0.12.2/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/3
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/3
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10.0.23.0/24 Direct 0 0 D 10.0.23.2 GigabitEthernet0/0/4
10.0.23.2/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/4
10.0.23.255/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/4
127.0.0.0/8  Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

UEATEIE T preference 77 100 FOEERSFEH R E R ITE ZEE R,

# XA R1 F R2 Z[aJRYHEEEXI N AYHE O ( GigabitEthernet0/0/3 ) , {E1SAICREAIREAR -

[R1]interface GigabitEthernet0/0/3
[R1-GigabitEthernet0/0/3]shutdown

# B8 RLM R2 RIISHRE, BESMERBAKRY, RIS REHEMREAS

[R1]display IP routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 10 Routes : 10
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.1.2/32 Static 100 O RD 10.0.13.3 GigabitEthernet0/0/1
10.0.1.3/32 Static 60 O RD  10.0.13.3 GigabitEthernet0/0/1
10.0.13.0/24 Direct 0 0 D 10.0.13.1 GigabitEthernet0/0/1
10.0.13.1/32 Direct 0 0 D 127.001 GigabitEthernet0/0/1
10.0.13.255/32 Direct 0 0 D 127.0.01 GigabitEthernet0/0/1
127.0.0.0/8  Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
[R2]display ip routing-table
Route Flags: R - relay, D - download to fib
Routing Tables: Public
Destinations : 10 Routes : 10
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 Static 100 O RD  10.0.23.3 GigabitEthernet0/0/4
10.0.1.2/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.1.3/32 Static 60 O RD 10.0.23.3 GigabitEthernet0/0/4
10.0.23.0/24 Direct 0 0 D 10.0.23.2 GigabitEthernet0/0/4
10.0.23.2/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/4
10.0.23.255/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/4
127.0.0.0/8  Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
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UEATHI FHEEERTFTF, [RSCAIEFEEE AL, ML sERAEF B Ao

# 1BEECEM

[R1]ping -a 10.0.1.1 10.0.1.2
PING 10.0.1.2: 56 data bytes, press CTRL_C to break
Reply from 10.0.1.2: bytes=56 Sequence=1 ttI=254 time=80 ms
Reply from 10.0.1.2: bytes=56 Sequence=2 ttI=254 time=60 ms
Reply from 10.0.1.2: bytes=56 Sequence=3 ttI=254 time=60 ms
Reply from 10.0.1.2: bytes=56 Sequence=4 ttl=254 time=110 ms
Reply from 10.0.1.2: bytes=56 Sequence=5 ttI=254 time=80 ms

--- 10.0.1.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 60/78/110 ms

# BERHUEEREZE
[R1]tracert -a 10.0.1.1 10.0.1.2

traceroute to  10.0.1.2(10.0.1.2), max hops: 30 ,packet length: 40,press CTRL_C to break
110.0.13.340ms 30ms 50 ms

210.0.23.280ms 80ms 60ms
tracertin S FERTEEHIESMNERE BINRIIRERER.
ALAERHIES 3 TR3MYGIgabitEthernet0/0/1, B£3R3AYGigabitEthernet0/0/3i5 %
25R2H9GigabitEthernet0/0/4,
F: BRLRMEFRFHTLEER, F=EEICMPIRY, LKA EMRE,
A LURctrl+cs5SRtracert .

IR 7 BITSARESCH R1 B9 LoopBack0 2 01F0 R2 B9 LoopBack0 1 HELH &

# IREEROANRERECERIIRHSR

[R1]interface GigabitEthernet0/0/3

[R1-GigabitEthernet0/0/3Jundo shutdown

[R1-GigabitEthernet0/0/3]quit

[R1]undo ip route-static 10.0.1.2 255.255.255.255 10.0.12.2

[R1]undo ip route-static 10.0.1.2 255.255.255.255 10.0.13.3 preference 100

# BE R1 IEHAZE

[R1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public
Destinations : 12 Routes : 12

Destination/Mask Proto Pre Cost Flags NextHop Interface
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10.0.1.1/32 Direct 0 0 D 127.0.01
10.0.1.3/32 Static 60 O RD 10.0.13.3
10.0.12.0/24 Direct 0 0 D 10.0.12.1
10.0.12.1/32 Direct 0 0 D 127.0.01
10.0.12.255/32 Direct 0 0 D 127.0.01
10.0.13.0/24 Direct 0 0 D 10.0.13.1
10.0.13.1/32 Direct 0 0 D 127.0.01
10.0.13.255/32 Direct 0 0 D 127.0.01
127.0.0.0/8  Direct 0 0 D 127.0.01
127.0.0.1/32 Direct 0 0 D 127.0.01
127.255.255.255/32 Direct 0 0 D 127.0.0.1
255.255.255.255/32  Direct 0 0 D 127.0.0.1

UHATRL _FBEZR2 H9LoopBack0 (10.0.1.2/32 ) A9BSR H

# f£ R1 LECERUAIH
[R1]ip route-static 0.0.0.0 0 10.0.12.2

# BE RL VIRAR

[R1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 13 Routes : 13
Destination/Mask Proto Pre Cost Flags  NextHop
0.0.0.0/0 Static 60 0 RD 10.0.12.2
10.0.1.1/32 Direct 0 0 D 127.0.0.1
10.0.1.3/32 Static 60 0 RD 10.0.13.3
10.0.12.0/24 Direct 0 0 D 10.0.12.1
10.0.12.1/32 Direct 0 0 D 127.0.0.1
10.0.12.255/32 Direct 0 0 D 127.0.0.1
10.0.13.0/24 Direct 0 0 D 10.0.13.1
10.0.13.1/32 Direct 0 0 D 127.0.01
10.0.13.255/32 Direct 0 0 D 127.0.0.1
127.0.0.0/8 Direct 0 0 D 127.0.01
127.0.0.1/32 Direct 0 0 D 127.0.0.1
127.255.255.255/32 Direct 0 0 D 127.0.0.1
255.255.255.255/32 Direct 0 0 D 127.0.01

BN BEACER T

LoopBack0
GigabitEthernet0/0/1
GigabitEthernet0/0/3
GigabitEthernet0/0/3
GigabitEthernet0/0/3
GigabitEthernet0/0/1
GigabitEthernet0/0/1
GigabitEthernet0/0/1
InLoopBack0
InLoopBack0
InLoopBack0
InLoopBack0

Interface

GigabitEthernet0/0/3
LoopBack0
GigabitEthernet0/0/1
GigabitEthernet0/0/3
GigabitEthernet0/0/3
GigabitEthernet0/0/3
GigabitEthernet0/0/1
GigabitEthernet0/0/1
GigabitEthernet0/0/1
InLoopBack0
InLoopBack0
InLoopBack0
InLoopBack0

# ME R1 AY LoopBack0 #2M%! R2 BY LoopBack0 #z[1HYEXE M

[R1]ping -2 10.0.1.1 10.0.1.2
PING 10.0.1.2: 56 data bytes, press CTRL_C to break
Reply from 10.0.1.2: bytes=56 Sequence=1 tt|=255 time=50 ms
Reply from 10.0.1.2: bytes=56 Sequence=2 tt|=255 time=30 ms
Reply from 10.0.1.2: bytes=56 Sequence=3 tt|=255 time=20 ms
Reply from 10.0.1.2: bytes=56 Sequence=4 ttl=255 time=40 ms
Reply from 10.0.1.2: bytes=56 Sequence=5 ttl=255 time=20 ms
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--- 10.0.1.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 20/32/50 ms

UELATRY A9 LoopBack0 AZL7Z/R2 A9 LoopBack0 £ Z/5/a/IA X G .

2.1.3 5 8RI6F

& B17181d ping #0 tracert A S EIREE LoopBack0 O Z [EIRYEE M .

214 B ESE
R1 YECE

#
sysname R1
#
interface GigabitEthernet0/0/1
ip address 10.0.13.1 255.255.255.0
#
interface GigabitEthernet0/0/3
ip address 10.0.12.1 255.255.255.0
#
interface LoopBack0
ip address 10.0.1.1 255.255.255.255
#
ip route-static 0.0.0.0 0.0.0.0 10.0.12.2
ip route-static 10.0.1.3 255.255.255.255 10.0.13.3
#
return

R2 BB E

#
sysname R2
#
interface GigabitEthernet0/0/3
ip address 10.0.12.2 255.255.255.0
#
interface GigabitEthernet0/0/4
ip address 10.0.23.2 255.255.255.0
#
interface LoopBack0
ip address 10.0.1.2 255.255.255.255
#
ip route-static 10.0.1.1 255.255.255.255 10.0.12.1
ip route-static 10.0.1.1 255.255.255.255 10.0.23.3 preference 100
ip route-static 10.0.1.3 255.255.255.255 10.0.23.3
#
return

R3 WVECE
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#
sysname R3
#
interface GigabitEthernet0/0/1
ip address 10.0.13.3 255.255.255.0
#
interface GigabitEthernet00/3
ip address 10.0.23.3 255.255.255.0
#
interface LoopBack0
ip address 10.0.1.3 255.255.255.255
#
ip route-static 10.0.1.1 255.255.255.255 10.0.13.1
ip route-static 10.0.1.2 255.255.255.255 10.0.23.2
#
return

2.1.5 BE
1 HLBRT, REMNESSIKESWRING IP BhAET? ERENT—IRENL, %R
LAEAOAE IP BREZE15?

2. EZR=rp, ZMix LoopBack FEMZEEXEMRS, EAN0-a SE, N ICMP #RSZAJIR IP
g EZD? AR
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2.2 SCIS— 1 OSPF IEHMYEAMSCIE

2.2.1 SLIG 4R
2.2.1.1 FFACIE

FUERIGEE 25 OSPF ( Open Shortest Path First ) &2 IETF fARFF &RI— P ETFHERIKTS
AIPIERMIEMY ( Interior Gateway Protocol ) . BEEIETXT IPv4 tHYEFRYE OSPF Version 2
(RFC2328) ; OSPF{ERETFHERIKSAINMN, OSPF BEBLATi=:

OSPF RAEBRIIBIRIRS , XEFATLUR DI E EARIZ1T OSPF BEHZEAISZIN .
OSPF Z#FF2LBUe a)i%EE (CIDR) .
OSPF SIS MESHIAITREDE,
OSPF SZ##&R3TIAILE .
FTF OSPF EBLALME, (#18 OSPF /EAMFERIR BRI AR IR =R
ALIEES R E R X OSPF, #EIF RIEME OSPF EARESHIE,
2.2.1.2 L HAY
o EiR OSPF NEAEREGS
o ERITEZF OSPF HIBITIRES
o EIRUNEEIT Cost 1= OSPF HIi%EEE
e EEE OSPF AHENAENGE
o EIE OSPFIANIEECE L
2.2.1.3 SCEGZHM 4R

R2
GE0/0/3 ® GE0/0/4

R1 ® GE0/O/1 GE0/O/1 ® R3

[E2-2 OSPF RSERIMIERSEIGHRF

2.2.1.4 L5 E=
R1. R2. R3EEREMENMEIZE, IIEESEIT OSPF SHAIEMHINY, SeTIlXLLRLE
ZIARERER.,
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2.2.2 SCIG(FSECE
2.2.2.1 GEEBEK
1. 8JEEIR&E R OSPF #i2FHEFaERE O _ERY OSPF IhEE
2. BoE OSPF IAIE
3. 1@id OSPF K EMAIRH
BT {&2X Cost {EIEH OSPF 15EH
2222 Eagﬂ
SR 1 RESEMEE

# IREIBSLIG—AYLIR 1. 2. 3. 4 STRiERERAYG A . YIEEEOIR] LoopBack #2M1AY IP ithitAC
=i

# BERRENEEZR, LARLAM

[R1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 11 Routes : 11
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.12.0/24 Direct 0 0 D 10.0.12.1 GigabitEthernet0/0/3
10.0.12.1/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/3
10.0.12.255/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/3
10.0.13.0/24 Direct 0 0 D 10.0.13.1 GigabitEthernet0/0/1
10.0.13.1/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/1
10.0.13.255/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/1
127.0.0.0/8  Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.00.1 InLoopBack0
255.255.255.255/32  Direct 0 0 D 127.0.0.1 InLoopBack0
ULATR & LRI EERE A o

IR 2 SR OSPF HARE

# GlZE OSPF iHiZ

[R1]ospf 1

BUEEOSPFATERECE SOSPHMNB XS HINEELS R, OSPFXiFZifie, HER—&/IRE
ERILUEITZ AN ARERIOSPREIE, BNIZBEARZI, MM, & HOSPFL&Z@E’J
BHRZEHESTFAR Hﬂﬂmfbuzlﬁlﬁgﬁﬁﬂa FH, BJLAECIEEOSPR#IZR IS EIRIZES, B4
1BE, BWAHESAH “17
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# G2 OSPF XigFH{EREMBMNAYEC]

[R1-ospf-1]area 0
areadn< AR EIFEOSPFX 1S, FHiH NOSPFXIFMIE.

[R1-ospf-1-area-0.0.0.0]network 10.0.12.1 0.0.0.255
[R1-ospf-1-area-0.0.0.0]network 10.0.13.1 0.0.0.255
[R1-ospf-1-area-0.0.0.0]network 10.0.1.1 0.0.0.0

network network-address wildcard-maskFBEIgEI={TOSPFIIMYAYEL . iHE FEHAD
%14, OSPFiMY A BEEZO LiBfT:

1. #O/9IPHBIHEISKE = networkds S PREASIKE . OSPHERRIERS, $200.0.0.255
FREBIKE24 .

2. EEORYIPHENEAREnetwork i SIEERIMESEEIZ N o

RS = MEOEfERE, RIYEFXIE0

[R2]ospf

[R2-0spf-1]area O
[R2-0spf-1-area-0.0.0.0]network 10.0.12.2 0.0.0.0
[R2-0spf-1-area-0.0.0.0]network 10.0.23.2 0.0.0.0
[R2-0spf-1-area-0.0.0.0]network 10.0.1.2 0.0.0.0

Hnetworkas S HECERIwildcard-mask AE0RT, NRIZFORYIPHENIE Snetwork-addresstic &
AYIPHELHAER], WLtbEOASIZITOSPFIRNY .

[R3]ospf

[R3-0spf-1]area O
[R3-0spf-1-area-0.0.0.0]network 10.0.13.3 0.0.0.0
[R3-0spf-1-area-0.0.0.0]network 10.0.23.3 0.0.0.0
[R3-0spf-1-area-0.0.0.0]network 10.0.1.3 0.0.0.0

IR 3 &FF OSPF RS

# BF OSPF 48F
[R1]display ospf peer

OSPF Process 1 with Router ID 10.0.1.1
Neighbors

Area 0.0.0.0 interface 10.0.13.1(GigabitEthernet0/0/1)'s neighbors
Router ID: 10.0.1.3 Address: 10.0.13.3

State: Full Mode:Nbris Master Priority: 1

DR:10.0.13.3 BDR:10.0.13.1 MTU:O0

Dead timer due in 36  sec

Retrans timer interval: 0

Neighbor is up for 00:00:30

Authentication Sequence: [ 0]

Neighbors
Area 0.0.0.0 interface 10.0.12.1(GigabitEthernet0/0/3)'s neighbors

Router ID: 10.0.1.2 Address: 10.0.12.2
State: Full Mode:Nbris Master Priority: 1
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BRI

DR:10.0.12.2 BDR:10.0.12.1 MTU: 0
Dead timer due in 39  sec

Retrans timer interval: 4

Neighbor is up for 00:00:28
Authentication Sequence: [ 0]

display ospf peerin$ AR EROSPFHREXIFBEAIEE . BIESEMBEIIXIE. 8F

Router ID. 4BEIAZS. DRIIBDRISHEEZE(EE,

# BE IP iEHZE+H OSPF Z3JZIRVIEHA

[R1]display ip routing-table protocol ospf
Route Flags: R - relay, D - download to fib

Public routing table : OSPF
Destinations : 3 Routes : 4

OSPF routing table status : <Active>

Destinations : 3 Routes : 4
Destination/Mask Proto Pre Cost Flags NextHop
10.0.1.2/32 OSPF 10 1 D 10.0.12.2
10.0.1.3/32 OSPF 10 1 D 10.0.13.3
10.0.23.0/24 OSPF 10 2 D 10.0.13.3
OSPF 10 2 D 10.0.12.2

OSPF routing table status : <Inactive>
Destinations : 0 Routes : 0

51 4 FIE OSPF IAIE

# f£ R1 EECERIAIL

[R1]interface GigabitEthernet0/0/1
[R1- GigabitEthernet0/0/1]ospf authentication-mode md5 1 cipher HCIA-Datacom
[R1]interface GigabitEthernet0/0/3
[R1- GigabitEthernet0/0/3]ospf authentication-mode md5 1 cipher HCIA-Datacom
[R1- GigabitEthernet0/0/3]display this
#
interface GigabitEthernet0/0/3
ip address 10.0.12.1 255.255.255.0
ospf authentication-mode md>5 1 cipher foCQTYsg-4.A\*38y!DVwQO#
#

BFcipher@EXOSEE, FUEEERENIIENSHEROS.

# BEISRISERE
[R1]display ospf peer brief

OSPF Process 1 with Router ID 10.0.1.1
Peer Statistic Information

Interface

GigabitEthernet0/0/3
GigabitEthernet0/0/1
GigabitEthernet0/0/1
GigabitEthernet0/0/3
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Area Id Interface Neighbor id State

Total Peer(s): 0
A FEMEAZETKEIE NI, ATLOAETEE, T

# BoE R2 FREIAILE

[R2]interface GigabitEthernet0/0/3
[R2- GigabitEthernet0/0/3]ospf authentication-mode md>5 1 cipher HCIA-Datacom
[R2]interface GigabitEthernet0/0/4
[R2- GigabitEthernet0/0/4]ospf authentication-mode md5 1 cipher HCIA-Datacom

# BF R2 BIPBERE
[R2]display ospf peer brief

OSPF Process 1 with Router 1D 10.0.1.2
Peer Statistic Information

Area Id Interface Neighbor id State
0.0.0.0 GigabitEthernet0/0/3 10.0.1.1 Full
Total Peer(s): 1

ULATR2 EEGILIFIR] ZZFCIEERISEXZR

# 1£ R3 LECEXIgIAIE

[R3]ospf
[R3-0spf-1]area 0
[R3-0spf-1-area-0.0.0.0]authentication-mode md>5 1 cipher HCIA-Datacom

# BE R3 _LRIMBEIRE
[R3]display ospf peer brief

OSPF Process 1 with Router ID 10.0.1.3
Peer Statistic Information

Area Id Interface Neighbor id State

0.0.0.0 GigabitEthernet0/0/1 10.0.1.1 Full

0.0.0.0 GigabitEthernet0/0/3 10.0.1.2 Full

Total Peer(s): 2
UEATR3 BZEFIRL SR2 BB IHEXF ., 15HF OSPF BT IFSIX A iF AT R EE 1S &5/ OSPF #2]
_FECH OSPF #RXIA I

LIRS BIg RLAFRBMEMEO, FrLE RL £ OSPF S5EKIAIEH

# £ R1 EEEBIAIEH

[R1]ospf
[R1-ospf-1]default-route-advertise always
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default-route-advertisers < FSRISEOUA I B S EIEBOSPFX 1, WNESEHE
always2%, AHIERERDUAEEIIIEAROSPFENAR AT A QEMIRHAZR A HEIAR
M. &, AHIREARFREAKE, FRUUSEEENalways24],

# BER25R3 /Y IP B8HZE

[R2]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 15 Routes : 16
Destination/Mask Proto Pre Cost Flags  NextHop Interface
0.0.0.0/0 O_ASE 150 1 D 10.0.12.1 GigabitEthernet0/0/3
10.0.1.1/32 OSPF 10 1 D 10.0.12.1 GigabitEthernet0/0/3
10.0.1.2/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.1.3/32 OSPF 10 1 D 10.0.233 GigabitEthernet0/0/4
10.0.12.0/24 Direct 0 0 D 10.0.12.2 GigabitEthernet0/0/3
10.0.12.2/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/3
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/3
10.0.13.0/24 OSPF 10 2 D 10.0.121 GigabitEthernet0/0/3
OSPF 10 2 D 10.0.23.3 GigabitEthernet0/0/4
10.0.23.0/24 Direct 0 0 D 10.0.23.2 GigabitEthernet0/0/4
10.0.23.2/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/4
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/4
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBackO
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBackO
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
[R3]display ip routing-table
Route Flags: R - relay, D - download to fib
Routing Tables: Public
Destinations : 15 Routes : 16
Destination/Mask Proto Pre Cost Flags  NextHop Interface
0.0.00/0 O_ASE 150 1 D 10.0.13.1 GigabitEthernet0/0/1
10.0.1.1/32 OSPF 10 1 D 10.0.13.1 GigabitEthernet0/0/1
10.0.1.2/32 OSPF 10 1 D 10.0.23.2 GigabitEthernet0/0/3
10.0.1.3/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.12.0/24 OSPF 10 2 D 10.0.23.2 GigabitEthernet0/0/3
OSPF 10 2 D 10.0.13.1 GigabitEthernet0/0/1
10.0.13.0/24 Direct 0 0 D 10.0.133 GigabitEthernet0/0/1
10.0.13.3/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/1
10.0.13.255/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/1
10.0.23.0/24 Direct 0 0 D 10.0.233 GigabitEthernet0/0/3
10.0.23.3/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/3
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GigabitEthernet0/0/3
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
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127.255.255.255/32 Direct 0 0 D 127.00.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

R2 S5 R3 _LEEZIFIEMAIE AR

SR 6 @TEX R1 HARHECAY Cost (&, {18 R1 HY LoopBack0 i@ R1->R3->R2 RURKIZR
18] R2 B9 LoopBacko 1

# M R1BYEREHZEDIAN, R1 @I R1->R2 BUEE{RiA19) R2 AY LoopBack0 #OAYEEHFEE S 1,
M R1->R3->R2 BUSHIFFEN 2, MR E(F R1->R2 RUREHFFHEATF 2 BIAT,

[R1]interface GigabitEthernet0/0/3
[R1- GigabitEthernet0/0/3]ospf cost 10

# BFE R1 IIRHE

[R1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 14 Routes : 14
Destination/Mask Proto Pre Cost Flags  NextHop Interface
10.0.1.1/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.1.2/32 OSPF 10 2 D 10.0.13.3 GigabitEthernet0/0/1
10.0.1.3/32 OSPF 10 1 D 10.0.13.3 GigabitEthernet0/0/1
10.0.12.0/24 Direct 0 0 D 10.0.12.1 GigabitEthernet0/0/3
10.0.12.1/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/3
10.0.12.255/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/3
10.0.13.0/24 Direct 0 0 D 10.0.13.1 GigabitEthernet0/0/1
10.0.13.1/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/1
10.0.13.255/32 Direct 0 0 D 127.00.1 GigabitEthernet0/0/1
10.0.23.0/24 OSPF 10 2 D 10.0.13.3 GigabitEthernet0/0/1
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBackO
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBackO
127.255.255.255/32 Direct 0 0 D 127.00.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

UEATRI 15/5]R2 A9 LoopBack0 AZL749 F—Ek4 R3 A9 GigabitEthernet0/0/1 £2/[7

# 3@iT Tracert 55183

[R1]tracert —a 10.0.1.1 10.0.1.2
traceroute to  10.0.1.2(10.0.1.2), max hops: 30 ,packet length: 40,press CTRL_C to break
110.0.13.340ms 50 ms 50 ms

210.0.23.260ms 110ms 70 ms
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2.2.3 5 RIGF
1. BT ping IEEMEIRBHZiEOZBHEGE M
2. BT KOS GEIREE, BEERBERNTC.

224 BESE
R1 VA E

#
sysname R1
#
interface GigabitEthernet0/0/1
ip address 10.0.13.1 255.255.255.0
ospf authentication-mode md5 1 cipher %"%# f*R'6q/RMq(+5*g(sP~SB80Q49;%7WE:07P7X:W%"\%#
#
interface GigabitEthernet0/0/3
ip address 10.0.12.1 255.255.255.0
ospf cost 10
ospf authentication-mode md5 1 cipher %" %#]e)pBf~7B0.FM~U;bRAVE$U>%X;>T\MtLIY Rj2%"%#
#
interface LoopBack0
ip address 10.0.1.1 255.255.255.255
#
ospf 1
default-route-advertise always
area 0.0.0.0
network 10.0.1.1 0.0.0.0
network 10.0.12.0 0.0.0.255
network 10.0.13.0 0.0.0.255
#
return

R2 WECE

#
sysname R2
#
interface GigabitEthernet0/0/3
ip address 10.0.12.2 255.255.255.0
ospf authentication-mode md5 1 cipher %"%#z+72ZaTk2+v/g7TE~AMR"NFY AKC>LZ8~Y [**Gh=&%"%#
#
interface GigabitEthernet0/0/4
ip address 10.0.23.2 255.255.255.0
ospf authentication-mode md5 1 cipher %" %#=@2jEBu!{&UY0B*(RDVLc5t~<1B_a-PWC$WH%jQ3%"%#
#
interface LoopBack0
ip address 10.0.1.2 255.255.255.255
#
ospf 1
area 0.0.0.0
network 10.0.1.2 0.0.0.0
network 10.0.12.2 0.0.0.0
network 10.0.23.2 0.0.0.0
#
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return

R3 AYECE

#
sysname R3
#
interface GigabitEthernet0/0/1
ip address 10.0.13.3 255.255.255.0
#
interface GigabitEthernet0/0/3
ip address 10.0.23.3 255.255.255.0
#
interface LoopBack0
ip address 10.0.1.3 255.255.255.255
#
ospf1
area 0.0.0.0
authentication-mode md>5 1 cipher %"%#RI<:SVIn1M>[Gk"v/OeSEWI|:0:4*h;b|-d:N"s{>%"%#
network 10.0.1.3 0.0.0.0
network 10.0.13.3 0.0.0.0
network 10.0.23.3 0.0.0.0
#
return

2.2.5 EEL
1 86, R2 B RL K ICMP IRSMBRERHARAT? i ERE—TEE.
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4

5
>3
I

3 ALE AW NS

N
>3

3.1 L4 —: LAIKMEMS VLAN BESCiS

3.1.1 SCIGN 4R
3.1.1.1 KXFAECEE

LAKME—FPETF CSMA/CD ( Carrier Sense Multiple Access/Collision Detection ) F9HEZ @i
[RRYEUIRMZETIAR . HENHERSIHSEHPRTE. [EZK. HEEETHRERE
B MEA DT BT, B IMENISCIN LAN BiES/AT LARRRIDSSF=ERY 0, (BT Ee
fRE EIRS A IHEAMSEEE .

AEXMIER TEIT VLAN 52K, XM ARTLUE— LAN X923 VLAN, &4
VLAN 2— &5, VLAN WRYEHEIBEHMANE— LAN A—4, 1 VLAN EUAREEE
BB, XiE, BRI RSIE— VLAN /A,

AL BE IR ELHIENIRE, THRHAE VLAN RARRIEXEE .

3.1.1.2 S HAY
o R VLAN BIBIESX
o E4RE Access. Trunk F Hybrid ZEEUZORECE X
o ERETENOLS VLAN BEESE
o ZEEETF MAC #tBlitk% VLAN BIBCE X
o ZEHE MAC itBlit3R R VLAN EERIBEE R
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3.1.1.3 SCIGAM A

S1 S2
GE0/0/10 GE0/0/10 g=

GE0/0/1 GE0/0/14 GE0/0/1

éEO/o 1 “\ GE0/0/1 GEO0/0 2/ GEo/o).ﬁ“""-x.,_._
R1 N s3 S4 .. R3
. VLAN2 .° o VLAN3 -7 (BEHUFEEPC)

E3-1 VLAN BeEsciainh

3.114X¥E=
HENERBIESER, EENH_EMLHIT VLAN £195 . Ei, VLAN 10 J9455% VLAN,
RTIRIEEELRS, RERLEHA PC ATTLUEIT VLAN 10 #1T7RLZi5(E .
ANSEIGIAINEIFR, BJLATE S1#0 S2 3ieHl FECEETFIZEOLIS VLAN, B SERAF
EEREOL S EIE— VLAN, BEY, sJLATE S2 EECEETF MAC #lit¥9> VLAN, 48Ess
7k PC B9 MAC ftihit

3.1.2 LIS E

3.1.2.1 BiHEIR
1.6 VLAN
2 e B ETZEOLS VLAN
3B ETF MAC HlitRI49 VLAN

3.1.2.2 i B0
I8 1 FE S1F S2 8BSt TS RED

# IREE
[

# 4] S1 A9 GE0/0/11 #1 GEO0/0/12 2 0, REHRd ( HCIA-Datacom SIS =532 5R V1.0 ) Fr
HIARRIIAES, EMINETTLAZRRIL ST,

[S1]interface GigabitEthernet 0/0/11
[S1-GigabitEthernet0/0/11]shutdown
[S1-GigabitEthernet0/0/11]quit

[S1]interface GigabitEthernet 0/0/12



S

HUAWEI

HCIA-Datacom SEISIESFH $£40T

[S1-GigabitEthernet0/0/12]shutdown
[S1-GigabitEthernet0/0/12]quit

# %] S2 B9 GE0/0/11 ¥ GE0/0/12 [0

[S2]interface GigabitEthernet 0/0/11
[S2-GigabitEthernet0/0/11]shutdown
[S2-GigabitEthernet0/0/11]quit
[S2]interface GigabitEthernet 0/0/12
[S2-GigabitEthernet0/0/12]shutdown
[S2-GigabitEthernet0/0/12]quit

£ 2 BB IP itk

# BCE R1F1R3 AY IP ttlt, EA#IEO#NES 579 10.1.2.1/24 #0 10.1.10.1/24

[R1]interface GigabitEthernet0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.1.2.1 24

[R3]interface GigabitEthernet0/0/2
[R3-GigabitEthernet0/0/2]ip address 10.1.10.1 24

# BoE S3#0S4 AY IP Hetit, EHebpIBOieitss5079 10.1.3.1/24 #0 10.1.3.2/24 (5= 1: &
F S3#0 S4 2 EEORA=EZO/IRE )

[S3]interface GigabitEthernet0/0/1
[S3-GigabitEthernet0/0/1]undo portswitch

BRI E =R
undo portswitchfp & FRECERLAKMEOMN —EEHREI = EE.
[S3-GigabitEthernet0/0/1]ip address 10.1.3.1 24

[S4]interface GigabitEthernet0/0/2
[S4-GigabitEthernet0/0/2]undo portswitch
[S4-GigabitEthernet0/0/2]ip address 10.1.3.2 24

# ECE S3F0S4 189 1P bk, EAmB4iE[ VLANIFS it 31079 10.1.3.1/24 1 10.1.3.2/24 (172
2: EATF S3F S4 A EEOA=EZO/IRE )
1. 1E3THAN, S3 1 S4 613 VLAN 3

[S3]vlan 3
[S3-vlan3]

[S4]vlan 3
[S4-vlan3]

2. BeEAHENL S3 F0 S4 BUIEO9 Access #2201, FHEEOXIAIIAAY VLAN

[S3]interface GigabitEthernet0/0/1
[S3-GigabitEthernet0/0/1]port link-type access
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[S3-GigabitEthernet0/0/1]port default vian 3
[S3-GigabitEthernet0/0/1]quit

[S4]interface GigabitEthernet0/0/2
[S4-GigabitEthernet0/0/2]port link-type access
[S4-GigabitEthernet0/0/2]port default vlan 3
[S4-GigabitEthernet0/0/2]quit

3. 6 VLANIF HECEHEMNAY IP Hbik
[S3] interface Vlanif 3
interface vlanif vian-idis< FIREIZB=EZiEVLANIFEZOHHAVLANIFZOWE

[S3-Vlanif3]ip address 10.1.3.1 24

[S4] interface Vlanif 3
[S4-VIanif3]ip address 10.1.3.2 24

I 3 g VLAN

# TEAZIRAL S1F0 S2 EEIZ VLAN 2, 3. 10

[S1]vlan batch 2 to 3 10
Info: This operation may take a few seconds. Please wait for a moment...done.

VLAN 2. 3. 10 BIZERELY.

vlan vian-idds< FBREIEVLANFFFHAVLANILE], IRVLIANEEFE, EEHNIZVLANG
E
vlan batch { vian-id7 [ to vian-id2?] }as S FAEISEHL=6I3EVLAN,,

[S2]vlan batch 2 to 3 10

IR 4 FRBEETFEOLS VLAN

# BRERIEM S1 7 S2 IR Access 200, FISEOKIAIIRAY VLAN

[S1]interface GigabitEthernet0/0/1
[S1-GigabitEthernet0/0/1]port link-type access

port link-type { access | hybrid | trunk }as< FRECEZORMERIER, LB EEO
A9ZEEY9ACcess. TrunkagHybrid,

[S1-GigabitEthernet0/0/1]port default vian 2
port default vlan vian-idin<e FARECEEOAVREVLANF EIFIIANIXNVLAN

[S1-GigabitEthernet0/0/1]quit

[S1]interface GigabitEthernet0/0/13
[S1-GigabitEthernet0/0/13]port link-type access
[S1-GigabitEthernet0/0/13]port default vlan 3
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[S1-GigabitEthernet0/0/13]quit

[S2]interface GigabitEthernet0/0/14
[S2-GigabitEthernet0/0/14]port link-type access
[S2-GigabitEthernet0/0/14]port default vlan 3
[S2-GigabitEthernet0/0/14]quit

# BCE3ZIRML S1F0 S2 BIBEENZEY Trunk 320, FHN7IF VLAN 2, 3i&@id

[S1]interface GigabitEthernet0/0/10
[S1-GigabitEthernet0/0/10]port link-type trunk
[S1-GigabitEthernet0/0/10]port trunk allow-pass vlan 2 3

port trunk allow-pass vlan@n< FRECETrunksREUZONIAAIVLAN
[S1-GigabitEthernet0/0/10]Jundo port trunk allow-pass vian 1

undo port trunk allow-pass vlangp< FSEMIBRTrunkZEE2E OINAAIVLAN,
VLAN 1BUARERTFELSIRY, ELEEfRSHEER, HTFREER, —REKEMiR.

[S2]interface GigabitEthernet0/0/10
[S2-GigabitEthernet0/0/10]port link-type trunk
[S2-GigabitEthernet0/0/10]port trunk allow-pass vlan 2 3
[S2-GigabitEthernet0/0/10Jundo port trunk allow-pass vlan 1

IR 5 FIEET MAC HhERI4 VLAN

SNsCIGLEMERR, EREEE R3 EHMFERLSS PC, {RiRiZ PC B9 MAC itblit)9: a008-6fel-
0c46, Z5EBi% PC BJLA@IT S2 BY GigabitEthernet0/0/1. GigabitEthernet0/0/2.
GigabitEthernet0/0/3 EFE—Mm[IEAMLS, FEHEE VLAN 10 HITEHIEEIE

# BB S2, 1k PC B9 MAC #BiibS VLAN 10 <EBX

HEFMACKISVLANIEEMACHELESVLANKEX, 1ZERIRSCAYEMACHELESRTE X VLANRE
R, BIEERGANZVIANSTagfe&ix . APESIYIBUER, AHFEEHND
VLAN, 57T &ixARPNZEEFIEANNIIEE.

[S2] vlan 10
[S2-vlan10] mac-vlan mac-address a008-6fel-0c46

mac-vlan mac-addressap < FARECEMACHEIESVLANSKEL

# BRERTHAH S2 B9 GigabitEthernet0/0/1. GigabitEthernet0/0/2. GigabitEthernet0/0/3 $[79
Hybrid 00, FR1FETF MAC #EliERI5AY VLAN 1813 2480 Hybrid #2200

fEAccessOFTrunkd £, FRBEEFMACKISRIVLANFOPVIDIEREIRS, ARJLAIEZEFER. Fr
PAEFMACHIIERI S5 VLANSESFEHYbrid O LECE, aTLUSEIEZNVIANAR TSRS BT
[S2]interface GigabitEthernet0/0/1

[S2-GigabitEthernet0/0/1]port link-type hybrid
[S2-GigabitEthernet0/0/1]port hybrid untagged vlan 10
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port hybrid untagged vlan@s<> FISRECEHybrid28BUZANNRIVLAN, IXEEVLANAING
LAUntagged 5 zti@id %O

[S2-GigabitEthernet0/0/1]quit

[S2]interface GigabitEthernet0/0/2

[S2-GigabitEthernet0/0/2]port link-type hybrid

[S2-GigabitEthernet0/0/2]port hybrid untagged vlan 10

[S2-GigabitEthernet0/0/2] quit

[S2]interface GigabitEthernet0/0/3

[S2-GigabitEthernet0/0/3]port link-type hybrid

[S2-GigabitEthernet0/0/3]port hybrid untagged vlan 10
[S2-GigabitEthernet0/0/3]quit

# BCERHENL S1 #0 S2 I BAEO /T VLAN 10 @it
R BB EOFZTE2FRIEZSNVIANGIRSEY, FtaTABCE ATrunkiEO,

[S1]interface GigabitEthernet0/0/10
[S1-GigabitEthernet0/0/10]port trunk allow-pass vlan 10
[S1-GigabitEthernet0/0/10]quit

[S2]interface GigabitEthernet0/0/10
[S2-GigabitEthernet0/0/10]port trunk allow-pass vlan 10
[S2-GigabitEthernet0/0/10]quit

# BREBATHEN] S2, {HEE GE0/0/1. GEO0/0/2. GEO0/0/3 #EOETF MAC Hufit¥I4> VLAN IhaE

EREEETEORSUEIRETMACGHIE S RIVIANGE &, /i F(EREETIRIMAC
VLANIjEE .

[S2]interface GigabitEthernet0/0/1
[S2-GigabitEthernet0/0/1]mac-vlan enable

mac-vlan enablenr< FHRFEEEEORIMAC VLANIDEE

[S2-GigabitEthernet0/0/1]quit
[S2]interface GigabitEthernet0/0/2
[S2-GigabitEthernet0/0/2]mac-vlan enable
[S2-GigabitEthernet0/0/2]quit
[S2]interface GigabitEthernet0/0/3
[S2-GigabitEthernet0/0/3]mac-vlan enable
[S2-GigabitEthernet0/0/3]quit

LR 6 BEREEE

# BEIRIAY VLAN 58

[S1]display vlan

display vlanis S FSREEBVLANRIEXER.

display vlan verbosefp S FIKREEISEVIANRIFMESR , BEVLAN ID, KB fEd(E
BLORE GRS 88EOLNXEEONIMALT RS,

The total number of vlans is : 4
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U: Up;

D: Down;

MP: Vlan-mapping;

#: ProtocolTransparent-vlan;

TG: Tagged;

UT: Untagged;

ST: Vlan-stacking;

*: Management-vlan;

VID Type Ports
1 common UT: GE0/0/2(D) GEO0/0/3(D) GEO0/0/4(D) GEO0/0/5(D)
GE0/0/6(D) GEO0/0/7(D) GEO0/0/8(D) GEO0/0/9(D)
GE0/0/11(D) GE0/0/12(D) GEO0/0/14(D) GE0/0/15(D)
GE0/0/16(D) GEO0/0/17(D) GEO0/0/18(D) GEO0/0/19(D)
GE0/0/20(D) GE0/0/21(D) GEO0/0/22(D) GEO0/0/23(D)
GEO0/0/24(D)
2 common UT: GEO0/0/1(U)
TG: GEO0/0/10(U)
3 common UT: GEO0/0/13(U)
TG: GEO0/0/10(U)
10 common TG: GEO0/0/10(U)
VID Status Property MAC-LRN Statistics  Description
1 enable default enable disable VLAN 0001
2 enable default enable disable VLAN 0002
3 enable default enable disable VLAN 0003
10 enable default enable disable VLAN 0010
[S2]display vlan
The total number of vlans is : 4
U: Up; D: Down; TG: Tagged; UT: Untagged;
MP: Vlan-mapping; ST: Vlan-stacking;
#: ProtocolTransparent-vlan; *: Management-vlan;
VID Type Ports
1 common UT: GEO0/0/1(U) GEO0/0/2(D) GEO0/0/3(D) GEO0/0/4(D)
GEO0/0/5(D) GEO0/0/6(D) GEO0/0/7(D) GEO0/0/8(D)
GEO0/0/9(D) GEO0/0/11(D) GEO0/0/12(D) GEO0/0/13(D)
GEO0/0/15(D) GEO0/0/16(D) GEO0/0/17(D) GEO0/0/18(D)
GEO0/0/19(D) GEO0/0/20(D) GEO0/0/21(D) GEO0/0/22(D)
GEO0/0/23(D) GEO0/0/24(D)
2 common TG: GEO0/0/10(V)
3 common UT: GEO0/0/14(V)
TG: GEO0/0/10(U)
10 common UT: GEO0/0/1(U) GEO0/0/2(D) GEO0/0/3(D)
TG: GEO0/0/10(U)
VID Status Property MAC-LRN Statistics  Description
1 enable default enable disable VLAN 0001
2 enable default enable disable VLAN 0002
3 enable default enable disable VLAN 0003
10 enable default enable disable VLAN 0010
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# BEXEE MAC-VLAN 58
[S2]display mac-vlan vlan 10

MAC Address MASK VLAN Priority

00e0-fclc-47a7 Fff-Ffff-ffff 10 0

Total MAC VLAN address count: 1
display mac-vlanm S I REEEFTMACHEIIEKI S VIANELEE R .

3.1.3 Z55RuGIE
SR EIEENE, WIE VLAN BiEER
1) £ S3 £#H4T Ping &3<, {45 S3 AJLA Ping & S4.
2) £ R1 4T Ping 83<, %13 R1 SiEERTCIE Ping 1.
3) 7£ S1 %0 S2 b display mac-address verbose, BEIHEMAT MAC HhiltsE

3.14 BLESE
S1 AYECE

#

sysname S1

#

vlan batch 2 to 3 10

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 2

#

interface GigabitEthernet0/0/10
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 2 to 3 10

#

interface GigabitEthernet0/0/11
shutdown

#

interface GigabitEthernet0/0/12
shutdown

#

interface GigabitEthernet0/0/13
port link-type access
port default vlan 3

#

return

S2 (i E

#
sysname S2
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#

vlan batch 2 to 3 10

#

vlan 10
mac-vlan mac-address a008-6fe1-0c46 priority 0

#

interface GigabitEthernet0/0/1
port link-type hybrid
port hybrid untagged vlan 10
mac-vlan enable

#

interface GigabitEthernet0/0/2
port link-type hybrid
port hybrid untagged vlan 10
mac-vlan enable

#

interface GigabitEthernet0/0/3
port link-type hybrid
port hybrid untagged vlan 10
mac-vlan enable

#

interface GigabitEthernet0/0/10
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 2 to 3 10

#

interface GigabitEthernet0/0/11
shutdown

#

interface GigabitEthernet0/0/12
shutdown

#

interface GigabitEthernet0/0/14
port link-type access
port default vlan 3

#

return
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3.1.5 EHEM

1 BRI, ATRIERESHRISHERRZE, BRRAEFELYH PC ARILIES
VLAN 10 i#17MZ5518), FEZERLE S1 32l ESClliIge, iSRS aaicEsci?

GEOQ/0/2

—>
GEO0/0/1

GEO0/0/1
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3.2 UG HERIERLSEIS

3.2.1 SCIGN 4R

3.2.1.1 XFAR=CEE
AR IZSHRMIE T I THIRED, IRaMNEaREY, BESFERURGE. B2FERTR
HERRSTERMAMLE EF-E IS, SR BXRELAN MAC it RAIRESHIER, NMSE
FAPBERERE, EEBETW . HRRIIEMERIIAEEM, e T EMRHMNY STP
( Spanning Tree Protocol )
SRSIMNNERIIE—F, LN E2MEMNEZINERMAMERL, MN&HRY IEEE
802.1D FRE M AY STP E IEEE 802.1W HhxE M AYHRIERA A AN RSTP ( Rapid Spanning Tree
Protocol ) , FBEIERHFAY IEEE 802.1S FRTE X AIZE RN MSTP ( Multiple Spanning Tree

HCIA-Datacom SEISIESFH $ 48

Protocol ) o
ASLIEEII R STP IEAREE, HBIFRER STP ECEFNRIE, LANERD RSTP 45
4,

3.2.1.2 LIS HAY

o EIRBRTNER STP/RSTP H975iE
o EREMEIIMEN STP &R IE
IBESUFIIER, EEIRFIERIGE

IBERR OSSR, EHRROFHEEREZ7E
IR O, BEHREOMEEROESIEE
o ERDNSIROANEESE

o ZEiRFAMZMA RSTP WBCE S

v

ik W HE 4

W
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3.2.1.3 sSCIGAM A

S1 S2
GE0/0/10 GE0/0/10 G

=<_GFE0/0/11
GEO0/0/13 G‘go 0/ GEO/0/]
/0/74

GE0/0/1

[E3-2 SERiHERSEI R

3.2.14 LIHE=

REREN_ER MWL, ATIREMEAENE, SE_RIRMEPEINTRIER. A THE
IETTARGEREATRER KA EXE, MAC IERRERERN, FEAEIRZ [EEE LM
171388

3.2.2 SCI{FSSECE

3.22.1 Be BB

1. {FERE LRI STP IhgE
- BB SR RIEH IR RIS 2
EsEOSHRIESRORE
. EREIETT RSTP #HY
. BZ& RSTP ib%&ixw0
3222BES R

1 XHASHED, RERT ( HCIA-Datacom SIS =H2321ERT V1.0 ) FTiiRRVIAE, Hit
IERTLAZRE LSRR .
#%4] S1 5 S2 Z[8)fY GigabitEthernet0/0/12 [

[S1]interface GigabitEthernet 0/0/12
[S1-GigabitEthernet0/0/12]shutdown

g B~ W N
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[S2]interface GigabitEthernet 0/0/12
[S2-GigabitEthernet0/0/12]shutdown

£IR 2 RBIREIEIT STP
# £B5{F8EE STP IhEE

<S1>system-view
Enter system view, return user view with Ctrl+Z.
[S1]stp enable

stp enableds < FAR(ERERIRIR TR ] _EAISTP/RSTP/MSTPINEE . MREIBR T, 3THRIR

& ERYSTP/RSTP/MSTPINEEL FREANRE:, LA ECE(NiETA .

# (BRI E RN TEER S STP

[S1]stp mode stp
Info: This operation may take a few seconds. Please wait for a moment...done.

stp mode{mstp | rstp | stp}ar<C FKECERIRIRBAIERMIMY TIFRI . REBRT,
IREFAVE R TARRR AMSTPETL . HENREHIERPHEBERIEISTP,

[S2]stp mode stp
Info: This operation may take a few seconds. Please wait for a moment...done.

[S3]stp mode stp
Info: This operation may take a few seconds. Please wait for a moment...done.

[S4]stp mode stp
Info: This operation may take a few seconds. Please wait for a moment...done.

# BEERNIVAE, LAs1 A6
[S1]display stp

CIST Bridge :32768.4c1f-cc33-7359

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :32768.4c1f-cc10-5913 / 20000 11 Z5BTHIRRERAT \D SHREEEHHE
CIST RegRoot/IRPC :32768.4c1f-cc33-7359 / 0

CIST RootPortld :128.14

BPDU-Protection :Disabled

TC or TCN received 47

TC count per hello :0

STP Converge Mode :Normal

Time since last TC :0 days Oh:0m:38s

Number of TC :15

Last TC occurred :GigabitEthernet0/0/14

ETEETEIEETEORE, LR FELRZ cirl+c 5K E T,

# BESTII LERMRPIRSEBRE,
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[S1]display stp brief
MSTID Port
0 GigabitEthernet0/0/10
0 GigabitEthernet0/0/11
0 GigabitEthernet0/0/13
0 GigabitEthernet0/0/14

[S2]display stp brief
MSTID Port
0 GigabitEthernet0/0/10
0 GigabitEthernet0/0/11
0 GigabitEthernet0/0/13
0 GigabitEthernet0/0/14

[S3]display stp brief
MSTID Port
0 GigabitEthernet0/0/1
0 GigabitEthernet0/0/2
0 GigabitEthernet0/0/3

[S4]display stp brief
MSTID Port
0 GigabitEthernet0/0/1
0 GigabitEthernet0/0/2
0 GigabitEthernet0/0/3

# GREIRET ID EREUARS IR EMNIROER, U155
ST

Role
DESI
DESI
DESI
ROOT

Role
ALTE
ALTE
DESI
ROOT

Role

ALTE
ALTE
ROOT

Role

DESI
DESI
DESI

STP State

FORWARDING
FORWARDING
FORWARDING
FORWARDING

STP State
DISCARDING
DISCARDING
FORWARDING
FORWARDING

STP State
DISCARDING
DISCARDING
FORWARDING

STP State

FORWARDING
FORWARDING
FORWARDING

Protection
NONE
NONE
NONE
NONE

Protection
NONE
NONE
NONE
NONE

Protection
NONE
NONE
NONE

Protection
NONE
NONE
NONE

BUFRFMIOT

GEO/0/10 DP

GE0/0/11 DP
GE0/0/13  ©& /o \\>/GE0/0/14
DP 705 RP
Ro
AP AP
GE0/0/&QGE0/0/2

GEO0/0/3

DP Designated Port 53 RP oF >4
AP Alternate Port
RP Root Port

L CRIZEM A RV SSERE

iE ZHIMUEE, A —ESEFRERIMERRYERSAFMER .
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LI 3 BUURESH, (H18 SLMIRE, S2 ABMIRGE

# B4 S1 70 S2 RIS,

[S1]stp root primary

AT RFENEFNERNE, TRFESTRETR, BEFEMES.

BEWEEPIRT. BF, H8ES.

MZEERIRERIZZIRIR

MEERIXSRIIREEMERA—ES, Bl

BT HITHEN G SEEE ARG, LURIBZIRERIIMRT . stp rootin < FAKECE HRI3SHE
IREIIEEE BRI E DRI

ANt

«  H4Tstp root primarys<$IEE

BRRIFRRIMESER 90, BIERAFREIEN .
*  #{Tstp root secondaryip STEESRISTRREEIEE LM P ARZMHRETT, WRE

ZIR B EREES4096, BRI BEL

[S2]stp root secondary

# £ S1 EEESRI STP RS
[S1]display stp

------- [CIST Global Info][Mode STP]-------

SRR E IRZIRIRE, WRRZREEIEEE

I ESAIEFID

11 5ETHIRREFH \D SIRESEHE

CIST Bridge :0 Ac1f-cc33-7359

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :0 Ac1f-cc33-7359 /0

CIST RegRoot/IRPC :0 4clf-cc33-7359/0

CIST RootPortld :0.0

BPDU-Protection :Disabled

CIST Root Type :Primary root

TC or TCN received :84

TC count per hello :0

STP Converge Mode :Normal

Time since last TC :0 days Oh:1m:44s

Number of TC 21

Last TC occurred :GigabitEthernet0/0/10

LEATESEF\D SHREF\D 166, EREEHES0, 1T S1 EBIMEEHIREF

# EFAIRE LEE STP SRR

[S1]display stp brief
MSTID Port
0 GigabitEthernet0/0/10
0 GigabitEthernet0/0/11
0 GigabitEthernet0/0/13
0 GigabitEthernet0/0/14

[S2]display stp brief
MSTID Port
0 GigabitEthernet0/0/10
0 GigabitEthernet0/0/11
0 GigabitEthernet0/0/13
0 GigabitEthernet0/0/14

Role STP State

DESI FORWARDING
DESI FORWARDING
DESI FORWARDING
DESI FORWARDING

Role STP State
ROOT FORWARDING
ALTE DISCARDING
DESI FORWARDING
DESI FORWARDING

Protection
NONE
NONE
NONE
NONE

Protection
NONE
NONE
NONE
NONE
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[S3]display stp brief
MSTID Port Role STP State Protection
0 GigabitEthernet0/0/1 ROOT FORWARDING NONE
0 GigabitEthernet0/0/2 ALTE DISCARDING NONE
0 GigabitEthernet0/0/3 ALTE DISCARDING NONE
[S4]display stp brief
MSTID Port Role STP State Protection
0 GigabitEthernet0/0/1 ROOT FORWARDING NONE
0 GigabitEthernet0/0/2 ALTE DISCARDING NONE
0 GigabitEthernet0/0/3 DESI FORWARDING NONE

# ARG ID ERLIRS M ERNROER, SIS3RAINAT

S2
RP GEO/O/1(@
AP GEO/0/ 10\»\'5 GE0/0/14
O pp

o°

S1

GEO/0/10 DP

Root Bridge

RP AP
GEO/0/1 GE0/0/2

GEO0/0/3
AP DP

DP Designated Port S3 54

AP Alternate Port

RP Root Port

T4 (EMGRESH, $18 S4 B GigabitEthernet0/0/2 OB ItRIR O]

# BE S4 LB STPIREER
[S4]display stp

CIST Bridge

Config Times
Active Times

CIST Root/ERPC
CIST RegRoot/IRPC
CIST RootPortld
BPDU-Protection
TC or TCN received
TC count per hello
STP Converge Mode

:32768.4c1f-cc10-5913

:Hello 2s MaxAge 20s FwDly 15s MaxHop 20
:Hello 2s MaxAge 20s FwDly 15s MaxHop 20
:0 Ac1f-cc33-7359 / 20000
:32768.4c1f-cc10-5913 /0

:128.1

:Disabled

193

0

:Normal
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Time since last TC :0 days Oh:9m:5s
Number of TC :18
Last TC occurred :GigabitEthernet0/0/1

L2 SA FIS1 HORREEEFAHE 7 20000

# E24 S4 B GigabitEthernet 0/0/1 B9 STP FFE{E I 50000

[S4]interface GigabitEthernet 0/0/1
[S4-GigabitEthernet0/0/1]stp cost 50000

# BELE STP KK EEHE
[S4]display stp brief

MSTID Port Role STP State
0 GigabitEthernet0/0/1 ALTE DISCARDING
0 GigabitEthernet0/0/2 ROOT FORWARDING
0 GigabitEthernet0/0/3 ALTE DISCARDING

S4 A9 GigabitEthernet0/0/2 #2[JE 265 9#Riw

# BEZR) STPRHER
[S4]display stp

CIST Bridge :32768.4c1f-cc10-5913

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :0 Ac1f-cc33-7359 / 40000

CIST RegRoot/IRPC :32768.4c1f-cc10-5913 /0

CIST RootPortld :128.2

BPDU-Protection :Disabled

TC or TCN received 1146

TC count per hello :0

STP Converge Mode :Normal

Time since last TC :0 days Oh:2m:25s

Number of TC :20

Last TC occurred :GigabitEthernet0/0/2

# SEEAINOT

Protection
NONE
NONE
NONE

1 REEEFFE7 20000+20000=40000
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S1 S2
GE0/0/10 DP RP GE0/0/10

Root Bridge

AP
GEO0/0/13\ G, GEO/0/11 DP GEO/O/‘]Q\'\% GE0/0/14
O/ pp
o
AP AP RP

GEO0/0/N\ GE0/0/2

GEO/0/V GE0/0/2

GE0/0/3 GEO0/0/3
DP AP

DP Designated Port S3 >4

AP Alternate Port

RP Root Port

LIRS (EBHRIEMRM IR RSTP
# (EPTBIRBRIE R

[S1]stp mode rstp
Info: This operation may take a few seconds. Please wait for a moment...done.

[S2]stp mode rstp
Info: This operation may take a few seconds. Please wait for a moment...done.

[S3]stp mode rstp
Info: This operation may take a few seconds. Please wait for a moment...done.

[S4]stp mode rstp
Info: This operation may take a few seconds. Please wait for a moment...done.

# BERE LNEMRPAZR, XA S1 A6l
[S1]display stp

CIST Bridge :0 .4c1f-cc33-7359

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :0 4c1f-cc33-7359/0

CIST RegRoot/IRPC :0 4c1f-cc33-7359/0

CIST RootPortld :0.0

BPDU-Protection :Disabled

CIST Root Type :Primary root

TC or TCN received :89

TC count per hello :0

STP Converge Mode :Normal
Time since last TC :0 days Oh:0m:44s
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Number of TC 27
Last TC occurred :GigabitEthernet0/0/11

KREUIENE, XL A o

ST 6 EiEhsin0

# S3 A9 GigabitEthernet 0/0/10-0/0/24 R\ R SEZRARIMZE, BEWMECENBSZIKO
[S3]interface range GigabitEthernet 0/0/10 to GigabitEthernet 0/0/24

BE, RBFNUAMZEONERS, AEERSIUKAMZEOTEHERENERE. NRITIXL
DIXMEZEOFITENMCESRAZR, BEZRAER. Bit, SEEHTHEEESHRS
LA RIZONIAZEI—MERTiROE, FieitisOE5REm<Sh, RasEn2initim0
PHRERIFIB A RZEO FTHITIXE SR SIT, TRUAMZEOMSEE.

i R m FAlRe AT InAiEOE, FEXNEOMPIMEE.

[S3-port-group]stp edged-port enable

stp edged-port enableds S FRECE SRlin O AB%IRO ., HelimOfkERBSZROS,

ANRWEIBPDUIRN, RIESESEIGHGIRIRENIELGIRO, HEIMHITEMMT
=]

3.2.3 FERIGF
1) BRIBESCRR B R, FRRE HeIsLie B FRIRH AR IGOBE

S1 S2
GE0/0/10 GE0/0/10

=4_GE0/0/11
GE0/0/13 Ggo 0/ GEO/0/]
/o/zq

GE0/0/1 GE0/0/2
S3 S4
2) FKAMEEIR LAY ERIRO, MR ESLEN B FIXEMERE IS .
324 B EBESE
S1VECE

#
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sysname S1

#

stp mode rstp

stp instance 0 root primary

#

interface GigabitEthernet0/0/12
shutdown

#

return

S2 UECE

#

sysname S2

#

stp mode rstp

stp instance O root secondary

#

interface GigabitEthernet0/0/12
shutdown

#

return

S3 UECE

#

sysname S3

#

stp mode rstp

#

interface GigabitEthernet0/0/10
stp edged-port enable

#

interface GigabitEthernet0/0/11
stp edged-port enable

#

interface GigabitEthernet0/0/12
stp edged-port enable

#

interface GigabitEthernet0/0/13
stp edged-port enable

#

interface GigabitEthernet0/0/14
stp edged-port enable

#

interface GigabitEthernet0/0/15
stp edged-port enable

#

interface GigabitEthernet0/0/16
stp edged-port enable

#

interface GigabitEthernet0/0/17
stp edged-port enable

#

interface GigabitEthernet0/0/18
stp edged-port enable

#
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interface GigabitEthernet0/0/19
stp edged-port enable

#

interface GigabitEthernet0/0/20
stp edged-port enable

#

interface GigabitEthernet0/0/21
stp edged-port enable

#

interface GigabitEthernet0/0/22
stp edged-port enable

#

interface GigabitEthernet0/0/23
stp edged-port enable

#

interface GigabitEthernet0/0/24
stp edged-port enable

#

return

S4 UECE

#

sysname S4

#

stp mode rstp

#

interface GigabitEthernet0/0/1
stp instance 0 cost 5000

#

return

3.2.5 BEW
1. £ 3th, &(8M S1 1Y GigabitEthernet 0/0/14 1= [1HY cost {3 50000, EEREAZITERIAY
ER? ITA?
2. EHEIHRINT, BERBIHELEEFS S2 AY GigabitEthernet0/0/11 IR AIRIHO
3.51 5 s2 Z[@rIMKR e BRI FRARES? IHA?
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33LW=: LIRS AL

3.3.1 SCIGN 4R

3.3.1.1 X FARLEE
FEEMESIUERITYT K, APXNEFRISIHFENTEHREMRESER . EESRRA
, ERERESERNEOREESFEERREORANREIILRIBINGS, (BXM5E
FEMESTRIER, MERBERIE.
RAEBRERARTUERH TRAARNZE T, BIES MIRZORFE I — N 2iEE
O, AZIEIERHERAIRRY . ECIUEATRBRIRIERT, RS RAEMOEIRALE,
A LIBMHRSREZEHIBAII S . ERRERAEEZGUT=AME:

IR ERRAEANGAHRILIARISRREOTEZ.

RedRM: SEFENERDIEEN, RETLYMREIEt BRI E, MM

REBRGEONTEE.

GEoE: A THRRGEHA, TLSESARIENNER ERREDE,
ARSLIHGEE F AN LACP ECRILAK M IRER SHIECE, FEIFR THRLIAMGERESH
ARHIECENFIE

3.3.1.2 L5 HAY
o EiEFAFMENERERRRESHISEE
o EE(FEMEHS LACP R ERBREIEIE
o EiEEHERS LACP RV M= HEHESAYTTIE
o EREHS LACP HIESR4FEREL S

3.3.1.3 SCIGZAM 1B

51 cEoj0/10 GE0/0/10 .22
“S GEO0/0/11 GEO0/0/11 “S
2 GE0/0/12 GEO/0/ T2 [T

[E3-3 LAKMHERER S LI

33.14L¥E=

FEEAMISEIRT, S15 S2 ZERMSRERTERINGETFEREAIRE . AT RSFIEXR
SHEIRAYTEES, BEE S1H0 S2 Z (Al EAKMIEIRRS .
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3.3.2 LTS BEE
3321 EEEIL;\ED

1. REFIEAEERS

2. BtE LACP =R RE
IHESEEHI BN

4. ﬂé;‘EﬁzﬁESzﬁ:\?EEit

3322 ELE

LR 1 REFTHRRS

# BlE Eth-Trunk 30
[S1]interface Eth-Trunk 1

interface eth-trunkés < FARIFN BERFZERIELth-Trunkiz O, s EIEFHNELh-Trunkiz
H. #=F ‘17 {FEZORS, " CERBEEBEREHRARE.

[S2]interface Eth-Trunk 1

# 1% & Eth-Trunk IFEONRSED
[S1-Eth-Trunk1]mode manual load-balance

modeds S ARECEEth-TrunkfI TIERIL, BLACPERMFIAHSIEEN (FIEX)
R, REBIRT, Eth-Trunkf TR AFIAZSEE. Hats1 ERMRREENA
TEER, SEFRREIAER.

# BERREZEOMARSSE

[S1]interface GigabitEthernet 0/0/10

[S1-GigabitEthernet0/0/10]eth-trunk 1

Info: This operation may take a few seconds. Please wait for a moment...done.
[S1-GigabitEthernet0/0/10]quit

[S1]interface GigabitEthernet 0/0/11

[S1-GigabitEthernet0/0/11]eth-trunk 1

Info: This operation may take a few seconds. Please wait for a moment...done.
[S1-GigabitEthernet0/0/11]quit

[S1]interface GigabitEthernet 0/0/12

[S1-GigabitEthernet0/0/12]eth-trunk 1

Info: This operation may take a few seconds. Please wait for a moment...done.
[S1-GigabitEthernet0/0/12]quit

AHAZIRRZEOMEOMNET, ZF—a0ZEEth-TrunkiZO . tBEILATEEth-TrunkiZOM
E @ trunkportas SHEERNNIEO
[S2]interface Eth-Trunk 1

[S2-Eth-Trunk1]trunkport GigabitEthernet 0/0/10 to 0/0/12
Info: This operation may take a few seconds. Please wait for a moment...done.

¥R RIZOMAEth-TrunkBd, FEFELATERR:
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BAEth-TrunkiZO TF=SBYUUEE8 T REEL.
«  Eth-TrunkiZEOAREEHRE, BIEth-TrunkiZOROERIEOAREEREth-TrunkiZO,

« —PRAKMEOSRBEINAZI—Eth-TrunkiEO, WRFEIMMAEEEth-TrunkizO,

WRSEIR B RRAYEth-Trunkz O o

© SAMIREERTEN-Trunk, SR ENEEIREN BARAYNED-Trunk

EO, MinAdeelEEEE.
*  Eth-TrunkPEEmiRiBiERYIBZONHE. EX, W HRAFVTA—Ho

# BE Eth-Trunk ZIRES

[S1]display eth-trunk 1
Eth-Trunkl's state information is:

WorkingMode: NORMAL Hash arithmetic: According to SIP-XOR-DIP
Least Active-linknumber: 1 Max Bandwidth-affected-linknumber: 32
Operate status: up Number Of Up Port In Trunk: 3

PortName Status Weight

GigabitEthernet0/0/10 Up 1

GigabitEthernet0/0/11 Up 1

GigabitEthernet0/0/12 Up 1

IR 2 ELE LACP L AIGEIRER S

# MIFRELA Eth-Trunk ORI REN

[S1]interface Eth-Trunk 1
[S1-Eth-Trunk1]undo trunkport GigabitEthernet 0/0/10 to 0/0/12
Info: This operation may take a few seconds. Please wait for a moment...done.

[S2]interface Eth-Trunk 1
[S2-Eth-Trunk1]undo trunkport GigabitEthernet 0/0/10 to 0/0/12
Info: This operation may take a few seconds. Please wait for a moment...done.

FEIEREth-TrunkiZONR SRR 28T, BEMRIREth-TrunkFgBE Ak REO.

# IERIRAE
[S1]interface Eth-Trunk 1
[S1-Eth-Trunk1]mode lacp
mode lacp #EEEth-Trunk T{EIER FILACPIE
i EORARNZEE®SA mode lacp-static

[S2]interface Eth-Trunk 1
[S2-Eth-Trunk1]mode lacp

# B RZEOMARSH

[S1]interface Eth-Trunk 1
[S1-Eth-Trunkl1]trunkport GigabitEthernet 0/0/10 to 0/0/12
Info: This operation may take a few seconds. Please wait for a moment...done.
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[S2]interface Eth-Trunk 1
[S2-Eth-Trunk1]trunkport GigabitEthernet 0/0/10 to 0/0/12
Info: This operation may take a few seconds. Please wait for a moment...done.

# BE Eth-Trunk IZORE

[S1]display eth-trunk 1
Eth-Trunk1's state information is:

Local:

LAGID: 1 WorkingMode: STATIC

Preempt Delay: Disabled Hash arithmetic: According to SIP-XOR-DIP

System Priority: 32768 System ID: 4c1f-cc33-7359

Least Active-linknumber: 1 Max Active-linknumber: 8

Operate status: up Number Of Up Port In Trunk: 3

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GigabitEthernet0/0/10  Selected 1GE 32768 11 305 10111100 1
GigabitEthernet0/0/11  Selected 1GE 32768 12 305 10111100 1
GigabitEthernet0/0/12  Selected 1GE 32768 13 305 10111100 1
Partner:

ActorPortName SysPri SystemID PortPri PortNo PortKey PortState

GigabitEthernet0/0/10 32768 4clf-cccl-4a02 32768 11 305 10111100
GigabitEthernet0/0/11 32768 4clf-cccl-4a02 32768 12 305 10111100
GigabitEthernet0/0/12 32768 4clf-cccl-4a02 32768 13 305 10111100

LTI 3 EEIIMEHREDR, UMKEER, IFE GigabitEthernet0/0/11 F]
GigabitEthernet0/0/12 3 OAFAEAIRZ, GigabitEthernet0/0/10 IEMENSED . (BXIE
sEOHEDT 2 B, BEiEXAEEA Eth-Trunk #0,

# BCEIREE S1 8 LACP (R, (FEMAEMIRRE
[S1]lacp priority 100

# FREREOMS R, % GigabitEthernet0/0/11 ¥ GigabitEthernet0/0/12 21

[S1]interface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10]lacp priority 40000

FRE T LACPIER T i IR S MM SIS WA RILACPDUIR S .

B SEmiRIgS:

1. ERESMARFE, NMRNRHRFMER ST RIRNRFMER ( EiAH32768,
/N ), NIFREXT IR I LACPE RN

2. MNRRFMERER, LHERRmEFHIMACHNE, MACHIENI—imAILACPERR .
wHEmiRE, MinEbSIAEiRaEOMERREEENEO, BEOMEREIIT,
Z{iIA932768,

# BCE Eth-trunk jEEE O _EFREHEF TRRENE
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[S1]interface Eth-Trunk 1
[S1-Eth-Trunk1]max active-linknumber 2
[S1-Eth-Trunk1]least active-linknumber 2

FE—Eth-TrunkiZEOA, JEENEOHATLARIEZEIEth-TrunkiZORYRSH B . Eth-Trunk
EONTREREATUpRESHRROFEZ . ARIEEth-TrunkiE ORRSTIHES,
AJLUKEIATRNEE, LUR/\EREEIRSAIZ AR50

- GESEOHTREE: HENEOHNTESNTREER, Eth-TrunkiEORVRESEE
ADown, ZEEMHEOH N REENBENEN TR/, least active-
linknumber@s$ kB E R ERSEEMEOH BN TIREE.

- EEMEOH EIREE: HiEEOHAR LRBER, ZEBAREMRIERIRSEL
UpEBAE(FEth-TrunkiZORITHBEIENN . R EEIHEOZ EIREENBNEEFRIET
HENER FEEMKZNE M . max active-linknumberss < SRR EHEIRE &4
EsEOHEN LIREE.

# FFEBAHIIRE

[S1]interface Eth-Trunk 1
[S1-Eth-Trunk1]lacp preempt enable

ELACPERT, LiEEhHERhHIIMFEEEIRAT, BRSNS RBERTIERM R TSI
RERKIENER; NREBRNSIEERIKETIER, MEIZERNNERNSTERE

CHORERE . XMPIERT, MRFRETLACPIELRIB HINEE, BNARIEESE IRMER
$ERS, EIENENIAZ . lacp preempt enableds < FsREBELACPIETL FLACPLSERIE 5
RITHEE, TREBERT, HERIEHATEILRE.

# BEYH] Eth-Trunk IZORS

[S1]display eth-trunk 1
Eth-Trunkl's state information is:

Local:

LAGID: 1 WorkingMode: STATIC

Preempt Delay Time: 30 Hash arithmetic: According to SIP-XOR-DIP

System Priority: 100 System ID: 4c1f-cc33-7359

Least Active-linknumber: 2 Max Active-linknumber: 2

Operate status: up Number Of Up Port In Trunk: 2

ActorPortName Status PortType PortPri PortNo  PortKey PortState Weight
GigabitEthernet0/0/10  Unselect 1GE 40000 11 305 10100000 1
GigabitEthernet0/0/11  Selected 1GE 32768 12 305 10111100 1
GigabitEthernet0/0/12  Selected 1GE 32768 13 305 10111100 1
Partner:

ActorPortName SysPri SystemID PortPri PortNo Portkey  PortState
GigabitEthernet0/0/10 32768 4clf-cccl-4a02 32768 11 305 10110000
GigabitEthernet0/0/11 32768 4clf-cccl-4a02 32768 12 305 10111100
GigabitEthernet0/0/12 32768 4clf-cccl-4a02 32768 13 305 10111100

25E7 GigabitEthernet0/0/11 #J GigabitEthernet0/0/12 LA FEGFAZS,
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# FT X4 GigabitEthernet0/0/12 &5k S EIFE

[S1]interface GigabitEthernet 0/0/12
[S1-GigabitEthernet0/0/12]shutdown

[S1]display eth-trunk 1
Eth-Trunk1's state information is:
Local:

LAGID: 1

Preempt Delay Time: 30

System Priority: 100

Least Active-linknumber: 2
Operate status: up

WorkingMode: STATIC

System ID: 4c1f-cc33-7359
Max Active-linknumber: 2
Number Of Up Port In Trunk: 2

Hash arithmetic: According to SIP-XOR-DIP

ActorPortName Status PortType PortPri PortNo PortKey PortState Weight
GigabitEthernet0/0/10  Selected 1GE 40000 11 305 10111100 1
GigabitEthernet0/0/11  Selected 1GE 32768 12 305 10111100 1
GigabitEthernet0/0/12  Unselect 1GE 32768 13 305 10100010 1
Partner:

ActorPortName SysPri SystemID PortPri PortNo  PortKey PortState
GigabitEthernet0/0/10 32768 4clf-cccl-4a02 32768 11 305 10111100
GigabitEthernet0/0/11 32768 4clf-cccl-4a02 32768 12 305 10111100
GigabitEthernet0/0/12 0 0000-0000-0000 O 0 0 10100011

GigabitEthernet 0/0/10 E433E4 5 Z A2,

# BF T X4 GigabitEthernet 0/0/11 {&HAsEIREIFE

[S1]interface GigabitEthernet 0/0/11
[S1-GigabitEthernet0/0/11]shutdown

[S1]display eth-trunk 1
Eth-Trunkl's state information is:
Local:

LAGID: 1

Preempt Delay Time: 30

System Priority: 100

Least Active-linknumber: 2
Operate status: down

WorkingMode: STATIC

System ID: 4c1f-cc33-7359
Max Active-linknumber: 2
Number Of Up Port In Trunk: 0

Hash arithmetic: According to SIP-XOR-DIP

ActorPortName Status  PortType  PortPri PortNo  PortKey PortState Weight
GigabitEthernet0/0/10  Unselect 1GE 40000 11 305 10100000 1
GigabitEthernet0/0/11  Unselect 1GE 32768 12 305 10100010 1
GigabitEthernet0/0/12  Unselect 1GE 32768 13 305 10100010 1
Partner:

ActorPortName SysPri SystemID PortPri PortNo Portkey  PortState
GigabitEthernet0/0/10 32768 4clf-cccl-4a02 32768 11 305 10110000
GigabitEthernet0/0/11 0 0000-0000-0000 0O 0 0 10100011
GigabitEthernet0/0/12 0 0000-0000-0000 O 0 0 10100011

RFIRE TEth-TrunkASEENEE T IREMES2, FRLARGEHPTRIEIEOHEDTF20T,
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BARGENNAYEOSSEXA . REIAIGigabitEthernet0/0/104FUPKE, B2(A
QbTFUnselectiRZS

LR 4 ERESEER

# R E—2HhxiArvED

[S1]inter GigabitEthernet 0/0/11
[S1-GigabitEthernet0/0/11]undo shutdown
[S1-GigabitEthernet0/0/11]quit

[S1]inter GigabitEthernet 0/0/12
[S1-GigabitEthernet0/0/12]undo shutdown

# K230 #f5, BEEZHE] Eth-Trunkl B9EOIRZE

[S1]display eth-trunk 1
Eth-Trunk1's state information is:
Local:

LAGID: 1

Preempt Delay Time: 30

System Priority: 100

Least Active-linknumber: 2
Operate status: down

WorkingMode: STATIC

Hash arithmetic: According to SIP-XOR-DIP
System ID: 4c1f-cc33-7359

Max Active-linknumber: 2

Number Of Up Port In Trunk: 0

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GigabitEthernet0/0/10  Unselect 1GE 40000 11 305 10100000 1
GigabitEthernet0/0/11  Selected 1GE 32768 12 305 10100010 1
GigabitEthernet0/0/12  Selected 1GE 32768 13 305 10100010 1

Partner:

ActorPortName SysPri SystemID PortPri PortNo PortKey  PortState
GigabitEthernet0/0/10 32768 4c1f-cccl-4a02 32768 11 305 10110000
GigabitEthernet0/0/11 0 0000-0000-0000 0 0 0 10100011
GigabitEthernet0/0/12 0 0000-0000-0000 0 0 0 10100011

FF{#FE8E 7 Eth-TrunkiZORYIE HI0EE, FRLAZGigabitEthernet0/0/1170
GigabitEthernet0/0/128AHNUPIREZ G, XE N ZONEONKLERST
GigabitEthernet0/0/10, BrLAGigabitEthernet0/0/10&# AunselectiX7® . BEITEAERESE
AT RIEREIRAVISENE, BUARNE SEERT 308, FLAZE3I EAsRERS.

# {228 Eth-Trunk ZFARYRESEEIUHET BRI IP teht

[S1]interface Eth-Trunk 1
[S1-Eth-Trunk1]load-balance dst-ip

HEEEEth-TrunkiZORRESHEIRENMERE £, REEEIAZ—BRIET, (FA
load-balancefp S ECEEth-TrunkiZO L HIEER, BERE A OIREESYIENERE
HITRENGHSIE, BeEREE. BTRIESIERNEFRRESR, ELiEiEm
IREONRESIEER T UARA—E, MiREARE.

65
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3.3.3 5 5RIGE

B

334 FLESE
S1p9ECE

#

sysname S1

#

lacp priority 100

#

interface Eth-Trunk1
mode lacp
least active-linknumber 2
load-balance dst-ip
lacp preempt enable
max active-linknumber 2

#

interface GigabitEthernet0/0/10
eth-trunk 1
lacp priority 40000

#

interface GigabitEthernet0/0/11
eth-trunk 1

#

interface GigabitEthernet0/0/12
eth-trunk 1

#

return

S2 BUECE

#

sysname S2

#

interface Eth-Trunk1
mode lacp

#

interface GigabitEthernet0/0/10
eth-trunk 1

#

interface GigabitEthernet0/0/11
eth-trunk 1

#

interface GigabitEthernet0/0/12
eth-trunk 1

#

return

3.35 BEMm

1. B2E least active-linknumber 1 max active-linknumber B¢, YIFENSEANEGHALERK?
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3.4 5C4GPY: SCIP VLAN |[B)i@({55080

3.4.1 SCIGN 4R

3.4.1.1 XFARECEG

%1% VLAN [, AE VLAN BIBRERE_ER, XiEReteRiias BI/ER . (B3R

B, AE VLAN WARXEEEIHIIEK, WINEEZEELIARE VLAN FIBERES, &R

VLAN (81835 .

FPRM T ZHERII VLAN [B1E1G, ERERNERJ VLANIF #20O%0 Dotlg 24574

Mo
Dotlg#245FE0: FIEOME—MM=E0&1EE0O. RVLANIFEZO—#, £7E0L
BoEDotlqRLETNAEFNIPHENL S, IRBHESRIMBNAIMACKINH B =B RIRENL,
HMSLHMVLANEIN=EHE., DotlgRFEOERATEI—=EURMEO T ES
TMVLANRLEHEIIRE .
VLANIF #0: VLANIF #O2—"=Ea9&%EE 0., £ VLANIF Z0O LECE IP itk
5, ®RBETE MAC HiERF 700 VLANIF #Z0/9 MAC ftEit+VID RIR, FHEAIERTRY
=BRERINEMNEN .. SIRAB/ MAC it ITEGZEINE, SR {T=Eitk, #HimsE
I VLAN B =EH&,

ASLIEETIX A URSCI VLAN B HIFEK, HEZERH—S1B#EE VLAN iR

H,

3.4.1.2 LG HAY
o EREIAE Dotlq L5 FIEOT AL VLAN @55
o EiEEIEE VLANIF ZO75ELH VLAN B85
o RAIEfE VLAN BIEEIBORIEE LTS



S

- SrIdEE
HUAWEI HCIA-Datacom LG5S F AR 5568 T

3.4.1.3 sSCIGAM A

R1

GEOQ/0/1

GEO0/0/1

R2 R3

[El3-4 SEH VLAN [EliE8{S5Eaaiash

1. R2 1 R3{&EMLiRAF, 0 IP it R 192.168.2.1/24 §1 192.168.3.1/24,
2. R2 #0 R3 g9RI&ttiib 455179 192.168.2.254 1 192.168.3.254,
3. 7£ S1 Y% GigabitEthernet0/0/2 1 GigabitEthernet0/0/3 £ BIXIN VLAN2 %0 VLAN3,

3.4.1.4 S
R2 1 R3 AL FAEHY VLAN, MERiBiT VLANIF #207F0 Dotlq REFEON BT R2 5
R3 ZEIMNEIAEXK,

3.4.2 SLIG(FSSECE

3.4.2.1 BeE B

1. BCE Dotlq REF1EO 5 EEI VLAN [EH1A
2. Bc& VLANIF #2075 7%3LH VLAN 8/ Hi5

3422 BcBELE
S 1 REEMEE

# 4 R1. R2, R3#S1 @3
B o

#R2 F1 R3 {9 IP bt B2 K ECE
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<R2> system-view

Enter system view, return user view with Ctrl+Z.
[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]ip address 192.168.2.1 24
[R2-GigabitEthernet0/0/1]quit

[R2]ip route-static 0.0.0.0 0 192.168.2.254

BIEBCAREA, 1S TLEREME T,

<R3>system-view

Enter system view, return user view with Ctrl+Z.
[R3]interface GigabitEthernet 0/0/1
[R3-GigabitEthernet0/0/1]ip address 192.168.3.1 24
[R3-GigabitEthernet0/0/1]quit

[R3]ip route-static 0.0.0.0 0 192.168.3.254

# 7£ S1 X3 R2 #1 R3 1T VLAN %1%

[S1]vlan batch 2 3

Info: This operation may take a few seconds. Please wait for a moment...done.
[S1]interface GigabitEthernet 0/0/2

[S1-GigabitEthernet0/0/2]port link-type access

[S1-GigabitEthernet0/0/2]port default vlan 2

[S1-GigabitEthernet0/0/2]quit

[S1]interface GigabitEthernet 0/0/3

[S1-GigabitEthernet0/0/3]port link-type access

[S1-GigabitEthernet0/0/3]port default vian 3

I 2 @i Dotlq RE5FEOSTH VLAN [EHH

# BcE S1 LAY Trunk #2200

[S1]interface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]port trunk allow-pass vlan 2 3

BT VLAN /B G5 3HEZE A R] KEEZVLAN, AL S1 FIIR1 Z/EJH953F5 ZZ01F VLAN2 #JVLAN3 #E1,

# 7£ R1 L EIEEHELE Dotlq £45FE0

[R1]interface GigabitEthernet 0/0/1.2

BIEFHFANFEOME .. 20FFEONRS, —RENFEORSSVLAN IDIEE, 51E
1212,

[R1-GigabitEthernet0/0/1.2]dot1q termination vid 2

dot1q termination vid vian-idis< FskEE FHEDot 1R 4EHIVLAN 1D,

LALCEEE /9f): ZGigabitEthernet0/0/ 13 OMEITBVLAN RENEIEZ G, SXH2S
FEOFITVIANREREFHEENIE . M2SFEORHNERES EVLAN 289K
[R1-GigabitEthernet0/0/1.2]arp broadcast enable

BREFEOFEER BIRY, EREI BIREENEECZIRNER . AT RITFERE
FiEORE AT BIRX, aJLUBIEFEO LHiTa<arp broadcast enable{FgE&4EF



S

- SrIdEE
HUAWEI HCIA-Datacom LG5S F AR 70 @

ZORYARPIEINRE . BRIRBENAEREIZINRE, LapSHIBCERIEREME -

[R1-GigabitEthernet0/0/1.2]ip address 192.168.2.254 24
[R1-GigabitEthernet0/0/1.2]quit

[R1]interface GigabitEthernet 0/0/1.3
[R1-GigabitEthernet0/0/1.3]dotlq termination vid 3
[R1-GigabitEthernet0/0/1.3]arp broadcast enable
[R1-GigabitEthernet0/0/1.3]ip address 192.168.3.254 24
[R1-GigabitEthernet0/0/1.3]quit

# 1 VLAN [EIRipECE S

<R2>ping 192.168.3.1
PING 192.168.3.1: 56 data bytes, press CTRL_C to break
Reply from 192.168.3.1: bytes=56 Sequence=1 ttl=254 time=60 ms
Reply from 192.168.3.1: bytes=56 Sequence=2 ttI=254 time=40 ms
Reply from 192.168.3.1: bytes=56 Sequence=3 ttl=254 time=110 ms
Reply from 192.168.3.1: bytes=56 Sequence=4 ttI=254 time=70 ms
Reply from 192.168.3.1: bytes=56 Sequence=5 ttl=254 time=100 ms

--- 192.168.3.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 40/76/110 ms

<R2>tracert 192.168.3.1
traceroute to  192.168.3.1(192.168.3.1), max hops: 30 ,packet length: 40,press CTRL_C to break

1192.168.2.25430ms 50 ms 50 ms

2192.168.3.170ms 60ms 60 ms
UEATVLAN2 FIVLANS Z/EIE42aTLAFERIE 1

£IR 3 @i VLANIF 0O VLAN B85

# 5k E—LEE

[S1]interface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]Jundo port trunk allow-pass vilan 2 3
[S1-GigabitEthernet0/0/1]undo port link-type

[R1]undo interface GigabitEthernet 0/0/1.2
[R1]undo interface GigabitEthernet 0/0/1.3

# 7£ S1 _E6IEMERMAY VLANIF 320

[S1]interface Vlanif 2

interface vlanif vian-idis< BREIZVLANIFZOFFFAVLANIFEZOME . RELE S
SEIEBVLANSG, ARe{Tinterface vlanifis$BIERVLANIFEO,

[S1-Vlanif2]ip address 192.168.2.254 24
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[S1-Vlanif2]quit

[S1]interface Vlanif 3

[S1-Vlanif3]ip address 192.168.3.254 24
[S1-Vlanif3]quit

# ¥ VLAN (B BiHE5E S

<R2>ping 192.168.3.1

PING 192.168.3.1: 56 data bytes, press CTRL_C to break
Reply from 192.168.3.1: bytes=56 Sequence=1 ttl=254 time=100 ms
Reply from 192.168.3.1: bytes=56 Sequence=2 ttl=254 time=50 ms
Reply from 192.168.3.1: bytes=56 Sequence=3 ttl=254 time=50 ms
Reply from 192.168.3.1: bytes=56 Sequence=4 ttl=254 time=60 ms
Reply from 192.168.3.1: bytes=56 Sequence=5 ttl=254 time=70 ms

--- 192.168.3.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 50/66/100 ms

<R2>tracert 192.168.3.1
traceroute to  192.168.3.1(192.168.3.1), max hops: 30 ,packet length: 40,press CTRL_C to break
1192.168.2.25440ms 30ms 20 ms

2192.168.3.140ms 30ms 40 ms
UEATVLAN2 FIVLAN3 Z/E/E42 AT LA EAIE 5

3.4.3 Z5ERIGIE

B o

344 FLESE
S1 AIECE

#
sysname S1
#
vlan batch 2 to 3
#
interface Vlanif2
ip address 192.168.2.254 255.255.255.0
#
interface Vlanif3
ip address 192.168.3.254 255.255.255.0
#
interface GigabitEthernet0/0/2
port link-type access
port default vlan 2
#
interface GigabitEthernet0/0/3
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port link-type access
port default vlan 3

#

return

R2 lUECE

#
sysname R2
#
interface GigabitEthernet0/0/1
ip address 192.168.2.1 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 192.168.2.254
#
return

R3 VAL E

#
sysname R3
#
interface GigabitEthernet0/0/1
ip address 192.168.3.1 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 192.168.3.254
#
return

3.45 EHEWM

1. & R2 18Ei5(0) R1 FrBERIMES, 1 S1 EIRREM+AEE?
2. VLANIF [ EA—=EENFEERE L, BMABR FMEOSLT UP KE?
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4.1 3L835—: ipialEHlyIRECE L

4.1.1 SLIG4E
4.1.1.1 XF AL

IB1a)3EHI%1ZE ACL ( Access Control List ) RH—Ra B EMNIEMIES . FMBIN, 215
AR LR RFIBNED , XERGaARIRSCATRIEE. BRI, KOSE,

ACL AR E2—FiRITIEE, MRS, REETXEMNHTRY TR, o
LU S ERIRSL, FHRIERIF ACL ROl SSHEHRANM BN SR A1 B iE L2 R SOEAT
4.1.1.2 LS HAY
o IR ACL WERBSE
o R ACL 7EIEO TFRIRAIS:
o ERABITHRNEAST
4.1.1.3 SCEGLAMI /MR

ERis TelnetfB5388 .

OSPF

Bl4-1 ACL BCESCIGIAH

4114 ES

WNEMERTR, R3 BARSZEE, R1 AEFiR, EFinSIRSZEEZEKHERIA, EF R1F0R2
18] B B4 TR i3 B9 10.1.2.1/24 ¥0 10.1.2.2/24, R2 ¥0 R3 [/ BB 4IBZOMIESBIH
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10.1.3.2/24 0 10.1.3.1/24, 5%k, R1 LEIEZEFNZ4E1Z LoopBack 0 #0 LoopBack 1 93 BlfEHL
HNEZRiRERF, Hhto 307 10.1.1.1/24 1 10.1.4.1/24,

HAA— AP (R1AY LoopBack 1 1% ) EEIZEIRIRE R3, OILAEIRSSEINRACE
Telnet, FAFBIIZEESR, HEEET ACL NLLER, RIEREHFALEERBINARS

BEERIRE -

4.1.2 SCU{FSEECE

4.1.2.1 BeEBRE
1.ECEIRE IP bt
2.FcE OSPF, {E1EM4EIZEAIL
3.BCE ACL, UEUSERSE
ABCERETIR
4122 BeELTE
S 1 EEIRS IP et

# BCE R1. R2 0 R3 AY IP it

[R1]interface GigabitEthernet0/0/3
[R1-GigabitEthernet0/0/3]ip address 10.1.2.1 24
[R1-GigabitEthernet0/0/3]quit

[R1]interface LoopBack 0

[R1-LoopBackOQ]ip address 10.1.1.1 24
[R1-LoopBack0]quit

[R1]interface LoopBack 1

[R1-LoopBack1l]ip address 10.1.4.1 24
[R1-LoopBack0]quit

¥

[R2]interface GigabitEthernet 0/0/3
[R2-GigabitEthernet0/0/3]ip address 10.1.2.2 24
[R2-GigabitEthernet0/0/3]quit

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]ip address 10.1.3.2 24
[R2-GigabitEthernet0/0/4]quit

[R3]interface GigabitEthernet0/0/3
[R3-GigabitEthernet0/0/3]ip address 10.1.3.1 24
[R3-GigabitEthernet0/0/3]quit

IR 2 ElE OSPF [EMREE

# £ R1. R2#1R3 LACE OSPF, =&HIREFIFAERXIE 0, SLNEMNEIXERE

[R1]ospf

[R1-ospf-1]area O
[R1-ospf-1-area-0.0.0.0]network 10.1.1.1 0.0.0.0
[R1-ospf-1-area-0.0.0.0]network 10.1.2.1 0.0.0.0
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[R1-ospf-1-area-0.0.0.0]network 10.1.4.1 0.0.0.0
[R1-ospf-1-area-0.0.0.0]return

[R2]ospf

[R2-ospf-1]area O
[R2-o0spf-1-area-0.0.0.0]network 10.1.2.2 0.0.0.0
[R2-o0spf-1-area-0.0.0.0]network 10.1.3.2 0.0.0.0
[R2-ospf-1-area-0.0.0.0]return

[R3]ospf

[R3-ospf-1]area 0
[R3-ospf-1-area-0.0.0.0]network 10.1.3.1 0.0.0.0
[R3-0spf-1-area-0.0.0.0]return

# 7£ R3 17 Ping 5%, 1MIMLEZATERE M

<R3>ping 10.1.1.1

PING 10.1.1.1: 56 data bytes, press CTRL_C to break
Reply from 10.1.1.1: bytes=56 Sequence=1 ttI=254 time=40 ms
Reply from 10.1.1.1: bytes=56 Sequence=2 ttI=254 time=40 ms
Reply from 10.1.1.1: bytes=56 Sequence=3 ttI=254 time=20 ms
Reply from 10.1.1.1: bytes=56 Sequence=4 ttI=254 time=40 ms
Reply from 10.1.1.1: bytes=56 Sequence=5 ttI=254 time=30 ms

---10.1.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 20/34/40 ms

<R3>ping 10.1.2.1

PING 10.1.2.1: 56 data bytes, press CTRL_C to break
Reply from 10.1.2.1: bytes=56 Sequence=1 ttI=254 time=30 ms
Reply from 10.1.2.1: bytes=56 Sequence=2 ttI=254 time=30 ms
Reply from 10.1.2.1: bytes=56 Sequence=3 ttI=254 time=30 ms
Reply from 10.1.2.1: bytes=56 Sequence=4 ttI=254 time=30 ms
Reply from 10.1.2.1: bytes=56 Sequence=5 ttI=254 time=50 ms

--- 10.1.2.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 30/34/50 ms

<R3>ping 10.1.4.1

PING 10.1.4.1: 56 data bytes, press CTRL_C to break
Reply from 10.1.4.1: bytes=56 Sequence=1 ttI=254 time=50 ms
Reply from 10.1.4.1: bytes=56 Sequence=2 ttI=254 time=30 ms
Reply from 10.1.4.1: bytes=56 Sequence=3 ttI=254 time=40 ms
Reply from 10.1.4.1: bytes=56 Sequence=4 tt|=254 time=30 ms
Reply from 10.1.4.1: bytes=56 Sequence=5 ttI=254 time=30 ms

--- 10.1.4.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
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0.00% packet loss
round-trip min/avg/max = 30/36/50 ms

IR 3 FEE R3H Telnet PRSZ3E
# £ R3 {#8E Telnet IhRE, ECERAFPHIRENRN 3 %K, EREEA Huawei@123

[R3]telnet server enable
telnet server enablefs < FHR(FaETelnet RSSEE .

[R3]user-interface vty 0 4

user-interfacefn S AREN—AFREVE RS AR FREWE,
VTY ( Virtual Type Terminal ) FBFPRHE, FAXRSEMGEE S TelnetaiSSHERXEFZAYE
Fo

[R3-ui-vty0-4]user privilege level 3

[R3-ui-vty0-4] set authentication password cipher

Warning: The "password" authentication mode is not secure, and it is strongly recommended to use "aaa"
authentication mode.

Enter Password(<8-128>):Huawei@123

Confirm password:Huawei@123

[R3-ui-vty0-4] quit

)3?4 BiE ACL HfTmEdiE

B—: £ R3IAYVTY EZOPLES ACL, Fo1F R1 @i LoopBack 1 [ttt Telnet E| R3,

# £ R3 LfcE ACL

[R3]acl 3000

[R3-acl-adv-3000]rule 5 permit tcp source 10.1.4.1 0.0.0.0 destination 10.1.3.1 0.0.0.0 destination-port eq 23
[R3-acl-adv-3000]rule 10 deny tcp source any

[R3-acl-adv-3000]quit

# ERIBY VTY EO EHITRETIE

[R3]user-interface vty 0 4
[R3-ui-vty0-4]acl 3000 inbound

# TER3 LEE ACL REEER
[R3]display acl 3000

display aclip SR REEACLIVEE(E R
Advanced ACL 3000, 2 rules
BRipEERSIE, FS793000, 250N,
Acl's step is 5
ACLRIZEHKI5 .
rule 5 permit tcp source 10.1.4.1 0 destination 10.1.3.1 0 destination-port eq telnet

U5, RFFENRERE, JELEAYRAT, A~ERmatches=FE,

HCIA-Datacom SEISIESFH BT76 T
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rule 10 deny tcp

BT 7 R2 g9 IBEOINES ACL, R RL EIIEZOMBALE Telnet F R3,
# £ R2 LEZE ACL

[R2]acl 3001

[R2-acl-adv-3001]rule 5 permit tcp source 10.1.4.1 0.0.0.0 destination 10.1.3.1 0.0.0.0 destination-port eq 23
[R2-acl-adv-3001]rule 10 deny tcp source any
[R2-acl-adv-3001]quit

# 7£ R2 9 GE0/0/3 #EO b iTimEigiE

[R2]interface GigabitEthernet0/0/3
[R2-GigabitEthernet0/0/3]traffic-filter inbound acl 3001

# £R2 EBE ACLEEER

[R2]display acl 3001

Advanced ACL 3001, 2 rules

Acl's step is 5

rule 5 permit tcp source 10.1.4.1 0 destination 10.1.3.1 0 destination-port eq telnet (21 matches)

MNS, RIHMFERREEY, LEARYEE21.

rule 10 deny tcp (1 matches)

4.1.3 Z5RIIE
12 Telnet i38], 3GIIE ACL BCELER
1) 7€ R1 Bt 10.1.1.1 telnet FIARSS S8
<R1>telnet -2 10.1.1.1 10.1.3.1
telnetds S FSRM LRI B FRATelneti M ERFIHEBIRSE -
-a source-jp-address : @iZIEEIEMEE, FFPRILARIEENIPHEI SIRSZIHEES.

Press CTRL_] to quit telnet mode
Trying 10.1.3.1 ...
Error: Can't connect to the remote host

2) 7£ Rl bEsiEehE 10.1.4.1 telnet EIIRSZSE

<R1>telnet -a 10.1.4.1 10.1.3.1
Press CTRL_] to quit telnet mode
Trying 10.1.3.1 ...
Connected t0 10.1.3.1 ...

Login authentication

Password:
<R3>quit
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414 BESE (HFR—)
R1 BYECE

#
sysname R1
#
interface GigabitEthernet0/0/3
ip address 10.1.2.1 255.255.255.0
#
interface LoopBack0
ip address 10.1.1.1 255.255.255.0
#
interface LoopBack1
ip address 10.1.4.1 255.255.255.0
#
ospf1
area 0.0.0.0
network 10.1.1.1 0.0.0.0
network 10.1.2.1 0.0.0.0
network 10.1.4.1 0.0.0.0
#
return

R2 HUECE

#
sysname R2
#
interface GigabitEthernet0/0/3
ip address 10.1.2.2 255.255.255.0
#
interface GigabitEthernet0/0/4
ip address 10.1.3.2 255.255.255.0
#
ospf1
area 0.0.0.0
network 10.1.2.2 0.0.0.0
network 10.1.3.2 0.0.0.0
#
return

R3 WVECE

#
sysname R3
#
acl number 3000
rule 5 permit tcp source 10.1.4.1 0 destination 10.1.3.1 0 destination-port eq telnet
rule 10 deny tcp
#
interface GigabitEthernet0/0/3
ip address 10.1.3.1 255.255.255.0
#
ospf 1
area 0.0.0.0
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network 10.1.3.1 0.0.0.0
#
telnet server enable
#
user-interface vty 0 4
acl 3000 inbound
authentication-mode password
user privilege level 3
set authentication password
cipher %"%#Z5)H#8cE(YJBYZ:="}c-;trp&784i>HtKI~pLnn>2zL 16cs<6E}Xj.FmK5(8%"%#
#
return

415 BEESE (F )
R1 VA E

#
sysname R1
#
interface GigabitEthernet0/0/3
ip address 10.1.2.1 255.255.255.0
#
interface LoopBack0
ip address 10.1.1.1 255.255.255.0
#
interface LoopBack1
ip address 10.1.4.1 255.255.255.0
#
ospf 1
area 0.0.0.0
network 10.1.1.1 0.0.0.0
network 10.1.2.1 0.0.0.0
network 10.1.4.1 0.0.0.0
#
return

R2 WECE

#
sysname R2
#
acl number 3001
rule 5 permit tcp source 10.1.4.1 0 destination 10.1.3.1 0 destination-port eq telnet
rule 10 deny tcp
#
interface GigabitEthernet0/0/3
ip address 10.1.2.2 255.255.255.0
traffic-filter inbound acl 3001
#
interface GigabitEthernet0/0/4
ip address 10.1.3.2 255.255.255.0
#
ospf 1



S

- SLIAEE
HUAWEI HCIA-Datacom LG5S F AR 5580 @

area 0.0.0.0
network 10.1.2.2 0.0.0.0
network 10.1.3.2 0.0.0.0
#
return

R3 VAL E

#

sysname R3
#
interface GigabitEthernet0/0/3

ip address 10.1.3.1 255.255.255.0
#
ospf 1

area 0.0.0.0

network 10.1.3.1 0.0.0.0

#

telnet server enable
#
user-interface vty 0 4
authentication-mode password

user privilege level 3

set authentication password
cipher %"%#Z5)H#8cE(YJ6Y Z:="}c-;trp&784i>HtKI~pLnn>2zL 16¢cs<6E}xj.FMK5(8%"%#
#
return

4.1.6 BERSKIIINE

{AFEFESCIeEMIE], & R3 [BHY A Telnet BRS388F0 FTP ARS32E, MERZEFim R1 AY LoopBack
0 OB R EENLIAE] FTP BRSS, R1 AY LoopBack 1 #Z[Oithit REEALIHIT Telnet 3F R3 H{Tix
EE1E,

BEIYEE ACL, TR LIAEK,
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4.2 LIS 7K AAA BB sl

4.2.1 SLIG48
4.2.1.1 FFASLIE

AAA 2 Authentication ( TAIE ) . Authorization ( #24% ) %0 Accounting ( 112% ) ISR, 2N
LLZLN—FSIENG, RETINE. BN HE=fML2IEE.
X=FZ2INseR B ERWNT:

TAIE: BIER PR AT LERSMEEEIEN .

1B 1SR P eI LAERERLIRSS

T2 IERAPERMEEIRRIER .
FFAILAMER AAA IR —ME M2 2RSS . Flil, AR Bt R T AL RS ER
TRRYAHEHITEMIAIE, IPAMNEEERREREINERSEAT, EREFENRTERMN
FHBERHITICR, BPBAREEREITERSES.
WEFMA, AAA BZ—MEIRIER, SRUETENREISBFRERIFERE, BIATLICRX
WHFRETIN—MZENE, BEHEESRFNAYT B, HESZXUBEFERNEFE
Em#r ZER. AAA TJLUEE SR, LR AF, mEFER RADIUS MY

ASLIIGBSFRB AN AAA JHEAE Telnet FIFHTEIEEE
4.2.1.2 LS HAY

o BN AAA AHENSENEESE

o BIRGIEEINSE

o EREAMEPMOIESE

o IERETFHHAFSEIEE
4.2.1.3 SCEGLAM MR

R1 R2

GE0/0/3 GE0/0/3

E4-2 At AAA BRESCIHRFM

4.2.1.4 LHES
R1 B —EEFiRIRE, R2 A—EBNERE. WEFEE R2 LXIEE R2 AR HITRIR
=H, REEDAMERIBRZ R ERNRIR, EIEFEEE RL I R2 AaEHRE LRE
A AAAGNIE, HETESRSBRHTERE, FERESIMERFIISRES
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4.2.2 LTS HE

4221 BeEERE
1. BeE AAA /B
2. BUEBIEFFEE TN AAA B
3. BREAHAR

4222 BeEE
TR 1 RREMAEE

# (AR1IFIR2 &
% o

# BEE R1 1 R2 BELRY IP btk

[R1]interface GigabitEthernet 0/0/3
[R1-GigabitEthernet0/0/3]ip address 10.0.12.1 24

[R2]interface GigabitEthernet 0/0/3
[R2-GigabitEthernet0/0/3]ip address 10.0.12.2 24

T2 FiE AAA B

# BEEINIE. AR
[R2-aaa]aaa
HEA AAA 20

[R2-aaa]authentication-scheme datacom
Info: Create a new authentication scheme.

B 7 datacom ATIAIESE.
[R2-aaa-authen-datacom]authentication-mode local
REIA UL ZEH TN UE T T I UE
[R2-aaa-authen-datacom]quit

[R2-aaa]authorization-scheme datacom
Info: Create a new authorization scheme.

BYEE A 7 datacom FIAFIGEE
[R2-aaa-author-datacom]authorization-mode local
IREZI TSI B T I o

[R2-aaa-author-datacom]quit

IREFHAAARRSS BRI AR AR HAAAIRSS2S, AHBAAABRSS 2837 H5X FR R A TIAIERNSR
R, RSP EITITE.

SinimAAAIRSSZRTEIL, RNHEAAARRSSRBFREREAMAFPINAFRR. ZiB. FUER
%, (EETNAAARRSSHITINEAELITIRAAABRSS SRAVERE R, ATLRREE

X, ERHEEEEZRERERMEIRE,
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LI 3 CIEHFHEE TR AAA 53

[R2]aaa
[R2-aaa]domain datacom

RENAPNEEZETEN, 8 MHAPHET—ME, — M EEHETFE—MERER
YIRREIBHA . BRI, APRETEMEEERBME FRIAAAREER. QISR
datacom@did; .

[R2-aaa-domain-datacom]authentication-scheme datacom

FEEXNZIE IR RAE 7 datacom AIiAET5E.

[R2-aaa-domain-datacom]authorization-scheme datacom

FEEXTZIHAIFIFE RS 7 datacom IR 2

L4 BREXMAR
# SRR R AR

[R2-aaa]local-user hcia@datacom password cipher HCIA-Datacom
Info: Add a new user.

MRAREFHEHBEDRGT ‘@7 , WAN@REIESZRERFE, FEED2EE.
MRRB@, WENFHREIARE, AR,

# BCEMAFRENEE RFSH

[R2-aaa]local-user hcia@datacom service-type telnet

local-user service-typefn T FISRECE AP AEANEE , RFREITHAPAEALE
B2, BINFIEEPRE—CREAEE, REGRFIIBASSRFENZBFERENE
NEELEL, AFPABREER . MR ERMEA LR telnet, MLARPLEBIIwWeb S5
BNRE, — T HPIULASMIEAREE,

[R2-aaa]local-user hcia@datacom privilege level 3

EEAAFNES . FERFNARERE, RetERFTHRTECERINGS

I8 5 FFE R2 LAY telnet THEE
[R2]telnet server enable
FHEIRE LT eInet JREZSIIEE, BiDIREMUAE, TEERIRE.

[R2]user-interface vty 0 4
[R2-ui-vty0-4]authentication-mode aaa

authentication-modem < AR EEFHARFREMNKEITELF . REERT, ARRESE
BERZGSEEINEAR . EFHARPREVREERIESR, SNBRLERINEFR

o

LI 6 MINARENE
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# M R11TF2 Telnet 35ia) R2

<R1>telnet 10.0.12.2
Press CTRL_] to quit telnet mode
Trying 10.0.12.2 ...
Connected t0 10.0.12.2 ...

Login authentication

Username:hcia@datacom
Password:
<R2>

UAIRL EEERFIR2 £

# ER2 LEEERIAR

[R2]display users
User-Intf Delay Type  Network Address AuthenStatus AuthorcmdFlag
129VTY 0 00:02:43 TEL 10.0.12.1 pass
Username : hcia@datacom

4.2.3 ZERIGUE

i

424 FLESE
R1 VB E

#
sysname R1
#
interface GigabitEthernet0/0/3
ip address 10.0.12.1 255.255.255.0
#
return

R2 RYECE

#
sysname R2
#
aaa
uthentication-scheme datacom
authorization-scheme datacom
domain datacom
authentication-scheme datacom
authorization-scheme datacom
local-user hcia@datacom password irreversible-
cipher %"%#.}hB'1"=&=:FWx!Ust(3s"_<.[Z}KEc/>==P56gUVU*cE"[]5@|8/O5FC$9A%"%o#
local-user hcia@datacom privilege level 3
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local-user hcia@datacom service-type telnet
#
interface GigabitEthernet0/0/3
ip address 10.0.12.2 255.255.255.0
#
telnet server enable
#
user-interface vty 0 4
authentication-mode aaa
user privilege level 15
#
return

4.2.5 BEER
(1=
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4.3 LIS =: MEHHEERR B S0

4.3.1 SLIG48

4.3.1.1 XF7ELE8
MEEHbEEEHR NAT ( Network Address Translation ) 245 IP #iEHRSCEL AT IP HbtH iR S —
A IP HEUHAGIERE . (E9IEEE IP HELERIBAY—FTIE S 3R, NAT BTl SR A AR HE
IP HEUHIEEEE, AILATE—EfEE LB 1P Mt ZSEfiBHIE I . NAT BRTERZR IP HilHAEHER
AOIERR, AT R T FNFARL:
BRRRREINNNKE, aJRAEE HEESNELEH,
IR ENAIEING, BRI LAERFISNNEN SRR, fERT NI EERE
AYIE)RE
ALS BT EAEIAS Fa0 NAT EBEIZRIBM NAT FARERE,
4.3.1.2 SCISHBY
o  EERNE NAT NECESE
o FiREasy IP UELESIE
o IR NAT Server WBCEHIE

4.3.1.3 SLIGARI 4R

Private Network

R3

R1 R2
GEO0/0/3 GE0/0/3
® ® GEO0/0/4 GEO/O/3

El4-3 WISl iRECESCIOMRF
1. R1 70 R2 ZBIRIMLEE T IEBRILE, {EFFAM IPv4 it
2. RUIBEHIZEFiR, R2{FA RLAIMXK, ERMBEEREAMAIEORERS.
3. R3IEULRM

4314 HE=
AT IPv4 ibhit R, (ol PIRR—AREEFERAR IPV4 il . 4T, GUREREFIESEIBEA
PIIFRR, ERERD EUERIIMNRIHERAIIRSS . ATRERE NAT REIIXLTR,
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4.3.2 SCI{FSSECE
4321 GeEREIE
1. BCEIS NAT

2. BCE Easy IP
3. BcE NAT Server

4.3.2.2 BeEE I
IR | HARIE

# 200 1P IR ARACE

[R1]interface GigabitEthernet 0/0/3
[R1-GigabitEthernet0/0/3]ip address 192.168.1.1 24
[R1-GigabitEthernet0/0/3]quit

[R1]ip route-static 0.0.0.0 0 192.168.1.254

[R2]interface GigabitEthernet 0/0/3
[R2-GigabitEthernet0/0/3]ip address 192.168.1.254 24
[R2-GigabitEthernet0/0/3]quit

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]ip address 1.2.3.4 24
[R2-GigabitEthernet0/0/4]quit

[R2]ip route-static 0.0.0.0 0 1.2.3.254

[R3]interface GigabitEthernet 0/0/3
[R3-GigabitEthernet0/0/3]ip address 1.2.3.254 24

# BEE R1 F0 R3 B9 telnet IHAE ( BFFELESLIRIEIT )

[R1]user-interface vty 0 4

[R1-ui-vtyO-4]Jauthentication-mode aaa

[R1-ui-vtyO-4]quit

[R1]aaa

[R1-aaa]local-user test password irreversible-cipher Huawei@123
Info: Add a new user.

[R1-aaa]local-user test service-type telnet

[R1-aaa]local-user test privilege level 15

[R3]user-interface vty 0 4

[R3-ui-vty0-4]authentication-mode aaa

[R3-ui-vty0-4]quit

[R3]aaa

[R3-aaa]local-user test password irreversible-cipher Huawei@123
Info: Add a new user.

[R3-aaa]local-user test service-type telnet

[R3-aaa]local-user test privilege level 15

[R3-aaa]quit
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# st A
[R1]ping 1.2.3.254
PING 1.2.3.254: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 1.2.3.254 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

[R2]ping 1.2.3.254
PING 1.2.3.254: 56 data bytes, press CTRL_C to break
Reply from 1.2.3.254: bytes=56 Sequence=1 ttI=255 time=40 ms
Reply from 1.2.3.254: bytes=56 Sequence=2 ttI=255 time=20 ms
Reply from 1.2.3.254: bytes=56 Sequence=3 ttI=255 time=20 ms
Reply from 1.2.3.254: bytes=56 Sequence=4 ttI=255 time=20 ms
Reply from 1.2.3.254: bytes=56 Sequence=5 ttI=255 time=20 ms

--- 1.2.3.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 20/24/40 ms

EFYEIRISEEEF192.168.1.0/24MEZHIIEH, R1FTEIHER3,
SEFRER T, R3LZEIEECEZIFAMIPMEZAIEEH .

IR ) BSZASEEET 1.2.3.10 E 1.2.3.20 iIXEBAW IP, MEBEEINZ NAT

# BCE NAT Hbhitith

[R2]nat address-group 1 1.2.3.10 1.2.3.20

nat address-group@n < FSRECENATIELE . 1{XFRBUEEINRS, tlbtRiE—BE
LERYIPHBIMER &, HEEUEIRSOEIT AR EIASNEBZERY , EREbIDG it thEE
G-y A=Liichichi g

# L& ACL

[R2]acl 2000
[R2-acl-basic-2000]rule 5 permit source any

# 7E R2 B4 GigabitEthernet0/0/4 EOBCERNZS NAT

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]nat outbound 2000 address-group 1

nat outbounddr <& FRIG—MBIEHEHIFIRACLAI— MR EGEESR, FFSACLRRLERT

HCIA-Datacom SEISIESFH 88T
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HeHERTLAGE Rttt Tt A2 e . Stthibithrpitb i ROEIE B8RS, RILURINno-patZ

#, FREA—XI—AYBIEEEHR, REGREIRIR AU AR OER

# MBS
[R1]ping 1.2.3.254
PING 1.2.3.254: 56 data bytes, press CTRL_C to break
Reply from 1.2.3.254: bytes=56 Sequence=1 ttl=254 time=60 ms
Reply from 1.2.3.254: bytes=56 Sequence=2 ttl=254 time=20 ms
Reply from 1.2.3.254: bytes=56 Sequence=3 ttl=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=4 ttl=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=>5 ttl=254 time=20 ms

--- 1.2.3.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 20/32/60 ms

# R1 BT telnet iITfEEREI R3 (1&EHL TCP iRE

<R1>telnet 1.2.3.254
Press CTRL_] to quit telnet mode
Trying 1.2.3.254 ...
Connected to 1.2.3.254 ...

Login authentication

Username:test
Password:
<R3>

# BEF R2 LAY NAT SiF%

[R2]display nat session all
NAT Session Table Information:

Protocol : TCP(6)
SrcAddr Port Vpn :192.168.1.1 62185 1 FE1RETHGIR \P Mkl 7T R ]
DestAddr Port Vpn  :1.2.3.254 23
NAT-Info
New SrcAddr 112311 1 F5HSHIIR \P 1ttt
New SrcPort : 49149 B2z 0=
New DestAddr -
New DestPort Do
Total : 1

REIAIRIZEFIR1AVERAZE, ERHATFHEIREREIENF91.2.3.11, RIEEEIERS
Lizitit, R2ZWFIESIRIENATSIERPIEIREREIE ORI FFEEA . FRrLALLATR

BILAERNAZHEEIRIATIAE
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S8 3 {Ri% R2 BY GigabitEthernet0/0/4 KIMEHERZEE IP Htbiik ( DHCP FhZSSKENEY PPPOE #%
SIREY) , LATEERCE Easy IP

# Mk E—RAYECE

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]Jundo nat outbound 2000 address-group 1

# BCE Easy IP
[R2-GigabitEthernet0/0/4]nat outbound 2000

# MHBCE
[R1]ping 1.2.3.254
PING 1.2.3.254: 56 data bytes, press CTRL_C to break

Reply from 1.2.3.254: bytes=56 Sequence=1 ttI=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=2 ttl=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=3 ttl=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=4 ttl=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=>5 ttl=254 time=30 ms

--- 1.2.3.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 30/30/30 ms

# R1 BT telnet ITiEEFEI R3 (1&HL TCPiRE )

[R2]display nat session all
NAT Session Table Information:

Protocol : TCP(6)
SrcAddr Port Vpn :192.168.1.1 58546 11 FHEETAGIE \P ML 7R ]
DestAddr Port Vpn  :1.2.3.4 23
NAT-Info
New SrcAddr :1.2.34 1 2212/5A78 \P #e4F, R2 A9 GigabitEthernet 0/0/4 A9 1P #atif
New SrcPort : 49089 k7=
New DestAddr -
New DestPort -
Total : 1

T4 B8 R3 ELAMIREMEIRS (B telnet &4 ) , BAF R3ZELRM IP itk #HE
£ R2 B9 00 _EECE NAT Server

# 7£ R2 EFEZE NAT Server

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4] nat server protocol tcp global current-interface 2323 inside 192.168.1.1 telnet

nat serversp S FREN —MNNERIRS SEAIIRETR , NSRRI PRI LAE S It FNuR 4Lk
BIRAERIRS RIVETRSS . BB RERIRSS 20T LAUESMEBMILE RS IFAM FAIIRSSEE
LHNERRILE [E] P ERRRSS 22A SNSRI ( global-address ) A#CiEiEiaskAt, NATEZIEKAY
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Bautteht EieafAmttElE (inside-address ) &, #&&LAFAMPIAIIRSSES .

# R3 @Y telnet ImfEEFRE R1

<R3>telnet 1.2.3.4 2323
Press CTRL_] to quit telnet mode
Trying 1.2.3.4 ...
Connected t0 1.2.3.4 ...

Login authentication

Username:test
Password:
<R1>

# BF R2 LAY NAT Sif%

[R2]display nat session all
Protocol : TCP(6)
SrcAddr PortVpn :1.2.3.254 61359
DestAddr Port Vpn  :1.2.34 2323 1 FE12EIRIEIRT \P et IS R
NAT-Info
New SrcAddr D
New SrcPort D
New DestAddr :192.168.1.1 IEEIZ/SHIEAT \P #ehf, R Aottt
New DestPort 23 k== =)o )

Total : 1

4.3.3 EERIGIIE

i

A3ABLESE
R1 VB E

#
sysname R1
#
aaa
local-user test password irreversible-
cipher %"%t#ty'BJ=em]VY (E%IH!+,f~[|n*'L HU#H=vIVzZMJIR"+"U3qWRm%&:Kd't701$%"%#
local-user test privilege level 3
local-user test service-type telnet
#
interface GigabitEthernet0/0/3
ip address 192.168.1.1 255.255.255.0
#
telnet server enable
#
ip route-static 0.0.0.0 0.0.0.0 192.168.1.254
#
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user-interface vty 0 4
authentication-mode aaa

#

return

R2 lUECE

#
sysname R2
#
acl number 2000
rule 5 permit
#
nat address-group 1 1.2.3.10 1.2.3.20
#
interface GigabitEthernet0/0/3
ip address 192.168.1.254 255.255.255.0
#
interface GigabitEthernet0/0/4
ip address 1.2.3.4 255.255.255.0

nat server protocol tcp global current-interface 2323 inside 192.168.1.1 telnet

nat outbound 2000
#
return

R3 VAL E

#

sysname R3
#
aaa

local-user test password irreversible-cipher %"%t#s<LQ(8-ZC6FNGG1#)n=.GgU|@)n Z'n%$43+2>7,I>#XBkfcu(}-

3y+0:"UD%"%#
local-user test privilege level 15
local-user test service-type telnet
#
interface GigabitEthernet0/0/3
ip address 1.2.3.254 255.255.255.0
#
telnet server enable
#
user-interface vty 0 4
authentication-mode aaa
#
return

4.3.5 BZ

1. EECE NAT Server BY, #i2a189B A OFNEERSRIB RGO EFZEE?
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5 Bt RS SN HECE

<

S
<

5.1 SCIE—: FTP EftfcH e

5.1.1 SEIG 48

5.1.1.1 %FASCIE
CETESHYHSESR, APREESNZEREES B HEES.

BRELUBTEIESR RS . FTP ( File Transfer Protocol ) . TETP ( Trivial File Transfer
Protocol ) 1 SFTP ( Secure File Transfer Protocol ) AUIHITSHE(E, SIS SRR,

SR THEIEIIET, AR MRS SIS
SEIENIRSE: USRS, SINASEIHIEE, URSEFHEH
STHERHRAE .
SEIENEFISSTESS (BSE) © IUTHEEEmSE FHXH, LURSEL
RIS HERIRIE

5.1.1.2 SCIR HAY

o IBREREST FTP SN

o HEFTPRSRSHERE

o BES FTP RSEIEMNIIITSE
5.1.1.3 SCIGZAMT 4R

R1 R2

GE0/0/3 GEO/0/3

FTP Client FTP Server

E5-1 FTP SCERRHH
R1 #&#L FTP Client, R2 {EJ9 FTP Server,
5114 igﬁ%%

R1 HBENT R2 AU ENHFHITEIE
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5.1.2 SCI{FSSECE

5.1.2.1 B B E IR

1. BCE FTP PREZSEINAER 2 FTP Server IHgE
2. BLEAM FTP FIF

3. FTP Client &3 FTP Server
4. FTP Client #7324

5122 BEcELE

TR 1 REEMERS

# IREBHA

B o

# ECEIRES IP it

[R1]interface GigabitEthernet 0/0/3

[R1-GigabitEthernet0/0/3]ip address 10.0.12.1 24

[R2]interface GigabitEthernet 0/0/3

[R2-GigabitEthernet0/0/3]ip address 10.0.12.2 24
[R2-GigabitEthernet0/0/3]quit

# RIFEEXH ( BS/EEEIESEInNR )

<R1>save testl.cfg

Are you sure to save the configuration to testl.cfg? (y/n)[n]:y

It will take several minutes to save configuration file, please wait........
Configuration file had been saved successfully

Note: The configuration file will take effect after being activated

<R2>save test2.cfg

Are you sure to save the configuration to test2.cfg? (y/n)[n]:y

It will take several minutes to save configuration file, please wait.......
Configuration file had been saved successfully

Note: The configuration file will take effect after being activated

# BERIRIRIEIIE

<R1>dir

Directory of flash:/

ldx Attr

A wWw N - O
1
3

Size(Byte)
126,538,240
23,963
721

783

Date Time(LMT)

Jul 04 2016 17:57:22
Feb 21 2020 09:22:53
Feb 21 2020 10:14:33
Jul 04 2016 18:51:04
Jul 10 2018 14:46:16

FileName

ar651c- v300r019c00Sspc100.cc
mon_file.txt

vrpcfg.zip
CPM_ENCRYPTED_FOLDER
default_local.cer
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5 -rw- 0 Sep 11 2017 00:00:54 brdxpon_snmp_cfg.efs
6 drw- - Sep 11 2017 00:01:22 update
7 drw- - Sep 11 2017 00:01:48 shelldir
8 drw- - Feb 20 2020 21:33:16 localuser
9 drw- - Sep 15 2017 04:35:52 dhcp
10 -rw- 509 Feb 21 2020 10:18:31 private-data.txt
11 -rw- 2,686 Dec 19 2019 15:05:18 mon_Ipu_file.txt
12 -rw- 3,072 Dec 18 2019 18:15:54 Boot_LogFile
13 -rw- 1,390 Feb 21 2020 10:18:30 testl.cfg
510,484 KB total available (386,448 KB free)
<R2>dir
Directory of flash:/
ldx Attr Size(Byte) Date Time(LMT) FileName
0 -rw- 126,538,240 Jul 04 2016 17:57:22 ar651c- v300r019c00Sspc100.cc
1 -rw- 11,405 Feb 21 2020 09:21:53 mon_file.txt
2 -rw- 809 Feb 21 2020 10:14:10 vrpcfg.zip
3 drw- - Jul 04 2016 18:51:04 CPM_ENCRYPTED_FOLDER
4 -rw- 782 Jul 10 2018 14:48:14 default_local.cer
5 -rw- 0 Oct 13 2017 15:36:32 brdxpon_snmp_cfg.efs
6 drw- - Oct 13 2017 15:37:00 update
7 drw- - Oct 13 2017 15:37:24 shelldir
8 drw- - Feb 20 2020 20:51:34 localuser
9 drw- - Oct 14 2017 11:27:04 dhcp
10 -rw- 1,586 Feb 21 2020 10:16:51 test2.cfg
11 -rw- 445 Feb 21 2020 10:16:52 private-data.txt
12 -rw- 4,096 Aug 06 2019 11:19:08 Boot_LogFile

BB m

510,484 KB total available (386,464 KB free)
RERE LHIFEX A CE R Y

LI 2 £ R2 LEE FTP RSB BINAERSH

[R2]ftp server enable

Info: Succeeded in starting the FTP server

ftp server enablefs SFRFAFIRFHIFTPIRSSZEINEE, RFFTPERPER. REBRT,

FTPARSSZRINBERL FRIARE

HﬁﬁTLE’Jﬁﬂaﬁﬁ AEIE: 1EEFTPIRS RS IROS
EE=REE

. IEEFTPERSSBRAYIRIBIIANECEFTP

SR 3 EEAM FTP B

[R2]aaa

[R2-aaa]local-user ftp-client password irreversible-cipher Huawei @123
Info: Add a new user.

[R2-aaa]local-user ftp-client service-type ftp

[R2-aaa]local-user ftp-client privilege level 15

ECEFTPRFIIRA, DIASRFRABCEEIRMIRIAL, BUFTPERIETIERKI.
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[R2-aaa]local-user ftp-client ftp-directory flash:/
EREFTPREFPIENER, ©EEZER, BNFTPARTERINER .
IR 4 FTP Client 2k FTP Server

# ZXbF FTP Client

<R1>ftp 10.0.12.2
Trying 10.0.12.2 ...

Press CTRL+K to abort

Connected to 10.0.12.2.

220 FTP service ready.
User(10.0.12.2:(none)):ftp-client
331 Password required for ftp-client.
Enter password:

230 User logged in.

[R1-ftp]
W EEEINERFIR2 FIX RS

LIRS 3t R2 S RFMAERIATIRIE
# IREEEEL
[R1-ftp]ascii
200 Type set to A.
IR SIS M E BRI EE L EL B EASCIFNBinaryiE =
ASCIBTFHEMAEN A, Binary BT ERAZRRG. BCER. FE&. E4X4H.
HIREERER M . ATRIIFEE FTRREREXHFAAENA, FLAREREHASCIIE
XK. REBRT, XHERBNAASCIEL, RN ATRE.

# TREENMH

[R1-ftp]get test2.cfg

200 Port command okay.

150 Opening ASCII mode data connection for test2.cfg.

226 Transfer complete.

FTP: 961 byte(s) received in 0.220 second(s) 4.36Kbyte(s)/sec.

# MIFRECE (4

[R1-ftp]delete test2.cfg
Warning: The contents of file test2.cfg cannot be recycled. Continue? (y/n)[n]:y
250 DELE command successful.

# LIEERCENH

[R1-ftp]put testl.cfg

200 Port command okay.

150 Opening ASCII mode data connection for test1.cfg.
226 Transfer complete.
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FTP: 875 byte(s) sent in 0.240 second(s) 3.64Kbyte(s)/sec.

# BRFF FTP i

[R1-ftp]bye
221 Server closing.

<R1>

5.1.3 £5 I8
BEEYEIR1 I R2 IXEHEH:

<R1>dir
Directory of flash:/

ldx Attr Size(Byte)
0 -rw- 126,538,240
1 -rw- 23,963
2 -rw- 721
3 drw- -
4 -rw- 783
5 -rw- 0
6 drw- -
7 drw- -
8 drw- -
9 drw- -
10 -rw- 1,586
11 -rw- 509
12 -rw- 2,686
13 -rw- 3,072
14 -rw- 1,390

Date  Time(LMT)

Jul 04 2016 17:57:22

Feb 21 2020 09:22:53
Feb 21 2020 10:14:33
Jul 04 2016 18:51:04

Jul 10 2018 14:46:16

Sep 11 2017 00:00:54
Sep 11 2017 00:01:22
Sep 11 2017 00:01:48
Feb 20 2020 21:33:16
Sep 15 2017 04:35:52
Feb 21 2020 10:26:10
Feb 21 2020 10:18:31
Dec 19 2019 15:05:18
Dec 18 2019 18:15:54
Feb 21 2020 10:18:30

510,484 KB total available (386,444 KB free)

<R2>dir
Directory of flash:/

ldx Attr Size(Byte)

0 -rw- 126,538,240
1 -rw- 11,405
2 -rw- 809
3 drw- -
4 -rw- 782
5 -rw- 0
6 drw- -
7 drw- -
8 drw- -
9 drw- -

10 -rw- 1,390

11 -rw- 445

12 -rw- 4,096

Date Time(LMT)

Jul 04 2016 17:57:22
Feb 21 2020 09:21:53
Feb 21 2020 10:14:10
Jul 04 2016 18:51:04
Jul 10 2018 14:48:14
Oct 13 2017 15:36:32
Oct 13 2017 15:37:00
Oct 13 2017 15:37:24
Feb 20 2020 20:51:34
Oct 14 2017 11:27:04
Feb 21 2020 10:25:42
Feb 21 2020 10:16:52
Aug 06 2019 11:19:08

510,484 KB total available (386,464 KB free)

FileName

ar651c- v300r019c00Sspc100.cc
mon_file.txt

vrpcfg.zip
CPM_ENCRYPTED_FOLDER
default_local.cer
brdxpon_snmp_cfg.efs

update

shelldir

localuser

dhcp

test2.cfg

private-data.txt
mon_lpu_file.txt

Boot_LogFile

testl.cfg

FileName

ar651c- v300r019c00Sspc100.cc
mon_file.txt

vrpcfg.zip
CPM_ENCRYPTED_FOLDER
default_local.cer
brdxpon_snmp_cfg.efs

update

shelldir

localuser

dhcp

testl.cfg

private-data.txt

Boot_LogFile
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5.1.4 BiES=E
R1VECE

#
sysname R1
#
interface GigabitEthernet0/0/3
ip address 10.0.12.1 255.255.255.0
#
return

R2 lUECE

#
sysname R2
#
aaa
local-user ftp-client password irreversible-

cipher %"%#'XqV;f=C;/11\sQ6LA+OwW8GBO;W%0HBf0 >p("[SpV]I%Amom!na3:4RvVFv@%"%#

local-user ftp-client privilege level 15
local-user ftp-client ftp-directory flash:/
local-user ftp-client service-type ftp
#
interface GigabitEthernet0/0/3
ip address 10.0.12.2 255.255.255.0
#
ftp server enable
#
user-interface vty 0 4
authentication-mode aaa
user privilege level 15
#
return

5.1.5 B&m

1. FTP FUAER F T FEEMENIEREEMETL?
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5.2 SCIE— 1 DHCP EitEc B8

5.2.1 SEIGN R

5.2.1.1 KFALEG

SHASFEHEE MY DHCP ( Dynamic Host Configuration Protocol ) 2—FhFFEEh3IFF IP ith
WHHTEISEIENREAR . BIEIER/NIRES, B3 DHCP B LS LB NNMIZEIR
BTISEPERE,

DHCP MY H RFC 2131 EEX,, RAZFim/ARSRBEE, HZFi% ( DHCP Client ) [@AR
5528 (DHCP Server ) I2HECERIS, RBBBREINEFiRSERIEEER.

DHCP A LR @ itbit S EeHFl, MESERTLUREMEERARTRNENEERDAID
i

NS ECHVE: BT DHCP AENHE— T EEMRHAR (XAMEFREAREEMFEER )
BY IP ttolk . IXFSECHHIE BT ENFRIREHEAM LS E =AU NTFEEND
HEFNAFTEXRAEEMEITR

BRSO BN MEEIRRET DHCP MIEEMEN S ECEIERY IP #utlt . HBELFTERS
BoE IP bk, @i DHCP A RRSHEHFIBE A TEEAEEIR, HIEEERS—H
PEE,
5.2.1.2 L3S HAY
o EiE DHCP {ZOMhECE /5%
o EiE DHCP 2Bl ittHIBE & 5%
e EIREIT DHCP ECERS IP HutItAY S Tx
5.2.1.3 SLEGLAR 1148

DHCP Server
R2

GE0/0/3 <R> GE0/0/4

GEO0/0/3 GE0/0/3

R1 R3
DHCP Client DHCP Client
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El5-2 DHCP ECEsCaeHaFh
1. R1 1 R3 & E i, {EJ9 DHCP Client,
2. R2 {E9 DHCP Server 3 R1 #1 R3 ¢ IP #biit,
5214 5=
EF TR 1P PRI TES, 1200 1P IR, ERTEMLSAIERERE DHCP
o
5.2.2 SCAG{ES5HCE

5.2.2.1 BeEEK

1. EEE DHCP HED’: L=
2. Bc& DHCP E i

5.2.2.2 fc B
FIR 1 HARS

# BoE R2 AYiEO 1P btk

[R2]interface GigabitEthernet 0/0/3
[R2-GigabitEthernet0/0/3] ip address 10.0.12.2 24
[R2-GigabitEthernet0/0/3]quit

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]ip address 10.0.23.2 24
[R2-GigabitEthernet0/0/4]quit

12 2 FFf5 DHCP IhEE

[R1]dhcp enable
Info: The operation may take a few seconds. Please wait for a moment.done.

dhcp enableds$2DHCPIEXINALHIEFFX, DHCP ClientfIDHCP ServerSINREARE1E
#17dhcp enabledr S {FEREDHCPINEE R A =4 o

[R2]dhcp enable
Info: The operation may take a few seconds. Please wait for a moment.done.

[R3]dhcp enable
Info: The operation may take a few seconds. Please wait for a moment.done.

$IR 3 fEibibh

# BLE R2 B9 GigabitEthernet 0/0/3 AU OMELE, J9 R1 43FS IP #udk

[R2]interface GigabitEthernet 0/0/3
[R2-GigabitEthernet0/0/3]dhcp select interface

dhcp select interfacedn < FIsk GO R BZOMUEBAIDHCP ServerIge, HAMIT
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Ia<, N EEEZOMEILHAVEXSE .
[R2-GigabitEthernet0/0/3]dhcp server dns-list 10.0.12.2

dhcp server dns-listap < FSRIgERZE OB THIDNSERSS 881N, SRZATLAECESY
DNS Serverf§IPithiit, FAZSH& SR

# BcEERHbt

[R2]ip pool GlobalPool
Info: It's successful to create an IP address pool.

BIEEZ 77 GlobalPool gUitttEth
[R2-ip-pool-GlobalPool]network 10.0.23.0 mask 24

networkas S FIRECE 2= Bithibith FRI S ECRIM ittt

[R2-ip-pool-GlobalPool]dns-list 10.0.23.2
[R2-ip-pool-GlobalPool]gateway-list 10.0.23.2

gateway-listag S FISRAIDHCP ClientFc B AR Xl , RITEIREUBI 2 5, SEK—F
EUARBH, T—Bbtthil’910.0.23.2,

[R2-ip-pool-GlobalPool]lease day 2 hour 2

leasermn < FIsRECE MU TAIHBIIFEER . HFBLOHIKE Hunlimitedhy, (LERIBEIFLIR
. MREBRT, IPHFEEAZR 1K,

[R2-ip-pool-GlobalPool]static-bind ip-address 10.0.23.3 mac-address 00e0-fc6f-6d1f

static-bindds S ARG DHCP Servere Fitblib it FAYIPHEIE SMACHEIEHTTEEE . 00€0-
fc6f-6d1fHXRISCIGIAE FR3AIGIgabitEthernet0/0/31 2 AIMACTHBLE, __[L‘,LT_ R3_Ei@T
#n<“display interface GigabitEthernet0/0/3"kEEZEOIMACHHE, BEERIXEHS
&, R3ZIRISEERIIP--10.0.23.3,

[R2-ip-pool-GlobalPool]quit

& 4 FFRS R2 GigabitEthernet 0/0/4 [/ DHCP Server Th&E, J9 R3 £F¢ IP itbhik

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]dhcp select global

dhcp select global@s$ I RABEOREEBHIEHEAIDHCP ServerIhgE, HiEOUE]
DHCP Clientissk2f5, KEIFTEEBMIEBAERIIMAIMBIEE, RS2 BT BRItBIHES
DHCP Client,

£ 5 EIE DHCP Client

[R1]interface GigabitEthernet 0/0/3
[R1-GigabitEthernet0/0/3] ip address dhcp-alloc

[R3]interface GigabitEthernet 0/0/3
[R3-GigabitEthernet0/0/3] ip address dhcp-alloc
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5.2.3 Z5ERIGUE

5.2.3.1.1 & R1 1 R3 gttt X BAZE(EE

[R1]display ip interface brief
Interface IP Address/Mask Physical
GigabitEthernet0/0/3 10.0.12.254/24 up

RIREEXZISE, AILAEEFRL EEHKIET \P #h4f,

[R1]display dns server

Type:
D:Dynamic S:Static

No. Type IP Address
1 D 10.0.12.2

IRIREEXZISE, AILAEZFIRL ELLHEVZET DNS #ohf,

[R1]display ip routing-table
Destination/Mask Proto Pre Cost Flags NextHop
0.0.0.0/0 uUnr 60 0 D 10.0.12.2

RIREFZEARIEE, FILUEZFIRL ELEHINE T HU L.

[R3]display ip interface brief
Interface IP Address/Mask Physical
GigabitEthernet0/0/3 10.0.23.3/24 up

RIREFERRIES, AILUEZIRI ELEHKNE TELERT P #h4L .

[R3]display dns server
Type:

D:Dynamic S:Static
No. Type IP Address
1 D 2.23.0.10

(RIRE XIS E, GILUETIR3 E4E7EEVE 7 DNS fatif,

[R3]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop
0.0.0.0/0 Unr 60 O D 10.0.23.2

RIREXAZIEE, HILAEFR3 BEFENE TN B

5.2.3.1.2 & R2 LRIttt S EeiE R

[R2]display ip pool name GlobalPool
Pool-name : GlobalPool

Protocol
up

Interface
GigabitEthernet0/0/3

Protocol
up

Interface
GigabitEthernet0/0/3
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Pool-No 01
Lease : 2 Days 2 Hours 0 Minutes
Domain-name -
DNS-server0 :10.0.23.2
NBNS-server0 -
Netbios-type -
Position : Local Status : Unlocked
Gateway-0 :10.0.23.2
Mask : 255.255.255.0
VPN instance --
Start End Total Used Idle(Expired) Conflict Disable
10.0.23.1 10.0.23.254 253 1 252(0) 0 0
display ip poolfi < FIskEE CEEMNIPHILILHER . SiEHIEHAYRFR. fHH. itk
. HehbtheRIPHEIEADIRS S
[R2]display ip pool interface GigabitEthernet0/0/4
Pool-name : GigabitEthernet0/0/4
Pool-No :0
Lease : 1 Days 0 Hours 0 Minutes
Domain-name -
DNS-server0 :10.0.12.2
NBNS-server0 -
Netbios-type -
Position . Interface Status : Unlocked
Gateway-0 :10.0.12.2
Mask : 255.255.255.0
VPN instance --
Start End Total Used Idle(Expired)  Conflict Disable
10.0.12.1 10.0.12.254 253 1 252(0) 0 0
SECEZOMINHE, BB FRAEONEZTR. SEHIMKitEI9iZEORYIPibIL,
BFTEEL.
[== =<
524 BcESE
R1AYECE
#
sysname R1
#
dhcp enable
#

interface GigabitEthernet0/0/3

ip address dhcp-alloc

#
return



S

; IS
HUAWEI HCIA-Datacom L3615 S F AR %104 @

R2 ECE

#
sysname R2

#

dhcp enable

#

ip pool GlobalPool
gateway-list 10.0.23.2
network 10.0.23.0 mask 255.255.255.0
static-bind ip-address 10.0.23.3 mac-address a008-6fel-0c47
lease day 2 hour 2 minute 0
dns-list 10.0.23.2

#

interface GigabitEthernet0/0/3
ip address 10.0.12.2 255.255.255.0
dhcp select interface
dhcp server dns-list 10.0.12.2

#

interface GigabitEthernet0/0/4
ip address 10.0.23.2 255.255.255.0
dhcp select global

#

return

R3 VAL E

#
sysname R3

#

dhcp enable

#

interface GigabitEthernet0/0/3
ip address dhcp-alloc

#

return

5.2.5 BE

1. £BFHHthiNEOISEI N BRSEE AR ER?
2. BEEZ BT, WNTHEEIZLZS DHCP Client S EH— N2 Bttt EEaYithiE?
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6 FAERER WLAN R4

6.1 SCIG /14

6.1.1 X FACHG

IBEBATOCHEAERNTRIIBLBEMNAZ, EE&ER TERANHRNAS, &
BE, BattE. BEMINMEEEEMBIMIERBA SRR, ERINEENEERT
EHEFERK, WLAN BRRLEM&E. Bal, WLAN BERRA—MERF . SR8HINEEANS
o BT WLAN 5K, FFETLISEHEZANRIRELMES, AELTENEBEXERNEHER

&
ARLIOEEIT HE AC+FIT AP LBMAYETL, FHEIFRIBEDEERM WLAN NEHEIKTRES
s,

6.1.2 LG HARY
o  ERIANIE AP FERIECE L
o EREBMEXLEEREE
o EiE WLAN BBEREARNRIZ

6.1.3 SEIGZHM M8

S1
S2 (_S GE0/0/10 GE0/0/10
(AC)

GE0/0/1 GE0/0/1
S3 S4
GEO0/0/4
GE0/0/1
N 3 z
L) [ G e D

STA
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El6-1 HIEEER WLAN RIZESCISHREM
1. S2 333735 WLAN-AC IhaE ( ELFRMER ARSI, oEEEBACER) , (£
F AC (EF ( GEARASHHI AC BL2SCFRAY S2 33534, )
2. AC R EEAMAT, AC 5 AP TFR—ZEML,
3. AC {EJ5 DHCP BRS32845 AP R IP tthtlk, S1 ZHaH{EN DHCP RSB EE4542 AT STA e

IP ik,
4, ISHEIRFRBEEEAER
6.1.4 FUEAIX
FeE I [i=E
AP Z1E VLAN VLAN100

STA A5 VLAN VLAN101

AC {9 DHCP RS3889 AP S EL IP bk

S1{EJ9 DHCP BRS38879 STA oFC IP #blik, STA BOEGARKA
192.168.101.254

DHCP fR5528

AP £ IP Htitibith 192.168.100.1-192.168.100.253/24

STA B9 IP HtBiitith 192.168.101.1-192.168.101.253/24

AC BYiEsZO IP #BhiE | VLANIF100: 192.168.100.254/24

ZFR: ap-group1
AP ¢H

S| FtENR: VAP 18R HCIA-WLAN. 13&518#EHR default

BAFR: default
I EIBER

EZx5: FE (CN)

Z#R: HCIA-WLAN
SSID 121

SSID Z#R: HCIA-WLAN

BFR: HCIA-WLAN

TZEER LR WPA-WPA2+PSK+AES

2278 HCIA-Datacom
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BFR: HCIA-WLAN

ErE: BEER
VAP #&tR

V5% VLAN: VLAN101

5|FtENR: SSID &% HCIA-WLAN., 218tk HCIA-WLAN

%6-1 AC HUEMERIZER

6.1.5 SLIH=
EOUMERERFIBT WLAN BARSE, IBREINANREAER.

6.2 SLIG(FREE

6.2.1 FoE B
1. BeEREMENERTIE
2. fcE AP k%,
1) 82 AP H, BFEEEHTHEREER AP ZINIAZI AP H, LHHG—HE.
2) BtE AC IRZ S, BIEERIE. AC 5 AP ZEBEEMNIEEO.
3) BoE AP ERSNESXHBELSAN AP, LHL AP IEE Fik,
3. BCE WLAN W SSSHEFH T AL AP, LI STA I8 WLAN RIZRINEE

6.2.2 BcETIER
T 1 BREARS
# I8BIREDR (HFIMEY S2 R AC)

B o

# XA S1 70 AC HRiBIRIZ K5, REXT ( HCIA-Datacom SEIGZEFE ISR V1.0 ) FTEidRY
R, EfIRERILARERLEE R

[S1] interface GigabitEthernet 0/0/11
[S1-GigabitEthernet0/0/11]shutdown
[S1-GigabitEthernet0/0/11]quit
[S1] interface GigabitEthernet 0/0/12
[S1-GigabitEthernet0/0/12]shutdown
[S1-GigabitEthernet0/0/12]quit

# FHIS S3 7 S4 Li%#x AP £20A9 PoE {HEEINAE
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[S3]interface GigabitEthernet 0/0/4
[S3-GigabitEthernet0/0/4]poe enable

poe enablefz & AR IAYPOEINRE . HiEONENIZOTEZH (PD) &EMN, &
B EOSEOTENPDIRSEME ., REBER T, EOPEINEETFEREIRT. ttatin
TS ARA, SEFRAME AT LARHAT

[S4]interface GigabitEthernet 0/0/4
[S4-GigabitEthernet0/0/4]poe enable

LR 2 BEMMERS

# VLAN BcE&

[S1]vlan batch 100 101

Info: This operation may take a few seconds. Please wait for a moment...done.
[S1]interface GigabitEthernet 0/0/13
[S1-GigabitEthernet0/0/13]port link-type trunk
[S1-GigabitEthernet0/0/13]port trunk allow-pass vlian 100 101
[S1-GigabitEthernet0/0/13]quit

[S1]interface GigabitEthernet 0/0/14
[S1-GigabitEthernet0/0/14]port link-type trunk
[S1-GigabitEthernet0/0/14]port trunk allow-pass vlian 100 101
[S1-GigabitEthernet0/0/14]quit

[S1]interface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10]port link-type trunk
[S1-GigabitEthernet0/0/10]port trunk allow-pass vlian 100 101
[S1-GigabitEthernet0/0/10]quit

[AC]vlan batch 100 101

Info: This operation may take a few seconds. Please wait for a moment...done.
[AClinterface GigabitEthernet 0/0/10

[AC-GigabitEthernet0/0/10]port link-type trunk
[AC-GigabitEthernet0/0/10]port trunk allow-pass vlan 100 101
[AC-GigabitEthernet0/0/10]quit

[S3]vlan batch 100 101

Info: This operation may take a few seconds. Please wait for a moment...done.
[S3]interface GigabitEthernet 0/0/1
[S3-GigabitEthernet0/0/1]port link-type trunk
[S3-GigabitEthernet0/0/1]port trunk allow-pass vlan 100 101
[S3-GigabitEthernet0/0/1]quit

[S3]interface GigabitEthernet 0/0/4
[S3-GigabitEthernet0/0/4]port link-type trunk
[S3-GigabitEthernet0/0/4]port trunk pvid vlan 100
[S3-GigabitEthernet0/0/4]port trunk allow-pass vlan 100 101
[S3-GigabitEthernet0/0/4]quit

[S4]vlan batch 100 101

Info: This operation may take a few seconds. Please wait for a moment...done.
[S4]interface GigabitEthernet0/0/1

[S4-GigabitEthernet0/0/1] port link-type trunk

[S4-GigabitEthernet0/0/1] port trunk allow-pass vlan 100 to 101
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[S4-GigabitEthernet0/0/1]quit

[S4]interface GigabitEthernet0/0/4

[S4-GigabitEthernet0/0/4] port link-type trunk
[S4-GigabitEthernet0/0/4] port trunk pvid vlan 100
[S4-GigabitEthernet0/0/4] port trunk allow-pass vlan 100 to 101
[S4-GigabitEthernet0/0/4]quit

# BoEEO IP ik

[S1]interface Vlanif 101
[S1-VIanif101]ip address 192.168.101.254 24

STA AIRI%

[S1-VIanif101]quit
[S1]interface LoopBack O
[S1-LoopBack0] ip address 10.0.1.1 32

[,
[S1-LoopBack0]quit

[AC]interface Vlanif 100
[AC-VIanif100]ip address 192.168.100.254 24

# DHCP Bic&

[S1]dhcp enable

Info: The operation may take a few seconds. Please wait for a moment.done.
[S1]ip pool sta

Info:1t's successful to create an IP address pool.

BIFESTA A RTHTERGHT \P 14

[S1-ip-pool-sta]network 192.168.101.0 mask 24
[S1-ip-pool-sta]gateway-list 192.168.101.254
[S1-ip-pool-sta]quit

[S1]interface Vlanif 101

[S1-Vlanifl01]dhcp select global
[S1-VIanif101]quit

[AC]dhcp enable

Info: The operation may take a few seconds. Please wait for a moment.done.
[AClip pool ap

Info: It is successful to create an IP address pool.

BYZE AP JEARTHTIZFFRY \P H0hLith

[AC-ip-pool-ap]network 192.168.100.254 mask 24
[AC-ip-pool-ap]gateway-list 192.168.100.254
[AC-ip-pool-ap]quit

[AC]interface Vlanif 100

[AC-VIanif100]dhcp select global
[AC-VIanif100]quit

S1YEISTABIDHCP Server , AC/EFIAPARIDHCP Server, HRIECEDHCPIRS o

IR 3 FLE AP H&%
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# B3 7 ap-groupl B9 AP A

[AC]wlan

[AC-wlan-view]ap-group name ap-groupl

Info: This operation may take a few seconds. Please wait for a moment.done.
[AC-wlan-ap-group-ap-groupl]quit

# S EIRRR, EEEEENR NECE AC FIEIZRS

[AC]wlan

[AC-wlan-view]regulatory-domain-profile name default

B EERRHSAPHEZR .. BIEEESTIRNTEFNEE.

REBERT, RRLFESHdefaultRUREIEENR . WERENTERIAFENdefaultt®
o

[AC-wlan-regulate-domain-default]country-code cn
Info: The current country code is same with the input country code.

EZRIBARIFRAPIHRFMERIER, FREZRIEME 7 ARRIAPSISHTIE, BIEAPRIAIE
R, ZHEEE . REERIGEN T EAPRISHFERF SR RIE R KIFANERENR
2K, REBERT, RENERIDBITRT “CN” .

[AC-wlan-regulate-domain-default]quit

# 1£ AP AT 5| B EIRER

[AC]wlan

[AC-wlan-view]ap-group name ap-groupl

[AC-wlan-ap-group-ap-groupl]regulatory-domain-profile default

Warning: Modifying the country code will clear channel, power and antenna gain configurations of the radio and reset
the AP. Continue?[Y/N]:y

TEAPLEMEIT, regulatory-domain-profilefs < ARG S BRI S IRIEIRS | FAZIAPKAP
H, BREBERT, APETSIEZ Adefault BVl EIEENR, APTRS | B EEENR, e
AU EIRERPERIEIFE, 24GEMEESET. 6. 11, SGRAMEEESBEIE149.

153, 157, 161, 165 , BUX—ZF F—SHIECEELIME(FIT I LAERS

[AC-wlan-ap-group-ap-groupl]quit

# FCE AC 37 CAPWAP BHERYEEC
[AC]capwap source interface Vlanif 100

capwap source interfacefp< FRECEACEI CAPWAPRKEFERBAYED, {ERNACEYREE
A, AFACFIAPEEEIZCAPWAPBXERE(S .

# FEAC EBEEKEN AP, 15 AP INNECEIFRY AP 4B “ap-groupl” =,

ACERINAPRY AR B =:

« BEHSAAP: FRSEECEAPRIMACHELEFISN, HAPSACERRY, WNRACKINAPFIFR
SEIBINAYAPHIMACHBIEFNSNITES, MIACFIASAPEIIIER
Bal&TAP: HECEAPRYIAEED AFAIESECEAPHIIAIEEIN AMACELSNIAIER
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BAPIIANAPERZER, NIHAPSAGEER, APSIFACERMIEIHAHIEE L%,

« FIHARANLETIRDRIAP: HEEAPRIAMEEIUAMACESNIAILE, (EAPRE R
SEANBFRECRENAPARZEF, NIZAPEIFICHRIRIBNHIAPY XS , EBAFF
TG, WLAPABEIEE 4,

[AC]wlan

[AC-wlan-view]ap auth-mode mac-auth

ap auth-modeds S ARECEAPIAMIEER, REEITINIEIAPARERIF L4k, [RT MACHS
IRINTI Lihst)\ﬁE%DZ‘ NIE. BREIBERT, APINEENAMACHIBALE,

i APEIMACHEUEFNISNATLUBIE IR & B A MACHUHREFISNIR S EIAEE

[AC-wlan-view]ap-id 0 ap-mac 60F1-8A9C-2B40

ap-idds S R BE &S INAPIRETIHNAPILE]

LIBHINAPRT, BFEAMAGAIE, EEEEap-macsH; EFASNIAE, NEBHHap-sn
24,

HHNAPHLERT, RFEEMAap-idRInlENENAIAPHLE

[AC-wlan-ap-0]ap-name apl

ap-nameip < FRELEENMAPHIZIR, TES MAPHZFERELES . NRKEEAPHZ
FR, BBAAPLLZEEEIABIRTRIAPEIMACKHELL,

[AC-wlan-ap-0]ap-group ap-groupl

ap-groupis S FISRECEAPFTINARIZE, ACRLEAPT LIBRIap-groupMBIECE . EbanLttak
AP1#ANN T ap-groupl, BBAap-group1KEXRUIAEIEMEMR . SRR VAPIRIRER SR
TRLEAP1, BREBERT, REEAPIMANAIE, 1ERAPFRIINAYES, TAECE, APEED
5F, SIMAZNEKEHIAPEF,

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power and antenna
gain configurations of the radio, Whether to continue? [Y/N]:y HEEEHIN y KON BEE

Info: This operation may take a few seconds. Please wait for a moment.. done.

[AC-wlan-ap-0]quit

[AC-wlan-view]ap-id 1 ap-mac B4FB-F9B7-DE40

[AC-wlan-ap-1]ap-name ap2

[AC-wlan-ap-1]ap-group ap-groupl

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power and antenna
gain configurations of the radio, Whether to continue? [Y/N]:y IIEEEN y Fif 84

Info: This operation may take a few seconds. Please wait for a moment.. done.

[AC-wlan-ap-1]quit

# EEIRIRY AP 52

[AC]wlan

[AC-wlan-view]display ap all

Info: This operation may take a few seconds. Please wait for a moment.done.
Total AP information:

nor :normal [2]

ID MAC Name Group IP Type State STA Uptime

0 00e0-fc25-0ed0 apl  ap-groupl 192.168.100.206 AirEngine5760 nor 0 30M:4S
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1 00e0-fc0f-07a0 ap2  ap-groupl 192.168.100.170 AirEngine5760 nor 0 31M:31S

Total: 2

display apsr SHRkEEAPEE, BGIEAPRIIPHEIE. APRYELE (AirEngine5760) . APHY
R (normal) . E&RFKE,

LA, IBRTLATES S fSEINby-state state. by-ssid ssidREmEAFAFEIRSE = FEBIS
ESSIDRYAP,

HJLIEZILRIFRAAPERMCFIEERS . ( ESKSEHRBEEARTILRMR )

IR 4 FE WLAN IS

# BIEE “HCIA-WLAN” MIZ2ER, HEELZERE.

[AC-wlan-view]security-profile name HCIA-WLAN

[AC-wlan-sec-prof-HCIA-WLAN]security wpa-wpa2 psk pass-phrase HCIA-Datacom aes

security pskap< FSRECEWPA/WPA2HIFRHZ ZSHIAIEFINNE o
LRIERAWPARIWPA2IRE SR, FAPLiR{ERWPASKWPA2EBEILUHITIAIE, FRAt=R
8 (PSK) J9HCIA-Datacom., BITAESIIZEE EZNNZEBFEE

[AC-wlan-sec-prof-HCIA-WLAN]quit

# BIEZ “HCIA-WLAN” B9 SSID #&tk, FHECE SSID BFRA “HCIA-WLAN” |

[AC]wlan
[AC-wlan-view]ssid-profile name HCIA-WLAN

BIFEZ 9 “HCIA-WLAN " H9SSID 2%k,
[AC-wlan-ssid-prof-HCIA-WLAN]ssid HCIA-WLAN
BIESSID B# A “HCIA-WLAN”

Info: This operation may take a few seconds, please wait.done.
[AC-wlan-ssid-prof-HCIA-WLAN]quit

# BIEEZ 9 “HCIA-WLAN” B9 VAP i, BEcBE SR AIER . WSS VLAN, F#H5|A
L IEHRFN SSID & .

[AC]wlan
[AC-wlan-view]vap-profile name HCIA-WLAN

vap-profilefn & R BIZEVAPIEIR
EVAPEMR FHLABCESUREFE LB, Lo, VAPEMREENSS |FSSIDER . Z2iEiR. RE
&R

[AC-wlan-vap-prof-HCIA-WLAN]forward-mode direct-forward

forward-modeis < FARECEVAPIEIR FRIEIEE RSN, REBRT, VAPEIR TRIEE
EARBDANERER.

[AC-wlan-vap-prof-HCIA-WLAN]service-vlan vlan-id 101

service-vlanip ST ECEVAPHINISSVLIAN, HSTABRANTEMEZ S, MAPRE AR
P #iE# S Eservice-VLANAStag
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Info: This operation may take a few seconds, please wait.done.
[AC-wlan-vap-prof-HCIA-WLAN]security-profile HCIA-WLAN

S/ LR HCIA-WLAN” ,

Info: This operation may take a few seconds, please wait.done.
[AC-wlan-vap-prof-HCIA-WLAN]ssid-profile HCIA-WLAN
S/ SSID &Rk HCIA-WLAN” ,

Info: This operation may take a few seconds, please wait.done.
[AC-wlan-vap-prof-HCIA-WLAN]quit

# BCE AP 4H5| A VAP &k, AP 5T 0 FN5T5R 1 EMEF VAP &l “HCIA-WLAN” B9ED
&
[AC]wlan

[AC-wlan-view]ap-group name ap-groupl
[AC-wlan-ap-group-ap-group1]vap-profile HCIA-WLAN wlan 1 radio all

vap-profileas S SIS IEERIVAPEIRS | RIS, MITIZAs<Z/E, VAP TETERIEC
B, SfEVAPS|RIISEER TRIRERS FARLEEIAPRISTSN.

Info: This operation may take a few seconds, please wait...done.
[AC-wlan-ap-group-ap-groupl]quit

6.3 Z55RIGUE

1. {FRATEZRIGENE SSID A“HCIA-WLANHITE(ES, BF& STA FKEAY IP #ttht, [EEY
i518) S1 B9 LoopBack0 =AY IP fedik ( % 10.0.1.1 {8 ping iz )

2. 72 STA ERERIERY, 7£ AC L{FMAaE<: display station all & STA EE.

6.4 BlcES=E
S1 AIECE

#
sysname S1
#
vlan batch 100 to 101
#
dhcp enable
#
ip pool sta
gateway-list 192.168.101.254
network 192.168.101.0 mask 255.255.255.0
#
interface Vlanif101
ip address 192.168.101.254 255.255.255.0
dhcp select global
#
interface GigabitEthernet0/0/10
port link-type trunk
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port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/12
#
interface GigabitEthernet0/0/13

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/14

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
interface LoopBack0

ip address 10.0.1.1 255.255.255.255
#
return

AC VECE

#
sysname AC
#
vlan batch 100 to 101
#
dhcp enable
#
ip pool ap
gateway-list 192.168.100.254
network 192.168.100.0 mask 255.255.255.0
#
interface VIanif100
ip address 192.168.100.254 255.255.255.0
dhcp select global
#
interface GigabitEthernet0/0/10
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
wlan
security-profile name HCIA-WLAN

security wpa-wpa2 psk pass-phrase %" %#V-rr; CTW$X%,nJ/0jcmO"tRQ(pt;8IN,z1||UU)% % aes

ssid-profile name HCIA-WLAN
ssid HCIA-WLAN
vap-profile name HCIA-WLAN
service-vlan vlan-id 101
ssid-profile HCIA-WLAN
security-profile HCIA-WLAN
ap-group name ap-groupl
radio 0
vap-profile HCIA-WLAN wilan 1
radio 1
vap-profile HCIA-WLAN wlan 1
radio 2
vap-profile HCIA-WLAN wlan 1
ap-id 0 type-id 75 ap-mac 60f1-8a9c-2b40 ap-sn 21500831023GJ9022622
ap-name apl
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ap-group ap-groupl
ap-id 1 type-id 75 ap-mac b4fh-fob7-de40 ap-sn 21500831023GJ2001889
ap-name ap2
ap-group ap-groupl
provision-ap
#
return

S3 UECE

#
sysname S3
#
vlan batch 100 to 101
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/4
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
return

S4 UECE

#
sysname S4
#
vlan batch 100 to 101
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/4
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
return

6.5 E=ZM
1. HEiANT, & AC Y GigabitEthernet0/0/10 R FeiF VLANL0L (&S, XF STA iAd) S1 &8
HAZIE? PA? BEREBERA NS EHENER?

2. ANRAE1LE APL F1 AP2 HENRY STA B FAEHAI VLAN, £ AC EHREM+AHERYEIE
e?
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6.6 ffi=

AP K& )
?;’irl‘;?'t' AP_H£EEWLAN SEE T A LBIAT .
committing | AP LERFWLANISEBIFE FARS.
config AP L3 FZWLANIISEEIFE FAIRS .
config-failed | AP_EZIIFEHFAIWLANI S EEE A EMIRE
download APIEEHIRIRT
fault AP_EZ MRS .
idle APFIACEESERIAIVIISIATS
name- APEIREZ IHEIRES o
conflicted
normal APIEEIRZ
standby APTERACERIEEIRES,
unauth APFRINIEIRES .
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77 YRR IPV6 R4S

7.1 SCEG9E

7.1.1 XF AL

IPv6 ( Internet Protocol Version 6 ) t3#%#R3 IPng ( IP NextGeneration) . B

5340 IETF (Internet Engineering Task Force ) i&iH9—E{E,
Version 4 ) BJT~—ChRRA o

HEEERT IPv4, IPve BRSS!
EF “FBR” AOitEnEESE]
BEIRACRIHBIEEEHS
B4ERNAT
BRI LED
Tttt
Banit
1#58AY QoS 4HMHEE

Internet TFE{F
£ IPv4 ( Internet Protocol

AREBEIIEE— IPv6 WL, FEIIFERTHEE IPv6 NEARRIBEFIMUIACE

7.1.2 LG BRI

ERES IPve AR B 5%
E12 DHCPV6 fRSZHIECE S TE
SRR E X

Z42 IPv6 FFSIRENEE S

£1& IPv6 BXEREEDIX
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7.1.3 SCIGLARIN A

R2
GE0/0/3 ® GEQ/0/4

E7-1 YRR 1Pve MIZBSCEaIRHM

1. R2 B9AME OISR AR IPv6 BUECE S A
2. R1 A9 GigabitEthernet0/0/3 EARATIR S LB
3. R3 A9 GigabitEthernet0/0/3 #2015 F DHCPv6 F9/5UECE IPv6 bl

714K E=S

R NMEFEEMERERE IPv6 MYFFSEH IPve NEEXERE, HEXHRNETHIMEZIRE
HITECE

7.2 SEISESSECE

7.2.1 BcERER

BLERSS IPv6 HitlE
EcE DHCPvV6
BB Ee
&EE IPv6 HIHEE

7122 BB
LR 1 SEEMRS

# IREBHA
[

> w0 Do

IR 2 FeEISBREO IPv6 ThRE

# £BFEREIRE IPv6 ThEE
[R1]ipv6
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ipv6rr S FIR(EREIR B A IPVOERIEIR N, BIEAMHIPVeIRMAVARIESIEIL .

[R2]ipv6
[R3]ipv6

# {FEEIZEOIAY IPV6 THEE

[R1]interface GigabitEthernet 0/0/3
ipv6 enablern < FskTERE O _L{EREIPVEINAE.

[R1-GigabitEthernet0/0/3]ipv6 enable
[R1-GigabitEthernet0/0/3]quit

[R2]interface GigabitEthernet 0/0/3
[R2-GigabitEthernet0/0/3]ipv6 enable
[R2-GigabitEthernet0/0/3]quit
[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]ipv6 enable
[R2-GigabitEthernet0/0/4]quit

[R3]interface GigabitEthernet 0/0/3
[R3-GigabitEthernet0/0/3]ipv6 enable
[R3-GigabitEthernet0/0/3]quit

IR 3 EeEEORY link-local #etk, FEMS

# BoEROBmERK link-local itk
[R1]interface GigabitEthernet 0/0/3

ipv6 address auto link-localds< AR A& O & B oA SE IS Attt .

SNMEORBEE— M EIRA ML, A7 R e A bt hss

, HEF(EFAHEIR AN thiE

RBIERS . SEORE T IPveRIRBEIE, HEU‘%EE)JEE}Z%‘EE%ZMMQMO

[R1-GigabitEthernet0/0/3]ipv6 address auto link-local
[R1-GigabitEthernet0/0/3]quit

[R2]interface GigabitEthernet 0/0/3
[R2-GigabitEthernet0/0/3]ipv6 address auto link-local
[R2-GigabitEthernet0/0/3]quit

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]ipv6 address auto link-local
[R2-GigabitEthernet0/0/4]quit

[R3]interface GigabitEthernet 0/0/3
[R3-GigabitEthernet0/0/3]ipv6 address auto link-local
[R3-GigabitEthernet0/0/3]quit

# EE;&DE’J IPv6 '{kIU\ |:|lu ’ #ﬁ”ﬁtﬁ*ﬁ'ﬁ



S

; IS
HUAWEI HCIA-Datacom L3615 S F AR %120 1

<R1>display ipv6 interface GigabitEthernet 0/0/3
GigabitEthernet0/0/3 current state : UP

IPv6 protocol current state : UP BRI AL 7 UP,
IPV6 is enabled, link-local address is FE80::2E0:FCFF:FE4D:355 N1 #2769 link-local #4t E424E5E

No global unicast address configured
Joined group address(es):
FF02::1:FF4D:355
FF02::2
FF02::1
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses

<R2>display ipv6 interface GigabitEthernet 0/0/3
GigabitEthernet0/0/3 current state : UP
IPv6 protocol current state : UP
IPV6 is enabled, link-local address is FE80::2E0:FCFF:FE12:6486
No global unicast address configured
Joined group address(es):
FF02::1:FF12:6486
FF02::2
FF02::1
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses

<R2>display ipv6 interface GigabitEthernet 0/0/4
GigabitEthernet0/0/4 current state : UP
IPv6 protocol current state : UP
IPv6 is enabled, link-local address is FE80::2E0:FCFF:FE12:6487
No global unicast address configured
Joined group address(es):
FF02::1:FF12:6487
FF02::2
FF02::1
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses

<R3>display ipv6 interface GigabitEthernet 0/0/3
GigabitEthernet0/0/4 current state : UP
IPv6 protocol current state : UP
IPv6 is enabled, link-local address is FE80::2E0:FCFF:FE3C:5133
No global unicast address configured
Joined group address(es):
FF02::1:FF3C:5133
FF02::2
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FF02::1
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses

# hd R1 5 R2 BO@E

<R1>ping ipv6 FE80::2E0:FCFF:FE12:6486 -i GigabitEthernet 0/0/3
PING FE80::2E0:FCFF:FE12:6486 : 56 data bytes, press CTRL_C to break
Reply from FE80::2E0:FCFF:FE12:6486
bytes=56 Sequence=1 hop limit=64 time = 90 ms
Reply from FE80::2E0:FCFF:FE12:6486
bytes=56 Sequence=2 hop limit=64 time =10 ms
Reply from FE80::2E0:FCFF:FE12:6486
bytes=56 Sequence=3 hop limit=64 time =20 ms
Reply from FE80::2E0:FCFF:FE12:6486
bytes=56 Sequence=4 hop limit=64 time =10 ms
Reply from FE80::2E0:FCFF:FE12:6486
bytes=56 Sequence=>5 hop limit=64 time =30 ms

--- FEB0::2E0:FCFF:FE12:6486 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 10/32/90 ms

ZpingiitAY BRYIPveittit Alink-localitbiit AT, WAJRiEE RO akRIPveithilt ,

IR A FIE R2 U IPv6 HEtE

[R2]interface GigabitEthernet 0/0/3
[R2-GigabitEthernet0/0/3]ipv6 address 2000:0012::2 64
[R2-GigabitEthernet0/0/3]quit

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]ipv6 address 2000:0023::2 64
[R2-GigabitEthernet0/0/4]quit

IR 5 EZE R2 A9 DHCPV6 Server I1aE, EZE R3 i@id DHCPV6 FXEX IPv6 ittt

# DHCPV6 Server Bt &

[R2]dhcp enable

[R2]dhcpv6 pool pooll

BIZEE “pooll ” ALl
[R2-dhcpv6-pool-pooll]address prefix 2000:0023::/64
FES AR \PV6 HEhf 4R
[R2-dhcpv6-pool-pooll]dns-server 2000:0023::2
Z7E DNS Server f#411f
[R2-dhcpv6-pool-pooll]quit

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]dhcpv6 server pooll
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[R2-GigabitEthernet0/0/4]quit

# DHCPV6 Client Bt &

[R3]dhcp enable

Info: The operation may take a few seconds. Please wait for a moment.done.
[R3]interface GigabitEthernet 0/0/3

[R3-GigabitEthernet0/0/3]ipv6 address auto dhcp
[R3-GigabitEthernet0/0/3]quit

*Aﬁg}jlﬂﬁtmiﬂ:ﬂ] DNS HE?J un{g

[R3]display ipv6 interface brief
*down: administratively down

(I): loopback

(s): spoofing

Interface Physical Protocol
GigabitEthernet0/0/3 up up

[IPv6 Address] 2000:23::1

[R3]display dns server

Type:

D:Dynamic S:Static

No configured ip dns servers.

No. Type IPv6 Address Interface Name
1 D 2000:23::2

AT R3 £9 GigabitEthernet0/0/3 #2243 ENZ) 7 |PV6 @ffﬁﬁféfﬁﬂf
HIFZE DHCPV6 Server Z8& i AoiiC(s /S 087

DHCPVERRSS 22 R4 IDHCPV6E Fim s> Bl Pve kit .

HBECEADHCPV6EIREH NS, DHCPv6E FimiEidipv6 address auto global defaultdp
$2 I3 IPveMFAITREIRE; UECE IDHCPV6 LIRS AT, DHCPV6E FinkiEidiZans
SEILIKEPREIPveLELFNIPVERIKHIRE IR A . HIAFRSHAERNmEEEOSE

1Z@5$undo ipv6 nd ra halt, {FEEAFRAIRSAIINEE

# BZE DHCPV6 Server £52 Fims Be M ittt

[R2]interface GigabitEthernet 0/0/4
[R2-GigabitEthernet0/0/4]Jundo ipv6 nd ra halt

undo ipv6 nd ra haltis < FRERER G AMRAIRXINGE, FOABR FIBHRZEOAS
KRIZRAHRSL o

[R2-GigabitEthernet0/0/4]ipv6 nd autoconfig managed-address-flag

ipv6 nd autoconfig managed-address-flagin < FsRIRERAIR HRIBIRSE shECE

UWRIRRESRL, BOAMER FRREIZAL.

© MRRETIZIFEA, WENBESEREENEEIRSIPv6IbL,

© WMRBRTIZARSAL, WEHBEE RSB NECEIRSIPveitilt, BIEIIRAIRIZ[EE
W& oI Pveitit RISRIS R B B4Rk I Pveltbit

[R2-GigabitEthernet0/0/4]ipv6 nd autoconfig other-flag
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ipv6 nd autoconfig other-flagas< FAASKIRBRAIRN B IRS B ol EEE BARE

1_L, HIANBR T REEZ

ZZD%WETI%IUM , WENATBIBIREENECEIRSHRIPveibiIMIEhECE(S

2, SiEiRAREFRE. RERARE.

MBERVEERTE. HEERIIMTUER.

© WMRBRTIZAFEAL, WEHHTERESEDEE. BBEREEERAR@ENA

?EB$IPV6tlﬂiit9I*E’JEﬁEEEE{nM, BIERARREFIE.

[R2-GigabitEthernet0/0/4]quit

# BEEEFmEE RA iR FIBOAKEE

[R3]interface GigabitEthernet 0/0/3
[R3-GigabitEthernet0/0/3] ipv6 address auto global default

# BEF RIIBHER

[R3]display ipv6 routing-table
Routing Table : Public

Destinations : 4 Routes : 4
Destination :
NextHop : FE80::A2F4:79FF.FE5A:CDAE
Cost 0
RelayNextHop D
Interface : GigabitEthernet0/0/3
Destination il
NextHop |
Cost :0
RelayNextHop D
Interface : InLoopBack0
Destination : 2000:23::1
NextHop |
Cost :0
RelayNextHop D
Interface : GigabitEthernet0/0/3
Destination : FE80::
NextHop Dl
Cost :0
RelayNextHop D
Interface : NULLO

WRIREHNECE I1Pv6 ittt

# 1£ R2 B9 GigabitEthernet0/0/3 $E[{#ERE RA R

[R2]interface GigabitEthernet 0/0/3
[R2-GigabitEthernet0/0/3]Jundo ipv6 nd ra halt

TIR6 EEERLE

PrefixLength
Preference
Protocol
TunnellID
Flags

PrefixLength
Preference
Protocol
TunnellD
Flags

PrefixLength
Preference
Protocol
TunnellD
Flags

PrefixLength
Preference
Protocol
TunnellD
Flags

SBEEIARSE. PERIEE

164

s Unr

1 0x0
1128

: Direct
1 0x0
1128

: Direct
1 0x0
110

: Direct
1 0x0
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# 1£ R1 A9 GigabitEthernet0/0/3 EO{FRETIR S AL E

[R1]interface GigabitEthernet 0/0/3
[R1-GigabitEthernet0/0/3] ipv6 address auto global

# 198 R1 AUthFC TSR

[R1]display ipv6 interface brief
*down: administratively down

(I): loopback

(s): spoofing

Interface Physical Protocol
GigabitEthernet0/0/3 up up

[IPv6 Address] 2000:12::2E0:FCFF:FE4D:355
LEATR1 A9 GigabitEthernet0/0/3 ARAER2 AY RA #ZIIKERHY \PV6 HAULETLE, M LEARHIELRATZLI D, LT
IPV6 £ EREFHILL -

SRR 7 EE IPv6 3SERH

# 7973 R1 AY GigabitEthernet0/0/3 0 R3 Y GigabitEthernet0/0/3 TG, FEE R1 LS
BEFSIZH

[R1]ipv6 route-static 2000:23:: 64 2000:12::2
Info: The destination address and mask of the configured static route mismatched, and the static route 2000:23::/64 was
generated.

# t BRI

[R1]ping ipv6 2000:23::1
PING 2000:23::1 : 56 data bytes, press CTRL_C to break
Reply from 2000:23::1
bytes=56 Sequence=1 hop limit=63 time = 20 ms
Reply from 2000:23::1
bytes=56 Sequence=2 hop limit=63 time = 20 ms
Reply from 2000:23::1
bytes=56 Sequence=3 hop limit=63 time = 30 ms
Reply from 2000:23::1
bytes=56 Sequence=4 hop limit=63 time = 20 ms
Reply from 2000:23::1
bytes=56 Sequence=>5 hop limit=63 time = 30 ms

--- 2000:23::1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 20/24/30 ms
LERIRT_EFFTERI2000:23::/64MERAIEFSIEH, R3BIIDHCPVESKEY T ZIAIRH, #IR1F0
R3fYGigabitEthernet0/0/3#Z O Z B LABRIAIE

# BE IPV6 SBIER
[R1]display ipv6 neighbors
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IPv6 Address :2000:12::2

Link-layer : 00e0-fc12-6486 State
Interface : GE0/0/3 Age

VLAN ‘- CEVLAN
VPN name : Is Router
Secure FLAG : UN-SECURE

IPv6 Address : FE80::2E0:FCFF:FE12:6486

Link-layer : 00e0-fc12-6486 State
Interface : GE0/0/3 Age

VLAN ‘- CEVLAN :
VPN name : Is Router
Secure FLAG : UN-SECURE

Total: 2 Dynamic: 2 Static: 0

7.3 Z5RIGUE

B& o

1ABESE

R1 VB E

#
sysname R1
#
ipv6
#

interface GigabitEthernet0/0/3

ipv6 enable

ipv6 address auto link-local
ipv6 address auto global

#

ipv6 route-static 2000:23:: 64 2000:12::2

#
return

R2 RYECE

#

sysname R2
#
ipv6
#
dhcp enable
#

dhcpvé pool pooll
address prefix 2000:23::/64
dns-server 2000:23::2

: STALE
8

: TRUE

: STALE
8

: TRUE
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#

interface GigabitEthernet0/0/3
ipv6 enable
ipv6 address 2000:12::2/64
ipv6 address auto link-local
undo ipv6 nd ra halt

interface GigabitEthernet0/0/4

#

ipv6 enable
ipv6 address 2000:23::2/64
ipv6 address auto link-local
undo ipv6 nd ra halt
ipv6 nd autoconfig managed-address-flag
dhcpv6 server pooll

#

return

R3 VAL E

#
sysname R3

#

ipv6

#

dhcp enable

#

interface GigabitEthernet0/0/3
ipv6 enable
ipv6 address auto link-local
ipv6 address auto global default
ipv6 address auto dhcp

#

return

7.5 BZERR
1. =& link-local #hilt 2 [EERE LA R -G HHET GUA thhit 2 8R9EREERT, 9
A B =rhp g ERiEO?

2 MBEIEHFCE FIFAR S ECESREVEIRY 1Pv6 HENEX A, BRIt A S BIXMIE
o
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8.1 SCEG /12

8.1.1 KFALE

WIS ARLLE, IEEIEEIR Python telnetlib EERIE RS X,

8.1.2 SC8w Bix
o EiE Python EXEE
o IR telnetlib EAS X

8.1.3 SLIGRZHAM N3

Dj 192.168.56.101/24
— ->
PC ST

[El8-1 MEmIES EaMERLSEIaAFH

8.1.4 SLH=

RENTME—AIEN, SIE IP #tbht) 192.168.56.101/24, MEFBREEEMCHIA, BE
IR E SRR E M

8.2 SLIG(FS AL E

8.2.1 BcE AR

1. SShIgEE Telnet FRECE : BoE Telnet 213, FFE Telnet THREFNSDIF Telnet EF .
2. #R5 Python BIZN: JEF telnetlib BHiRE, AGEERSE.

8.22 BcEZ IR
ST 1 SERACHEAY Telnet TRACE
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# BlZE Telnet Z[HER1T

[Huawei]user-interface vty 0 4
[Huawei-ui-vty0-4]authentication-mode password
[Huawei-ui-vty0-4]set authentication password simple Huawei@123
[Huawei-ui-vty0-4]protocol inbound telnet

[Huawei-ui-vty0-4]user privilege level 15

EFAPythonfi) A TelnetZFRIRERI, HBEEoERE LEIETelnetZR3FNIF /S TelnetINEE
BoETelnetZEEERS AHUawei@123,

# FHiS Telnet fRSS, FoIF Telnet BRER.

[Huawei]telnet server enable
Info: The Telnet server has been enabled.

# PC @it CMD ZEFi .

C:\Users\XXX>telnet 192.168.56.101
Login authentication

Password:

Info: The max number of VTY users is 5, and the number of current VTY users on line is 1.
The current login time is 2020-01-15 21:12:57.

<Huawei>

Telnet ZZEREL)!

I8 2 Python TBRE

import telnetlib
import time

host ='192.168.56.101"
password = 'Huawei@123'

tn = telnetlib.Telnet(host)

tn.read_until(b"Password:")
tn.write(password.encode('ascii') + b"\n")
tn.write(b'display cu \n')

time.sleep(1)

print(tn.read_very_eager().decode('ascii'))
tn.close()

PythonfilAiE AtelnetlibfEIREFRS1, HiTdisplay current-configuration, FisHEIER
Bo

LR 3 fmRsshiT:
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Jupyter Untitled1 Last Checkpoint: 34 435881 (autosaved)

] Edit View Insert Cell Kernel Help

Run

In [7]: import telnstlib
import time

host = 7192, 168. 56. 101
password = ~Huawsi@123

tn = telnetlib. Telnet (host)

tn. read_until (b*Password: ")

Code

tn. write (password. encede ( ascii’) + b™\n™)

tn. write (b’ display cu ‘n')
time, zleepil

print (tn. read_very_eager (). decode(

tn. close ()

Info: The max number of VIY users is 5,
of current VIY users on line is 2.

The current login time iz 2020-01-15 20:19:11.

<Huawei>display cu

o

yzname Huawei

H

cluster enable
ntdp enable
ndp enable

#

ASLIINME R AR mIEESEjupyter notebook, ZFRAJLAFEREMIRES

LR 4 FHER:

Info: The max number of VTY users is 5, and the number
of current VTY users on line is 2.
The current login time is 2020-01-15 20:19:11.
<Huawei>display cu

#

sysname Huawei

#

cluster enable

ntdp enable

ndp enable

#

drop illegal-mac alarm
#

diffserv domain default
#

drop-profile default

#

aaa

authentication-scheme default
authorization-scheme default
accounting-scheme default

ascii’})

and the number

=2

(=N}
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domain default
domain default_admin
local-user admin password simple admin
local-user admin service-type http
#
interface Vlanifl
ip address 192.168.56.101 255.255.255.0
---- More ----

8.2.3 {CREMET

LR 1 SNER

import telnetlib

import time
SANKREABPEZEEHAY telnetlib 0 time FMER , IXFMELRERZ Python BEHIIELR,
THELE,

KEDEENR Telnetlib fEAZPIRAIERZEFNTGE, 140 Telnet 287 read_until

read_very eager(). write)&5iX, BEZ Telnet B975KIES%E telnetlib B /534!
https://docs.python.org/3/library/telnetlib.html#telnet-example .

Python EMATCIEIIRBIZIRAFHITEREES, EE telnet @ AXE Em SRR SESIBEER
MNARNHEREEEEEERAE. IS, BILUER time IR TRY sleep AR ANEE
2.

LI ) BRSE

1 F telnetlib B Telnet S8R9 F55& R S1,

host = '192.168.56.101'
password = 'Huawei@123'
tn = telnetlib.Telnet(host)

BB EZE, host F password D RINIZEHIERBUINZE, 5SS ESH .
REARFIRIEREEE telnet ZRIH B, FRATERFSZ

telnetlib. Telent()Z=7~IAFE telnetlib ZETHY Telnet) 5% . XN EHEESEMENSE, SIFIP
RO SSER . MESIROEENEIAN 23 Six0.

)5 tn = telnetlib. Telnet(host), F~&fk host="192.168.56.101'AYi8 %, AEE

telnetlib. Telnet(host) I{{E%S tn,

tn.read_until(b"Password:")

IEE Telnet Zhk 192.168.56.101 iR FZAHE, SBUWTEIEEE:
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<TelnetClient>telnet 192.168.56.101
Trying 192.168.56.101 ...

Press CTRL+K to abort

Connected to 192.168.56.101 ...

Login authentication

Password:
BIEEFRARNEEEZEEIFAEE AL, AT MER read_until(iEENEIES RS
Bk,

)5 tn.read_until(b"Password:") & EZENEIRR "Password:" g1k, HRFHE “Password:”
BIHY “b” FRIE Python3 FREAIARY unicode REBESA bytes, IXEREIMASIBENER, B
KRB LAEE telnetlib EA X, &RETNERFSIRE.

tn.write(password.encode('ascii') + b"\n")

FEIZENRI E /R "Password:"f5, TZFRRIASEL password, IXNMSHERIHEEN, 1ER
Telent Z2RHIZRT . {F write()5ShE password FIB A o

ek tn.write(password.encode(ascii’) + b"\n"), NN SEHEN S E/N,
password.encode(‘ascii’) 0 b™\n", password.encode(‘ascii’)ZFRREEHE password ($FEAIFZ1F5H
“Huawei@123” B9mAEREL ASCIl, “+7 RRBZASRIBENFHAEERE. “\n” AT
&, EATFRNEEEEER. MUARTRBEE X ABAERS “Huawei@123” HeEaxdEEZE
$2,

$I' 3 MARESS

Telnet ZiREE/T, (£ Python FIARENREMANAITES .

tn.write(b'display cu \n')

HREEER write\EIRBEMANTS . BIARIGS “display cu” 9 “display current-configuration”
NS, HINERENEENHFIEE.

Ethnesmepﬂ)

time sleep(DAMFRRBIEFEE 1 V. BTFEHINEIRER, AEBMITREMNS.
RBREFHE, WEFSEEIT T TR, SERBEIERTAHZE.

E print(tn.read_very_eager().decode('ascii'))

print)Z R ERNMESHANRNBENZEHIS
tn.read_very_eager()ZFR~EENH IR A 82 HIEHE

. decode(‘ascii')) RGIEENRIZURAERD 9 ASCII,

AEIHPIX ERALABRITNRE I “display cu” f5 1 #A S1EaERVERERENEHIS

L', 4 XHARE

tn.close()




S

; IS
HUAWEI HCIA-Datacom L3615 S F AR $£ 1321

B close((KIAZRIRIE. IRE vy IEHEHEBIR, EHITRMANEFZXMALL telnet 21& .

8.3 Z5RIGUE

B o

8.4 GBS ®E
a4

o

8.5 BE
1. AafEFE telnetlib BE B8 &, HIUNECEIRBEIEZOMUE?
2. WMIHRIFECE SRR B =7
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51
X
IR
5
I
¥
&

9.1 =& &
MAEFAFIERR LIRS E NS, BIRIELRIAEPIA B miRAME RS A S LA
=
SEHY:
1 { AR600, AR6000 FZEAITHY )
2 (S2720, S5700, S6700 RFILAKMIZIIEM, 7= 5 A= 5 )
3 ( TEIENIEHISR(AC FO FIT AP) FEERSTAY )
4 { HCIA-Datacom [ (X ) A BUZH ) 5244 K% ZESCEE )
SEHEE:
1 http://support.huawei.com/
2  http://fe.huawei.com/

9.2 LGSR

9.2.1 XFASLLE

SEMSBENELOARE, MEXMNE—BELTEMERIRIEZOMIE . TLURTE—MET
F, BRTSEBIIREZS, HEREX, 8F1T . BEX. &%, 5F%. RE. 2ABF.
BFIT, 0w HERIESEAEERIX, 80%HY GDP ( Gross Domestic Product, ER&E=
2ME) tliEERX, ME8NMASXKE 18 NMIHELEREXF .. RHXMEEHEXEQDHE
HRPVEMER, RRXERAHHRN—ED, EEEDA. AL, SEEEPnEES
WREEZENRE.

RGBT — N E X EERERILHERS), REFRIEMEXMNEFRIENRASEAR
R o

9.2.2 L3 HHAY
o THRENEXMEHSIUREILNI
o THREIMEREA
o THREXMEEHEH
o HEERMENLSRIT. BESLIE. MEGEME. WNEHRL
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o AEREXMBINERIZ

0.2.3 SLIGAM N A
B% o

0.2.4 LIS =
EEFBREE—KNEHERTEWHAFER, 56 B, BRieBE=E8&NEH, 25
BE—EBE4L£EXT. CETHESRERIENANE. —ERASSINHIaE. —E88%OVE, &
EZBENE— N INEERENEIRS
BELUVNEREBENERIIINBE, FTRXKMEAIEISR .

9.3 SLIG{ESS

0.3.1 ERKEN T
IMBAERRSZAEEFARIMAEN, EEREMLEE, 5E2VPEHRRK?
T TERASHEAMNEHRIRZEZHNEEE.
1.

o~ wn
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HYELBRIBR, MEBRNAIDHT.
1. IEME:
MEEK, EREBRIBHE FRETEH,

2. ENBImZER:

FHEAZERIRMNTEE R,

3. BAZIRHE:
—E: 10 88%%&in, 100 BX&Lix,. —EN=F: 58 200 BB%K&IR, 50 BTLE
iff o

4, MBEEH:
1Eid SNMP A5 —ME

5. MEBRYRER/, EMD:
FEINERE, FIEEEZRZLEIEN, HBLHEK,

6. AISEMEREK:
=EMEBEE—ENTRSHIETIREE

7. melEER:

FEMMEREN —EEENER.

8. HEXMEATT:
FX HOIRERAFS IP SRUEANEEKM .

9. MLEBIARFTK:
[REEERERN, AHEEERISRIEEERIRE
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9.3.2 Mkl 5zt

55— REGERRYEBIRIMNGIT (M)

EEER:
B MAEN RIS T
BE —E = =R Hith = (F0EE )
B&Zin | 10 200 200 500
&L | 100 50 50 200
wE | | ATHABIEAEA S RTENELEN

TERLIRFENREN A ENRE, RIESEFIRE 2Mbits ERE,
HERTDNBEIEN, IRSSITIEN
NEELERE, TXRAVAAP, BEEEVEE 35 AP TR ES-
15
SRR ILRE->ZOE->E OXMIRRZITHZ NSRRI M S kig ik

GEO/0/1

F2-ACC3  F3-ACC1

IREEORSWT:

3 SEEEORS

F2-ACC1. F2-ACC2. F2-ACC3. F3- | E0/0/1~E0/0/222
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ACCT. F3-ACC2. F3-ACC GEO/0/1~GE0/0/2

F1-ACC1. F2-AGG1. F3-AGG1.
GEO/0/1~GE0/0/24

CORE1
AC GEO/0/1~GE0/0/8
F1-AP1. F2-AP1. F3-AP1 GEO/0/0~GE0/0/1
Router GEO/0/0~GE0/0/2

iF&: HCIA-Datacom INIEE#FHAY ( EXMESIESEA, ) FHERRE T 2T DRFTERIH TR
iRt RINRITRIERE, AEERTXHDAS .. EERENT, BASZERILNE AP A%
xRS, NERRER, hEEELEHTER, AAEFRERIREHRFMEL T H MR
(BB AP BHAI T DHULE ) -
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FEZ —EMEgT
BEER:
ﬁ HMLEVLANKIS :

O BB\ 3SHAH GEO/0/1~GE0/0/101EZIR S 2., BFE—1VLAN,

THEBRF2-ACCUERREIEDNEIN, EIERTEES, mAEPIIETARE
AIVLAN,
=HAYF3-ACC1FIF3-ACC3HIEN/0/1~E0/0/10/@ FHizmER, E0/0/11~E0/0/20/8 F A&
&Bo
F3 ACCZE’JEOIO/I E0/0/19/8 FHiAER.
%%H%ZVLAN*ZJ
EEH’J%&?&%%%EJ%?KE AIVLAN,
BNMEENTLEIEVLANTE,

I EEMRISEERE VLAN, 128E1E VLAN £,

1£55:
RIEEBEEREXK, HE_EMEMXIERE.

VLANRS VLAN#IR

vl I —_EREEIEVLAN
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SEER
VLANGRS VLAN#ER
1 —HEN"EREEEVLAN
2 “HEN"EREEEVLAN
3 =HN"EREEEVLAN
100 ARS5=2FT/EAYVLAN
101 REEDIANEMEAVLAN
102 1TEERFT/BARIVLAN
103 hizERFT/ERIVLAN
104 B & ERFEAYVLAN
105 — TR LZiRFTERIVLAN
106 — & EZinFTERIVLAN
107 =R ZIRTERIVLAN
201 F2-AGG15CORE1HEXVLAN
202 F3-AGG15CORETHE£VLAN
203 F2-AGG15F3-AGG1HE£VLAN
204 CORE15RouterEEXVLAN
205 —ETEHEIEVLAN
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206

— BT EIEVLAN

207

=B TESIEVLAN
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5= =EmEgit

BEER:

AR E , £A192.168.0.0/161th4IES, BEAERINT:
- i

RSS2SR AEHSIPHEIE . o= PiRfl & APHCORELIEIIDHCP o Eeitbilt,
MXIIFECOREL E

BAZ SR IPRARRSHECE, MXECOREL L
=%

FREBE&ARIR . TEARIR. TERAPRIMIIS RS N R CER IS Eid
DHCP#fiE, MIIEIC BRI L,

BAXIG SIEIPRAFGHSHIEE, MXESEZEELCRIEN L.
£ MRAOSPFENASIE MY EEIIN SMEE 2 BN EEXEE, FraXinEidRouteriit]
Internet,

1£55:

RIECBEEREXR, BEE5=EMEILIZRRS.

PRI ﬂﬂi&ﬁﬁ;ﬁiﬁﬁﬂ Py

DHCP, X
192.168.1.0/24 KX OSPF
192.168.1.254

pog Bk

TR EEMER

BT
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SEER:
IP 9% bl ey WS ERW N T S RS P B AR

BESEE, MEE EOARHIE | BN _EREEE
192.168.1.0/24 CORE1 £ @ CORE1 WJEZ

FBSECE, MXTEF2- EHAIRHE | RN ELSSEEIE
192.168.2.0/24 AGG1 t @ F2-AGG1 | MER

ESECE, MRTEF3- ZHAIRHIE | SN _ERSEE
192.168.3.0/24 AGG1 t @ F3-AGG1 | MER

ESELE, WRE 4z 00 n
192.168.100.0/24 CORE1 F BR55=ERTIEMER

SEEBDNEREMN

f2, PFETE F2-AGG1 .
192.168.102.0/24 TRERFRIEFR B M ER
192.168.103.0/24 | £3 AGG1 @i DHCP 4 | Bigmxig | MBEBFTRFTEMER
192.168.104.0/24 | Be) FIXEF3-AGGT L izgs T | R R

CORE1 i&#i¥ DHCP % B — KT &R &iRRR
192.168.105.0/24 R BRI

F2-AGG1 i@l DHCP % T EZIRETEN
192.168.106.0/24 B A F2-AGGT L i

F3-AGG1 j&@id DHCP 4 =B IEZinFhEN
192.168.107.0/24 B AE F3-AGGT L i

F2-AGG1 5 CORET1
192.168.201.0/30 EELER
{82 OSPF, | £3_AGG1 55 CORE1

192.168.202.0/30 EAEX

192.168.203.0/30

192.168.204.0/30

FSHECE, FHREMX

%,
Router 52

BAIARRH

BEXMER

F2-AGG1 5 F3-
AGG1 BEXER

CORE1 5 Router
BXPER
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192.168.205.0/24

CORE1 j&;< DHCP 32,
MZTE CORE1 £

192.168.206.0/24

F2-AGG1 j&@Eid DHCP 5>
B2, MXIE F2-AGG1 E

192.168.207.0/24

F3-AGG1 i#id DHCP %
fg, MXE F3-AGG1 k£

— T ETEMER
BT KIRE
1£ OSPF S | “HTCLLETEMES
H

=T ETEMER
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{FZ0M0 WLAN gt
B=ER:
FiE AP HH AC #i—#17E818, AC BERIMRERE .
— 9 AP RAEZEFIAR .
TEFN=#A9FFE AP XE=EiFMAYS I, AC BIM%J COREL,
XD ZHEER SSID
IZFH WPA-WPA2+PSK+AES 225505
EHEXRFARE SSID f1Z513 .
1£55:
RIEEBEENREXK, 1HE WLAN HEIFEE,
EEER —IEWLAN “IEWLAN =EWLAN
APEIEVLAN
STA 'S5 VLAN
DHCP RSS 2%

AC BUREEO 1P itk

AP 4H

I EIRER

SSID &1k

TR

VAP 11

HitEcE
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HUAWEI
EeEIR —i WLAN —#¢ WLAN = WLAN
AP 12 VLAN |VLAN205 VLAN206 \VLAN207
STA \I'53 VLAN |VLAN105 VLAN106 \VLAN107
i CORE1 J9 AP #0 STA 93|F2-AGG1 3 AP #1 STA [F3-AGG1 /3 AP #1 STA
DHCP fR5322 &

[Tl

vay il

pax kil

AC BYIE#ZO IP i

VLANIF205: 192.168.205.253/24

ht
FAFR: WLAN-F1 BAFR: WLAN-F2 ZFR: WLAN-F3
5|F3 VAP 1&1: 5|F3 VAP 1&#i : 51F3 VAP 11k : WLAN-
AP 4H WLAN-F1 WLAN-F2 F3

5| iR SRR : 5| R ETERENR 5| iR EIRER
default default default

e BIR: default

1 EIRIER 6 CN

SSID 1E4R FZFR: WLAN-F1 BIRZBIR: WLAN-F2 [EHREFR: WLAN-F3
SSID ZFR: WLAN-F1 [SSID B#R: WLAN-F2 [SSID B2#R: WLAN-F3
FZFR: WLAN-F1 BZFR: WLAN-F2 ZFR: WLAN-F3
TR WPA- LEHRME: WPA- TR WPA-

ZEIENR WPA2+PSK+AES WPA2+PSK+AES WPA2+PSK+AES
=g 2. RN
WLAN@Guest123 WLAN@Employee2 WLAN@Employee3
FBFR: WLAN-F1 BAFR: WLAN-F2 ZFR: WLAN-F3
BERERN: BiEEEA |HBAEN: BERA [EREN: BEERA

e IS5 VLAN: VLAN105 |33 VLAN: 106 MFSS VLAN: 107
VAP &R

5| FAtER :
SSID #&#%: WLAN-F1
ZEER: WLAN-F1

5| FatER :
SSID #&#%: WLAN-F2

TR WLAN-F2

5| &R :
SSID #&#%: WLAN-F3

TR WLAN-F3
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F5H ZerEORit
BEER:
2 EM—11915% SSID BARNEFIAE AT NEMLE
N Tc&Zim eI L) Internet o
Router SRFEHS IP HEIEAIBAEEBN, EE@SEC Y 1.1.1.1-1.1.1.10 HBUtER (#BBKER
24) , Router EiX Internet B9 F—Hkitbtit 9 1.1.1.254,
NEIRNEE—& Web fRSBEEFEEITIMEMIRSS, EFAM IP HBliE)9 192.168.100.1, xS/
80, ATIRIERS LM, RIZMH Web FRSSHI NAT BET

1£55:
RIBEEEEREXR, BESZERHOMKIFEE,

255 SCHlA R
SEEXR

225714 STHAE

N P ) .

G ;EDEC;RH E&EE traffic-filter SEEL ( Si@IE Traffic Policy
Fl Internet AYIAENIES! Router ECE NAT F22 13348 N L&ttt 536
Web IRSSBREY £ Router BY1ZO_EECE NAT Servero
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o HTFMEIMERA, ZEMRE, ERKEEIREEA SNMPY3 iRAS NMS #{TE(5,
HECEINEFINNZINRERIELZ £ -

« & Router 1 AC 4b, FTEIRSEEBITEIE VLAN 5 NMS 78S, NMS bl
192.168.100.2/24 ,
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9.5 L%
Router BYECE

#
sysname Router
#
snmp-agent local-engineid 800007DB03000000000000
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy
snmp-agent target-host trap-hostname nms address 192.168.100.2 udp-port 162 trap-paramsname datacom
snmp-agent target-host trap-paramsname datacom v3 securityname test privacy
snmp-agent usm-user v3 test datacom authentication-mode md5 4DE14BB77015FFE895A
65FDEO5B8F6E9 privacy-mode aes128 4DE14BB77015FFE895A65FDEOSBBF6E9
snmp-agent trap source GigabitEthernet0/0/1
snmp-agent trap enable
snmp-agent
#
acl number 2000
rule 5 permit source 192.168.105.0 0.0.0.255
rule 10 permit source 192.168.106.0 0.0.0.255
rule 15 permit source 192.168.107.0 0.0.0.255
#
nat address-group 1 1.1.1.2 1.1.1.10
#
interface GigabitEthernet0/0/0
ip address 1.1.1.1 255.255.255.0
nat server protocol tcp global current-interface 8080 inside 192.168.100.1 www
nat outbound 2000 address-group 1
#
interface GigabitEthernet0/0/1
ip address 192.168.204.1 255.255.255.252
#
ospf 1
default-route-advertise always
area 0.0.0.0
network 192.168.204.0 0.0.0.3
#
ip route-static 0.0.0.0 0.0.0.0 1.1.1.254
#
return

CORE1 BIECE

#

sysname CORE1

#

vlan batch 100 105 201 to 202 204 to 205

#

dhcp enable

#

acl number 3000
rule 5 deny ip source 192.168.105.0 0.0.0.255 destination 192.168.0.0 0.0.255.255
rule 10 permit ip

#
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ip pool ap-f1
gateway-list 192.168.205.254
network 192.168.205.0 mask 255.255.255.0
excluded-ip-address 192.168.205.253
#
ip pool sta-f1
gateway-list 192.168.105.254
network 192.168.105.0 mask 255.255.255.0
#
interface Vlanifl
ip address 192.168.1.254 255.255.255.0
#
interface Vlanif100
ip address 192.168.100.254 255.255.255.0
#
interface Vlanif105
ip address 192.168.105.254 255.255.255.0
dhcp select global
#
interface Vlanif201
ip address 192.168.201.1 255.255.255.252
#
interface Vlanif202
ip address 192.168.202.1 255.255.255.252
#
interface Vlanif204
ip address 192.168.204.2 255.255.255.252
#
interface Vlanif205
ip address 192.168.205.254 255.255.255.0
dhcp select global
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 105 205
#
interface GigabitEthernet0/0/2
port link-type access
port default vlan 201
#
interface GigabitEthernet0/0/3
port link-type access
port default vlan 202
#
interface GigabitEthernet0/0/4
port link-type access
port default vlan 205
#
interface GigabitEthernet0/0/5
port link-type access
port default vlan 204
#
ospf 1
area 0.0.0.0
network 192.168.1.0 0.0.0.255
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network 192.168.100.0 0.0.0.255
network 192.168.105.0 0.0.0.255
network 192.168.205.0 0.0.0.255
network 192.168.201.0 0.0.0.3
network 192.168.202.0 0.0.0.3
network 192.168.204.0 0.0.0.3

#

snmp-agent

snmp-agent local-engineid 800007DB034C1FCC635139

snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy

snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname datacom v3
snmp-agent usm-user v3 test datacom authentication-mode md5 %_# 3UJ'3!M;9]$R@P:G
H1!! privacy-mode des56 %_# 3UJ'3!M;9]$R@P:GH1!!

snmp-agent trap source Vlanifl
snmp-agent trap enable

#

return

F2-AGG1 VECE

#
sysname F2-AGG1
#
vlan batch 2 101 to 102 106 201 203 206
#
dhcp enable
#
ip pool admin
gateway-list 192.168.102.254
network 192.168.102.0 mask 255.255.255.0
#
ip pool ap-f2
gateway-list 192.168.206.254
network 192.168.206.0 mask 255.255.255.0
option 43 sub-option 3 ascii 192.168.205.253
#
ip pool manager
gateway-list 192.168.101.254
network 192.168.101.0 mask 255.255.255.0
#
ip pool sta-f2
gateway-list 192.168.106.254
network 192.168.106.0 mask 255.255.255.0
#
interface Vlanif2
ip address 192.168.2.254 255.255.255.0
#
interface Vlanif101
ip address 192.168.101.254 255.255.255.0
dhcp select global
#
interface Vlanif102
ip address 192.168.102.254 255.255.255.0
dhcp select global
#
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interface Vlanif106
ip address 192.168.106.254 255.255.255.0
dhcp select global
#
interface Vlanif201
ip address 192.168.201.2 255.255.255.252
#
interface Vlanif203
ip address 192.168.203.1 255.255.255.252
#
interface Vlanif206
ip address 192.168.206.254 255.255.255.0
dhcp select global
#
interface GigabitEthernet0/0/1
port link-type access
port default vlan 201
#
interface GigabitEthernet0/0/2
port link-type access
port default vlan 203
#
interface GigabitEthernet0/0/11
port link-type trunk
port trunk pvid vlan 2
port trunk allow-pass vlan 2 102
#
interface GigabitEthernet0/0/12
port link-type trunk
port trunk pvid vlan 2
port trunk allow-pass vlan 2 101 106 206
#
interface GigabitEthernet0/0/13
port link-type trunk
port trunk pvid vlan 2
port trunk allow-pass vlan 2 102
#
ospf 1
area 0.0.0.0
network 192.168.2.0 0.0.0.255
network 192.168.101.0 0.0.0.255
network 192.168.102.0 0.0.0.255
network 192.168.106.0 0.0.0.255
network 192.168.201.0 0.0.0.3
network 192.168.203.0 0.0.0.3
network 192.168.206.0 0.0.0.255
#
snmp-agent
snmp-agent local-engineid 800007DB034C1FCC070327
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy
snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname
datacom v3
snmp-agent usm-user v3 test datacom authentication-mode md5 +3V30OM/)GC'7TM+H\V-,;
(M1 privacy-mode des56 +3V3OM/)GC'7TM+H\V-,;(!!!
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snmp-agent trap source Vlanif2
snmp-agent trap enable

#

return

F3-AGGLl ECE

#
sysname F3-AGG1
#
vlan batch 3 103 to 104 107 202 to 203 207
#
ip pool ap-f3
gateway-list 192.168.207.254
network 192.168.207.0 mask 255.255.255.0
option 43 sub-option 3 ascii 192.168.205.253
#
ip pool marketing
gateway-list 192.168.103.254
network 192.168.103.0 mask 255.255.255.0
#
ip pool rd
gateway-list 192.168.104.254
network 192.168.104.0 mask 255.255.255.0
#
ip pool sta-f3
gateway-list 192.168.107.254
network 192.168.107.0 mask 255.255.255.0
#
interface Vlanif3
ip address 192.168.3.254 255.255.255.0
#
interface Vlanif103
ip address 192.168.103.254 255.255.255.0
dhcp select global
#
interface Vlanif104
ip address 192.168.104.254 255.255.255.0
dhcp select global
#
interface Vlanif107
ip address 192.168.107.254 255.255.255.0
dhcp select global
#
interface Vlanif202
ip address 192.168.202.2 255.255.255.252
#
interface Vlanif203
ip address 192.168.203.2 255.255.255.252
#
interface Vlanif207
ip address 192.168.207.254 255.255.255.0
dhcp select global
#
interface GigabitEthernet0/0/1
port link-type access
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port default vlan 202
#
interface GigabitEthernet0/0/2
port link-type access
port default vlan 203
#
interface GigabitEthernet0/0/11
port link-type trunk
port trunk pvid vlan 3
port trunk allow-pass vlan 3 103 to 104
#
interface GigabitEthernet0/0/12
port link-type trunk
port trunk pvid vlan 3
port trunk allow-pass vlan 3 103 107 207
#
interface GigabitEthernet0/0/13
port link-type trunk
port trunk pvid vlan 3
port trunk allow-pass vlan 3 103 to 104
#
ospf 1
area 0.0.0.0
network 192.168.3.0 0.0.0.255
network 192.168.103.0 0.0.0.255
network 192.168.104.0 0.0.0.255
network 192.168.107.0 0.0.0.255
network 192.168.202.0 0.0.0.3
network 192.168.203.0 0.0.0.3
network 192.168.207.0 0.0.0.255
#
snmp-agent
snmp-agent local-engineid 800007DB034C1FCCFB0564
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy

snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname

datacom v3

snmp-agent usm-user v3 test datacom authentication-mode md5 5>5W!8N"H,L8E-@(C*:@

AQ!! privacy-mode des56 5>5WI8N"H,L8E-@(C*:@AQ!!
snmp-agent trap source Vlanif3

snmp-agent trap enable

#

return

AC BB E

#
sysname AC
#
vlan batch 205
#
interface Vlanif205
ip address 192.168.205.253 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type access
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port default vlan 205
#
snmp-agent local-engineid 800007DB03000000000000
snmp-agent group v3 datacom privacy
snmp-agent target-host trap-hostname nms address 192.168.100.2 udp-port 162 trap-paramsname datacom
snmp-agent target-host trap-paramsname datacom v3 securityname %"%#TvvWF~zi>Sgp
XL=P81M"M (P& UR97&h,I"eK8%"%# privacy
snmp-agent trap source Vlanif205
snmp-agent trap enable
snmp-agent
#
ip route-static 0.0.0.0 0.0.0.0 192.168.205.254
#
capwap source interface vlanif205
#
wlan
security-profile name WLAN-F1
security wpa-wpa2 psk pass-phrase %"%#53mQ@x*]z+u72&YdCR7A=11u&USV+9"Qw"' 043X>%"%# aes
security-profile name WLAN-F2
security wpa-wpa2 psk pass-phrase %"\%#YKB4Z1%zFQxmOS76yL 08],Z411hJV"S[db(kar0X%"%# aes
security-profile name WLAN-F3
security wpa-wpa2 psk pass-phrase %"%#|8)z/PyjU1ssX8Cr(3M=%x\{CP*t,BCahW=84sqvK%"%# aes
ssid-profile name WLAN-F1
ssid WLAN-F1
ssid-profile name WLAN-F2
ssid WLAN-F2
ssid-profile name WLAN-F3
ssid WLAN-F3
vap-profile name WLAN-F1
service-vlan vlan-id 105
ssid-profile WLAN-F1
security-profile WLAN-F1
vap-profile name WLAN-F2
service-vlan vlan-id 106
ssid-profile WLAN-F2
security-profile WLAN-F2
vap-profile name WLAN-F3
service-vlan vlan-id 107
ssid-profile WLAN-F3
security-profile WLAN-F3
ap-group name WLAN-F1
radio 0
vap-profile WLAN-F1 wlan 1
radio 1
vap-profile WLAN-F1 wlan 1
radio 2
vap-profile WLAN-F1 wlan 1
ap-group name WLAN-F2
radio 0
vap-profile WLAN-F2 wlan 2
radio 1
vap-profile WLAN-F2 wlan 2
radio 2
vap-profile WLAN-F2 wlan 2
ap-group name WLAN-F3
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radio 0
vap-profile WLAN-F3 wlan 2
radio 1
vap-profile WLAN-F3 wlan 2
radio 2
vap-profile WLAN-F3 wlan 2
ap-id 0 type-id 60 ap-mac 00e0-fcca-2e20 ap-sn 2102354483108B3A413A
ap-name F1-AP1
ap-group WLAN-F1
ap-id 1 type-id 60 ap-mac 00e0-fcf0-7bc0 ap-sn 210235448310D45A674C
ap-name F2-AP1
ap-group WLAN-F2
ap-id 2 type-id 60 ap-mac 00e0-fch2-72f0 ap-sn 210235448310C73E4033
ap-name F3-AP1
ap-group WLAN-F3
#
return

F1-ACCl l9Fc &

#

sysname F1-ACC1

#

vlan batch 100 105 205

#

interface Vlanifl
ip address 192.168.1.1 255.255.255.0

#

interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 105 205

#

interface GigabitEthernet0/0/2
port link-type access
port default vlan 100

#

interface GigabitEthernet0/0/3
port link-type access
port default vlan 100

#

interface GigabitEthernet0/0/4
port link-type access
port default vlan 100

#

interface GigabitEthernet0/0/5
port link-type access
port default vlan 100

#

interface GigabitEthernet0/0/6
port link-type access
port default vlan 100

#

interface GigabitEthernet0/0/7
port link-type access
port default vlan 100

#
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interface GigabitEthernet0/0/8
port link-type access
port default vlan 100
#
interface GigabitEthernet0/0/9
port link-type access
port default vlan 100
#
interface GigabitEthernet0/0/10
port link-type access
port default vlan 100
#
interface GigabitEthernet0/0/20
port link-type trunk
port trunk pvid vlan 205
port trunk allow-pass vlan 105 205
#
ip route-static 0.0.0.0 0.0.0.0 192.168.1.254
#
snmp-agent
snmp-agent local-engineid 800007DB034C1FCC03178D
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy

snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname datacom v3
snmp-agent usm-user v3 test datacom authentication-mode md5 3@”>FD5!85E " AI>CAH"1

U1!! privacy-mode des56 3@">FD5!85E"AI>CAH"1U1!!
snmp-agent trap source Vlanifl

snmp-agent trap enable

#

return

F2-ACC1 B9Eic &

#

sysname F2-ACC1

#

vlan batch 2 102

#

interface Vlanif2
ip address 192.168.2.1 255.255.255.0

#

interface Ethernet0/0/1
port link-type access
port default vlan 102

#

interface Ethernet0/0/2
port link-type access
port default vlan 102

#

interface Ethernet0/0/3
port link-type access
port default vlan 102

#

interface Ethernet0/0/4
port link-type access
port default vlan 102
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#

interface Ethernet0/0/5
port link-type access
port default vlan 102

#

interface Ethernet0/0/6
port link-type access
port default vlan 102

#

interface Ethernet0/0/7
port link-type access
port default vlan 102

#

interface Ethernet0/0/8
port link-type access
port default vlan 102

#

interface Ethernet0/0/9
port link-type access
port default vlan 102

#

interface Ethernet0/0/10
port link-type access
port default vlan 102

#

interface Ethernet0/0/11
port link-type access
port default vlan 102

#

interface Ethernet0/0/12
port link-type access
port default vlan 102

#

interface Ethernet0/0/13
port link-type access
port default vlan 102

#

interface Ethernet0/0/14
port link-type access
port default vlan 102

#

interface Ethernet0/0/15
port link-type access
port default vlan 102

#

interface Ethernet0/0/16
port link-type access
port default vlan 102

#

interface Ethernet0/0/17
port link-type access
port default vlan 102

#

interface Ethernet0/0/18
port link-type access
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port default vlan 102
#
interface Ethernet0/0/19
port link-type access
port default vlan 102
#
interface Ethernet0/0/20
port link-type access
port default vlan 102
#
interface Ethernet0/0/21
port link-type access
port default vlan 102
#
interface Ethernet0/0/22
port link-type access
port default vlan 102
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk pvid vlan 2
port trunk allow-pass vlan 2 102
#
snmp-agent
snmp-agent local-engineid 800007DB034C1FCC456509
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy
snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname
datacom v3
snmp-agent usm-user v3 test datacom authentication-mode md5 (H\O$K,P78:9;\H&H"Ma
+All privacy-mode des56 (H\O$K,P78:9;\H&H"Ma+A!!
snmp-agent trap source Vlanif2
snmp-agent trap enable
#
return

F2-ACC2 B9 &

#

sysname F2-ACC2

#

vlan batch 2 101 106 206

#

interface Vlanifl

#

interface Vlanif2
ip address 192.168.2.2 255.255.255.0

#

interface Ethernet0/0/1
port link-type access
port default vlan 101

#

interface Ethernet0/0/2
port link-type access
port default vlan 101

#
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interface Ethernet0/0/3
port link-type access
port default vlan 101

#

interface Ethernet0/0/4
port link-type access
port default vlan 101

#

interface Ethernet0/0/5
port link-type access
port default vlan 101

#

interface Ethernet0/0/6
port link-type access
port default vlan 101

#

interface Ethernet0/0/7
port link-type access
port default vlan 101

#

interface Ethernet0/0/8
port link-type access
port default vlan 101

#

interface Ethernet0/0/9
port link-type access
port default vlan 101

#

interface Ethernet0/0/10
port link-type access
port default vlan 101

#

interface Ethernet0/0/11
port link-type access
port default vlan 101

#

interface Ethernet0/0/12
port link-type access
port default vlan 101

#

interface Ethernet0/0/13
port link-type access
port default vlan 101

#

interface Ethernet0/0/14
port link-type access
port default vlan 101

#

interface Ethernet0/0/15
port link-type access
port default vlan 101

#

interface Ethernet0/0/16
port link-type access
port default vlan 101
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#
interface Ethernet0/0/17
port link-type access
port default vlan 101
#
interface Ethernet0/0/18
port link-type access
port default vlan 101
#
interface Ethernet0/0/19
port link-type access
port default vlan 101
#
interface Ethernet0/0/20
port link-type trunk
port trunk pvid vlan 206
port trunk allow-pass vlan 106 206
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk pvid vlan 2
port trunk allow-pass vlan 2 101 106 206
#
ip route-static 0.0.0.0 0.0.0.0 192.168.2.254
#
snmp-agent
snmp-agent local-engineid 800007DB034C1FCCA5263C
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy

snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname

datacom v3

snmp-agent usm-user v3 test datacom authentication-mode md5 RN,<EOK"S8Z3K7.NSN8+

L1!! privacy-mode des56 RN,<EOK"S8Z3K7.NSN8+L1!!
snmp-agent trap source Vlanif2

snmp-agent trap enable

#

return

F2-ACC3 l9Fc &

#

sysname F2-ACC3

#

vlan batch 2 102

#

interface Vlanif2
ip address 192.168.2.3 255.255.255.0

#

interface Ethernet0/0/1
port link-type access
port default vlan 102

#

interface Ethernet0/0/2
port link-type access
port default vlan 102

#
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interface Ethernet0/0/3
port link-type access
port default vlan 102

#

interface Ethernet0/0/4
port link-type access
port default vlan 102

#

interface Ethernet0/0/5
port link-type access
port default vlan 102

#

interface Ethernet0/0/6
port link-type access
port default vlan 102

#

interface Ethernet0/0/7
port link-type access
port default vlan 102

#

interface Ethernet0/0/8
port link-type access
port default vlan 102

#

interface Ethernet0/0/9
port link-type access
port default vlan 102

#

interface Ethernet0/0/10
port link-type access
port default vlan 102

#

interface Ethernet0/0/11
port link-type access
port default vlan 102

#

interface Ethernet0/0/12
port link-type access
port default vlan 102

#

interface Ethernet0/0/13
port link-type access
port default vlan 102

#

interface Ethernet0/0/14
port link-type access
port default vlan 102

#

interface Ethernet0/0/15
port link-type access
port default vlan 102

#

interface Ethernet0/0/16
port link-type access
port default vlan 102
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#
interface Ethernet0/0/17
port link-type access
port default vlan 102
#
interface Ethernet0/0/18
port link-type access
port default vlan 102
#
interface Ethernet0/0/19
port link-type access
port default vlan 102
#
interface Ethernet0/0/20
port link-type access
port default vlan 102
#
interface Ethernet0/0/21
port link-type access
port default vlan 102
#
interface Ethernet0/0/22
port link-type access
port default vlan 102
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk pvid vlan 2
port trunk allow-pass vlan 2 102
#
ip route-static 0.0.0.0 0.0.0.0 192.168.2.254
#
snmp-agent
snmp-agent local-engineid 800007DB034C1FCC6E2774
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy

snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname

datacom v3

snmp-agent usm-user v3 test datacom authentication-mode md5 :S@4*#]%0_-M9=:>$BB:

7111 privacy-mode des56 :S@4*#]%0_-M9=:>$BB:7!!!
snmp-agent trap source Vlanif2

snmp-agent trap enable

#

return

F3-ACCl 9Fc &

#
sysname F3-ACC1
#
vlan batch 3 103 to 104
#
interface Vlanif3
ip address 192.168.3.1 255.255.255.0
#
interface Ethernet0/0/1
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port link-type access
port default vlan 103

#

interface Ethernet0/0/2
port link-type access
port default vlan 103

#

interface Ethernet0/0/3
port link-type access
port default vlan 103

#

interface Ethernet0/0/4
port link-type access
port default vlan 103

#

interface Ethernet0/0/5
port link-type access
port default vlan 103

#

interface Ethernet0/0/6
port link-type access
port default vlan 103

#

interface Ethernet0/0/7
port link-type access
port default vlan 103

#

interface Ethernet0/0/8
port link-type access
port default vlan 103

#

interface Ethernet0/0/9
port link-type access
port default vlan 103

#

interface Ethernet0/0/10
port link-type access
port default vlan 103

#

interface Ethernet0/0/11
port link-type access
port default vlan 104

#

interface Ethernet0/0/12
port link-type access
port default vlan 104

#

interface Ethernet0/0/13
port link-type access
port default vlan 104

#

interface Ethernet0/0/14
port link-type access
port default vlan 104

#
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interface Ethernet0/0/15
port link-type access
port default vlan 104
#
interface Ethernet0/0/16
port link-type access
port default vlan 104
#
interface Ethernet0/0/17
port link-type access
port default vlan 104
#
interface Ethernet0/0/18
port link-type access
port default vlan 104
#
interface Ethernet0/0/19
port link-type access
port default vlan 104
#
interface Ethernet0/0/20
port link-type access
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk pvid vlan 3
port trunk allow-pass vlan 3 103 to 104
#
ip route-static 0.0.0.0 0.0.0.0 192.168.3.254
#
snmp-agent
snmp-agent local-engineid 800007DB034C1FCCC75F9A
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy

snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname

datacom v3

snmp-agent usm-user v3 test datacom authentication-mode md5 FD5[3#*%a/!W$I0S;(RD

3Q!! privacy-mode des56 FD5[3#*%a/!W$10S;(RD3Q!!
snmp-agent trap source Vlanif3

snmp-agent trap enable

#

return

F3-ACC2 9Fc &

#
sysname F3-ACC2
#
vlan batch 3 103 107 207
#
interface Vlanif3
ip address 192.168.3.2 255.255.255.0
#
interface MEth0/0/1
#
interface Ethernet0/0/1
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port link-type access
port default vlan 103

#

interface Ethernet0/0/2
port link-type access
port default vlan 103

#

interface Ethernet0/0/3
port link-type access
port default vlan 103

#

interface Ethernet0/0/4
port link-type access
port default vlan 103

#

interface Ethernet0/0/5
port link-type access
port default vlan 103

#

interface Ethernet0/0/6
port link-type access
port default vlan 103

#

interface Ethernet0/0/7
port link-type access
port default vlan 103

#

interface Ethernet0/0/8
port link-type access
port default vlan 103

#

interface Ethernet0/0/9
port link-type access
port default vlan 103

#

interface Ethernet0/0/10
port link-type access
port default vlan 103

#

interface Ethernet0/0/11
port link-type access
port default vlan 103

#

interface Ethernet0/0/12
port link-type access
port default vlan 103

#

interface Ethernet0/0/13
port link-type access
port default vlan 103

#

interface Ethernet0/0/14
port link-type access
port default vlan 103

#
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interface Ethernet0/0/15
port link-type access
port default vlan 103
#
interface Ethernet0/0/16
port link-type access
port default vlan 103
#
interface Ethernet0/0/17
port link-type access
port default vlan 103
#
interface Ethernet0/0/18
port link-type access
port default vlan 103
#
interface Ethernet0/0/19
port link-type access
port default vlan 103
#
interface Ethernet0/0/20
port link-type trunk
port trunk pvid vlan 207
port trunk allow-pass vlan 107 207
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk pvid vlan 3
port trunk allow-pass vlan 3 103 107 207
#
ip route-static 0.0.0.0 0.0.0.0 192.168.3.254
#
snmp-agent
snmp-agent local-engineid 800007DB034C1FCCF3804A
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy

snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname

datacom v3

snmp-agent usm-user v3 test datacom authentication-mode md5 0=.SBW74%B[6NT)>.>:]

aAll privacy-mode des56 0=.SBW74%B[6NT)>.>:]aAl!
snmp-agent trap source Vlanif3

snmp-agent trap enable

#

return

F3-ACC3 BYECE

#
sysname F3-ACC3
#
vlan batch 3 103 to 104
#
interface Vlanif3
ip address 192.168.3.3 255.255.255.0
#
interface Ethernet0/0/1
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port link-type access
port default vlan 103

#

interface Ethernet0/0/2
port link-type access
port default vlan 103

#

interface Ethernet0/0/3
port link-type access
port default vlan 103

#

interface Ethernet0/0/4
port link-type access
port default vlan 103

#

interface Ethernet0/0/5
port link-type access
port default vlan 103

#

interface Ethernet0/0/6
port link-type access
port default vlan 103

#

interface Ethernet0/0/7
port link-type access
port default vlan 103

#

interface Ethernet0/0/8
port link-type access
port default vlan 103

#

interface Ethernet0/0/9
port link-type access
port default vlan 103

#

interface Ethernet0/0/10
port link-type access
port default vlan 103

#

interface Ethernet0/0/11
port link-type access
port default vlan 104

#

interface Ethernet0/0/12
port link-type access
port default vlan 104

#

interface Ethernet0/0/13
port link-type access
port default vlan 104

#

interface Ethernet0/0/14
port link-type access
port default vlan 104

#
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interface Ethernet0/0/15
port link-type access
port default vlan 104
#
interface Ethernet0/0/16
port link-type access
port default vlan 104
#
interface Ethernet0/0/17
port link-type access
port default vlan 104
#
interface Ethernet0/0/18
port link-type access
port default vlan 104
#
interface Ethernet0/0/19
port link-type access
port default vlan 104
#
interface Ethernet0/0/20
port link-type access
port default vlan 104
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk pvid vlan 3
port trunk allow-pass vlan 3 103 to 104
#
ip route-static 0.0.0.0 0.0.0.0 192.168.3.254
#
snmp-agent
snmp-agent local-engineid 800007DB034C1FCC224BC2
snmp-agent sys-info version v3
snmp-agent group v3 datacom privacy
snmp-agent target-host trap address udp-domain 192.168.100.2 params securityname
datacom v3
snmp-agent usm-user v3 test datacom authentication-mode md5 P'5R[2VCVEX8"$Y!=87"
1A privacy-mode des56 P'5R[2VCVEX8"$Y!1=87"1A!!
snmp-agent trap source Vlanif3
snmp-agent trap enable
#
return
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EmE, STM7TMEOEIA, (B2, ELidiEsd, EETRSAT, EhmarEifExs
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HUAWEI HCIA-Datacom L35 S 186 T
HE £ 2 A 7
BEBSEEE
(4279 VRP REENRIELL ) SEEER:
1.0

2.reset saved-configuration S & FRIETIRE MR BMERNRENHRNINES, HEUBEE
RS TR EoRERNEEX . Mgl TRBINFERIEEXH test.cfy, FRLUXSS
S HITE test.cfg ABINBEWBEST, BT NABIFERIIEABIARIEE X H
vrpefg.zip, AL 4 FRAIEERGF 7 HINEE, FILlERZEERERE.

(1Pv4 4mht Rz IPv4 BEEHERHSEES ) SEER

1. FRTBE TR EY, SFSEESHRINEIREAES:

1) IR EN Bk,

2 ) IXEEHIINABME (EH) HRKES,

FRIAS T—BRANARY, ASRRINE 1P BEHZx.

2. RIS E EAT ping RAERT, IRBSETOEARRKMELED, HEOMN IP HHBESE
E79 ICMP #R3ZAYIE IP ftbiit .

{ OSPF BEHANMYERISLIE ) &K%

1. R2 [EE R1 B E: R2->R1, H{EM T R1 B GigabitEthernet0/0/3 B9 cost 9 10 Zf5, Xt
R1 kiR, R1-R2 BYEREFFEE 10, FRLAEE cost Zf&, R1AY LoopBackO i3ia) R2 AY
LoopBack0 A9EE12 R1->R3->R2, ItLAIRT R2 ki, FAEME R1 AY GigabitEthernet0/0/3
cost AT 10, IF2LIESHY GigabitEthernet0/0/3 B4 cost i+ EIRAAYFFE, FRLARIERREZ
759 R2->R1,

( LAXMERLS VLAN BB ) &5

[i=hsticn

e Bl VLAN, FRESR PC Fi/ERY VLAN,

e FcE PCHIMAC ittiit 5 VLAN XEBX, SEHURERSCFRIIRE MAC HEdbRI9 VLAN,
o MESEOLIEMNAIVMA VLAN, SSHZEHLR.

AeELE:

# Gl VLAN

[S1]vlan 10
# ECE PC 19 MAC it 5 VLAN 10 B¢

[S1]vlan 10
[S1-vlan10]mac-vlan mac-address 00e0-fclc-47a7
[S1-vlan10]quit

15121%Z PC AIMAC #411f 2 00e0-fclc-47a7
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# {FeiEOETF MAC HblibkI4 VLAN Ihge

[S1]interface gigabitethernet 0/0/1
[S1-GigabitEthernet0/0/1]mac-vlan enable
[S1-GigabitEthernet0/0/1]quit

# BoEiERE S2 AY4%0 GEO0/0/1 9 Hybrid 30, 1EXIR VLAN RIEENGLA Untagged /5@

[S1]interface gigabitethernet 0/0/1
[S1-GigabitEthernet0/0/1]port link-type hybrid
[S1-GigabitEthernet0/0/1]port hybrid untagged vian 10
[S1-GigabitEthernet0/0/1]quit

# FeEEE A TIMEZAYEO GE0/0/2, iBE(E MAC HhliFSEELRY VLAN

[S1]interface gigabitethernet 0/0/2
[S1-GigabitEthernet0/0/2]port link-type trunk
[S1-GigabitEthernet0/0/2]port trunk allow-pass vlan 10
[S1-GigabitEthernet0/0/2]quit

( EREALSER ) SEER

BE, RFFAERIFIERE STP BPDU f5, & BPDU ARy RPC hN_EANiw ORI OFFEE H
ﬁtla-aElEﬁffEﬂ%?éF%ﬁ, FRrLAZ4 S1 A9 GigabitEthernet 0/0/14 31 cost (BZE R, 25200 S4 B9
RIS

BITIEK S1 B9 GigabitEthernet0/0/11 BYIHB O 5L o
A ge, EH S170S2 ZialAVkiERtaRk T IR, FRIANRE —REI8IREZE,

(LAKMGERRER G LN ) SEER

1. Least active-linknumber &2/ FaEF max active-linknumber,

{ SCIW VLAN [E)i@B{55L08 ) 228X

1. 7£ S1 _EEQE— N =E#EM5 R1 Y GigabitEthernet0/0/1 EEX, EIRIEEZIENMEZAIE
=z]8

2. ¥EFE—RIFILL VLAN BT AIYIRECHEAN UPIRT, BRAXINAY VLANIF #EiE A UP

(inia=HgRECELR ) SEER
=t

o FERNESIEH OSPF, {HEMEHIE.
o FgE R3 FH/z Telnet #1 FTP I)]gbo

o EESHRACL, #HITHREBTIE.

BRELE:
# BCBMEZEE. Telnet. FTP, &
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# £ R2 LFZE ACL

[R2] acl 3001

[R2-acl-adv-3001] rule 5 permit tcp source 10.1.2.1 0.0.0.0 destination 10.1.3.1 0.0.0.0 destination-port eq 23
[R2-acl-adv-3001] rule 10 permit tcp source 10.1.1.1 0.0.0.0 destination 10.1.3.1 0.0.0.0 destination-port range 20 21
[R2-acl-adv-3001] rule 15 deny tcp source any

[R2-acl-adv-3001] quit

# 7£ R2 B9 GE0/0/3 O AR ACL, #iTRETE

[R2] interface GigabitEthernet0/0/3
[R2-GigabitEthernet0/0/3] traffic-filter inbound acl 3001

S

(Fith AAA BCESLIS ) SEER
B o

( MEEHHERRETS ) SEER
L FBE.

(FTP EftECESLIE ) SE8EE
1. EEhE=,

( DHCP EftFcELIE ) 2EZEE

1. EOMEEE AT XETZ0 R4 DHCP client it SiEOR—MERRY IP #ElH9IZE .
2FHEHEHATLAZE DHCP Client S ECSZEORIMERAY 1P etk , BATLASBECARIMERRY IP it
( DHCP chéHK ) .

2. TpipR: AFRAEEEINEFERSEZEOR—MERRItIL Y, RiFziibhigENs
HHITHEC, BPHIHR: RIEPUBIMERINE, AFREEEIIREHRAERMERAIMT
b, IREZIEEIR ERSEIHITHE

( MIZEERY WLAN R£ESCIG ) SEE=

1. T, REEEELR, HIEAREZD ACL K GigabitEthernet0/0/10 320, &R AR &R
%, WIZEE GigabitEthernet0/0/10 731F VLAN101 i&@id, &N STA Fixifia Si.

2. AP1 F AP2 (EFAAEIRY VAP 181k, FEXIRZAY VAP 1&IR FECEAERY service-VLAN S,

( FEE[EER IPve LESLIE ) &L=

1. ERHE EFEESNMEO, BixEOERET FES0::/10 MEE, BRI IPv6 A link-
local #tBitAt, FAEIIEGIRARAELEO, FRAGTISEREO.

2BINSECERT, #2089 128 {37 IPV6 itbiit &R DHCPVE Server 8558 . TOIRSECERT, —/R
3 EUI-64 FSB4ERY 64 {73% 0 ID,
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( EXMBINELH ) SEER

1. BAEEE VLAN EEEEH TIRRAVEIS, (B2IEREKIBFE. STP A9 BPDU R 2
& VLAN 178RY, Bt =axkimz BB EE—RSPHE, SHMaRE&LE
B PERR, TR LiEEES, FAEKRE VLAN EEBR TIREE, FRUaLUEREZ
[BIRYFBXI REZOIRY STP IheexXidl,.

2.8%

( Bt ) SEE=
1. {#FH telnetlib BY wirte(BECEIRFZIZOGSHIZRITEN
2. 2% Python 10 FREEE,



